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Deploying Devices: 
State of the Union
and How to Select an MDM

2:30pm Session
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Apple Deployment Programs



Apple Deployment Programs

DEP
VPP

Apple ID MDM

ASM



Device Enrollment Program

“DEP simplifies initial setup by automating mobile 
device management (MDM) enrollment and 
supervision of devices during setup, and enabling you 
to configure the devices without touching them.”

• Mandatory and lockable MDM enrollment
• Wireless Supervision
• Zero-touch configuration for IT
• Streamlined Setup Assistant
• Can use same Apple ID as VPP

DEP
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Device Enrollment Program

Things to remember

• Apple adds your last three years of purchases.
• You assign devices to MDM servers.
• Disown a device to remove from DEP
• Disowning is permanent.

DEP



Volume Purchase Program

“The Volume Purchase Program (VPP) makes it simple 
to find, buy, and distribute apps and books in bulk 
for your organization. ”

• Volume Purchases
• Custom B2B Apps
• Managed Distribution
• Pay with PO or Credit Card

VPP



Volume Purchase Program

For Business and Education

• Provide contact info
• DUNS Number for Business
• Business Address
• You can use the same Apple ID as DEP

VPP













Purchasing Apps

Redeem Codes
• Like a big pile of Starbucks cards.
• Keep a spreadsheet or something.
• Good luck.

Managed Distribution
• VPP keeps track of your apps and available 
licenses.

Upgrade to Managed Distribution! 
• Apple will convert all your unredeemed codes.

VPP



Managed Distribution

User Based
• Assigned to a user, can be used on all devices 
assigned to that user

Device Based
• New in iOS 9.3
• Assigned to a device, often a shared device.
• No more device-specific Apple ID’s.
• And there was much rejoicing.

VPP



Apple School Manager

“The new Apple School Manager is a simple, web-
based portal that has everything admins need to 
deploy iPad and Mac in schools.”

• Create Managed Apple ID’s
• Manage enrollment settings for MDM
• Buy and distribute apps and books

Combines DEP an VPP, and adds Managed Apple 
ID’s.

ASM







People, 
Devices, and 
Content



Managed Apple IDs

“Managed Apple IDs are a new kind of Apple ID that 
gives students access to iCloud, iTunes U, and 
Shared iPad, while maintaining the control schools 
need.”

• Created in Apple School Manager
• From CSV, SIS, or LDAP
• Handles duplicate user records
• School control over passwords, roles.

Apple ID



Managed Apple IDs

No Commerce
• App Store, iBooks Store, or iTunes Store
• Apple Pay disabled

Disabled for Privacy
• Find My Friends, Find My iPhone, iCloud Mail, 
HomeKit, iCloud Keychain.

Off by Default
• FaceTime and iMessage

Apple ID



Mobile Device Management

DEP
VPP

Apple ID MDM

ASM



Mobile Device Management

Combines the hardware, apps, settings, and users to 
provide a completely configured and ready-to-go 
device for users in your organization.

• Each iOS release has provided additional 
functionality and control.

• Works with business-owned or BYOD devices
• Mandatory enrollment vs Carrot-and-Stick

MDM



All together now!

DEP
VPP 
MDM
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WWDC 2016 Session 303
What’s New in Apple Device Management
Executive Summary

Always a good idea to watch WWDC sessions on 
MDM and App development for management features.

Good to know where the puck is going to be.





WWDC 2016 Session 303: What’s New in 
Apple Device Management
New in iOS 9.3

• Logout user, get user list, or delete user
• MDM Lost Mode (including device lcoation)
• MDM Activation Lock (non-Apple ID devices)
• Notifications, Home Screen Layout, Lock Screen 
Message

• Show & Hide apps

Assessment Mode
• Disables Auto-correction, Define, keyboard 
shortcuts, predictive keyboard, spell check



WWDC 2016 Session 303: What’s New in 
Apple Device Management
New in iOS 10

• Default app for VOIP calls
• Lock Screen Message
• New IKEv2 VPN settings
• Bypass Captive WiFi
• Marking for Cisco WiFi QoS
• Restrictions to not allow toggle bluetooth



WWDC 2016 Session 303: What’s New in 
Apple Device Management
Deprecated Soon

• App installation
• App removal
• Facetime
• Safari
• iTunes
• Explicit content
• iCloud documents and data
• Multiplayer gaming
• Add gamecenter friends

“You’ve been warned”



WWDC 2016 Session 304: Best Practices for 
Building Apps Used in Business and Education

Support Shared iPad
• Shared iPad devices allow schools to allocate more 
funds for software.

• Test with two iPads

Move your App data to the cloud
• Even if not using iCloud, can still take advantage of 
Shared iPad features

Use On-Demand Resources
• App resources that are downloaded as needed
• Can be cached by Caching Server



Profile Manager 
and Apple Configurator



Profile Manager 2

Apple-supplied MDM Server
• Works with DEP / VPP / ASM
• Set policy and restrictions
• Assign Apps

Available in Mac App Store for $30





Profile Manager 2

Linking VPP to your MDM

Download token from VPP Account Summary, and 
upload it to your MDM. 





Profile Manager 2

• Proof of Concept
• Few enough devices that if everything goes wrong 
you’ll be ok.

But it’s FREE!



Apple Configurator 2

• New Interface
• Works with VPP / DEP / MDM
• Blueprints for re-using configurations
• Managed distribution*

* One or two carts. That’s it. 





Apple Configurator 2

Great for
• Customers with 1-2 carts and don’t 
want to go MDM.

• Configuring shared iPad devices 
with zero-touch configuration.



Third Party MDM Tools



Third Party MDM Tools

“These MDM solutions are building support for iOS 9.3 
education features.”



vmware airwatch

Multi-tenant console
• Provides a unified interface for multiple 
organizational units.

Supported Platforms
• iOS
• Android
• Blackberry
• OS X
• Windows
• Chromebook

Per-device pricing starts at $4.33/month



Cisco Meraki

Highlights
• Single web-based console
• Enforced enrollment with Meraki WiFi AP’s

Supported Platforms
• iOS
• Android
• Blackberry
• OS X
• Windows
• Windows Phone

Free for up to 100 devices, 



Filewave

Highlights
• Single native app for managing all devices.
• Available on-premise and cloud-hosted

Supported Platforms
• iOS
• Android
• OS X
• Windows
• Linux



MobileIron

Highlights
• Excellent security profiles
• Integrated content management
• Scalable for large deployments or BYOD

Supported Platforms
• iOS
• Android
• OS X
• Windows

Tiered licensing, “fairly inexpensive” per device



MaaS360

Highlights
• Fast initial deployment
• MDM is available part of Suite of tools
• Easy to use Interface

Supported Platforms
• iOS
• Android
• Blackberry
• OS X
• Windows

Inexpensive per device



Casper Suite

Highlights
• Great customer support with JumpStarts
• Many ex-Apple folks onboard.
• Significant education discounts
• Day 1 feature support

Supported Platforms
• iOS
• OS X



Bushel

Highlights
• Simple interface and feature set
• Great for non-IT folks to manage themselves
• Up to 50 devices maybe

Supported Platforms
• iOS
• OS X

Free for up to three devices, $2/device/month



Absolute Manage

Highlights
• Excellent inventory and reporting system
• MDM is add-on to main platform.

Supported Platforms
• iOS
• Windows Phone
• Android

Pricing depends on package



enterpriseios.com MDM Comparisons

http://enterpriseios.com


Home Users MDM

Content Filtering and Reporting
• How much time is my kid on 
SnapChat?

Rules and timeouts
• Only allow categories for limited 
time per day.

• One-button Timeouts



So how to decide?

Research
Know your people
Platform Support
iOS MDM Feature Support
Pricing



Apple Programs WWDC 2016

Profile Manager & 
Configurator MDM Tools



Thanks.  :)


