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Managing Security  
with the  

Growing Threat of Malware





• Virus

• Adware

• Trojan

• Ransomware

• Windows Viruses

Malware: What’s the difference?
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Not Immune
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Ubuntu security notices
These are the Ubuntu security notices that affect the current supported
releases of Ubuntu. These notices are also posted to the ubuntu-security-
announce mailing list (list archive). To report a security vulnerability in
an Ubuntu package, please file a bug, or contact security@ubuntu.com.
You may also be interested in learning about Ubuntu security policies.
For more details on a specific CVE or source package, please see the
Ubuntu CVE Tracker.

You can also view the latest notices by subscribing to the RSS  or the
Atom  feeds.
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USN-2992-1: Oxide vulnerabilities - 6th June 2016

An unspecified security issue was discovered in Blink. If a user were
tricked in to opening a specially crafted website, an attacker could
potentially exploit this to bypass same-origin restrictions. (CVE-2016-
1673) An issue was discovered with Document reattachment in Blink in
some circumstances. If a user were tricked in to ...

CVE-2016-1673 CVE-2016-1675 CVE-2016-1677 CVE-2016-1678
CVE-2016-1679 CVE-2016-1680 CVE-2016-1682 CVE-2016-1683
CVE-2016-1684 CVE-2016-1688 CVE-2016-1689 CVE-2016-1691
CVE-2016-1692 CVE-2016-1695 CVE-2016-1697 CVE-2016-1699
CVE-2016-1702 CVE-2016-1703

USN-2991-1: nginx vulnerability - 2nd June 2016

It was discovered that nginx incorrectly handled saving client request
bodies to temporary files. A remote attacker could possibly use this issue to
cause nginx to crash, resulting in a denial of service.

CVE-2016-4450

USN-2990-1: ImageMagick vulnerabilities - 2nd June 2016

Nikolay Ermishkin and Stewie discovered that ImageMagick incorrectly
sanitized untrusted input. A remote attacker could use these issues to
execute arbitrary code. These issues are known as "ImageTragick". This
update disables problematic coders via the /etc/ImageMagick-6/policy.xml
configuration file. In certain environments the coders may need to be
manually re-enabled after ...

CVE-2016-3714 CVE-2016-3715 CVE-2016-3716 CVE-2016-3717
CVE-2016-3718 CVE-2016-5118

USN-2989-1: Linux kernel vulnerabilities - 1st June 2016

Justin Yackoski discovered that the Atheros L2 Ethernet Driver in the
Linux kernel incorrectly enables scatter/gather I/O. A remote attacker
could use this to obtain potentially sensitive information from kernel
memory. (CVE-2016-2117) Jason A. Donenfeld discovered multiple out-
of-bounds reads in the OZMO USB over wifi device drivers in the Linux ...

CVE-2015-4004 CVE-2016-2069 CVE-2016-2117 CVE-2016-2187
CVE-2016-3672 CVE-2016-3951 CVE-2016-3955 CVE-2016-4485
CVE-2016-4486 CVE-2016-4581

USN-2988-1: LXD vulnerabilities - 31st May 2016

Robie Basak discovered that LXD incorrectly set permissions when setting
up a loop based ZFS pool. A local attacker could use this issue to copy and
read the data of any LXD container. (CVE-2016-1581) Robie Basak
discovered that LXD incorrectly set permissions when switching an
unprivileged container into privileged mode. ...

CVE-2016-1581 CVE-2016-1582

USN-2987-1: GD library vulnerabilities - 31st May 2016

It was discovered that the GD library incorrectly handled certain color
tables in XPM images. If a user or automated system were tricked into
processing a specially crafted XPM image, an attacker could cause a denial
of service. This issue only affected Ubuntu 12.04 LTS and Ubuntu 14.04
LTS. (CVE-2014-2497) ...

CVE-2014-2497 CVE-2014-9709 CVE-2015-8874 CVE-2015-8877
CVE-2016-3074

USN-2986-1: dosfstools vulnerabilities - 31st May 2016

Hanno Böck discovered that dosfstools incorrectly handled certain
malformed filesystems. A local attacker could use this issue to cause
dosfstools to crash, resulting in a denial of service, or possibly execute
arbitrary code.

CVE-2015-8872 CVE-2016-4804

USN-2985-2: GNU C Library regression - 26th May 2016

USN-2985-1 fixed vulnerabilities in the GNU C Library. The fix for CVE-
2014-9761 introduced a regression which affected applications that use the
libm library but were not fully restarted after the upgrade. This update
removes the fix for CVE-2014-9761 and a future update will be provided
to address this issue. We ...

LP: 1585614

USN-2985-1: GNU C Library vulnerabilities - 25th May
2016

Martin Carpenter discovered that pt_chown in the GNU C Library did not
properly check permissions for tty files. A local attacker could use this to
gain administrative privileges or expose sensitive information. (CVE-
2013-2207, CVE-2016-2856) Robin Hack discovered that the Name
Service Switch (NSS) implementation in the GNU C Library did ...

CVE-2013-2207 CVE-2014-8121 CVE-2014-9761 CVE-2015-1781
CVE-2015-5277 CVE-2015-8776 CVE-2015-8777 CVE-2015-8778
CVE-2015-8779 CVE-2016-2856 CVE-2016-3075

USN-2950-5: Samba regression - 25th May 2016

USN-2950-1 fixed vulnerabilities in Samba. USN-2950-3 updated Samba
to version 4.3.9, which introduced a regression when using the ntlm_auth
tool. This update fixes the problem. Original advisory details: Jouni
Knuutinen discovered that Samba contained multiple flaws in the
DCE/RPC implementation. A remote attacker could use this issue to
perform a ...

LP: 1578576

USN-2984-1: PHP vulnerabilities - 24th May 2016

It was discovered that the PHP Fileinfo component incorrectly handled
certain magic files. An attacker could use this issue to cause PHP to crash,
resulting in a denial of service, or possibly execute arbitrary code. This
issue only affected Ubuntu 16.04 LTS. (CVE-2015-8865) Hans Jerry
Illikainen discovered that the PHP ...

CVE-2015-8865 CVE-2016-3078 CVE-2016-3132 CVE-2016-4070
CVE-2016-4071 CVE-2016-4072 CVE-2016-4073 CVE-2016-4342
CVE-2016-4343 CVE-2016-4537 CVE-2016-4538 CVE-2016-4539
CVE-2016-4540 CVE-2016-4541 CVE-2016-4542 CVE-2016-4543
CVE-2016-4544

USN-2936-3: Firefox regression - 18th May 2016

USN-2936-1 fixed vulnerabilities in Firefox. The update caused an issue
where a device update POST request was sent every time
about:preferences#sync was shown. This update fixes the problem. We
apologize for the inconvenience. Original advisory details: Christian
Holler, Tyson Smith, Phil Ringalda, Gary Kwong, Jesse Ruderman, Mats
Palmgren, Carsten Book, ...

LP: 1583389

USN-2973-1: Thunderbird vulnerabilities - 18th May 2016

Christian Holler, Tyson Smith, and Phil Ringalda discovered multiple
memory safety issues in Thunderbird. If a user were tricked in to opening a
specially crafted message, an attacker could potentially exploit these to
cause a denial of service via application crash, or execute arbitrary code.
(CVE-2016-2805, CVE-2016-2807) Hanno Böck discovered ...

CVE-2016-1938 CVE-2016-1978 CVE-2016-1979 CVE-2016-2805
CVE-2016-2807

USN-2960-1: Oxide vulnerabilities - 18th May 2016

An out of bounds write was discovered in Blink. If a user were tricked in
to opening a specially crafted website, an attacker could potentially exploit
this to cause a denial of service via renderer crash, or execute arbitrary
code. (CVE-2016-1660) It was discovered that Blink assumes that a frame
...

CVE-2016-1660 CVE-2016-1661 CVE-2016-1663 CVE-2016-1665
CVE-2016-1666 CVE-2016-1667 CVE-2016-1668 CVE-2016-1669
CVE-2016-1670

USN-2950-4: Samba regressions - 18th May 2016

USN-2950-1 fixed vulnerabilities in Samba. The backported fixes
introduced in Ubuntu 12.04 LTS caused interoperability issues. This
update fixes compatibility with certain NAS devices, and allows
connecting to Samba 3.6 servers by relaxing the "client ipc signing"
parameter to "auto". We apologize for the inconvenience. Original
advisory details: Jouni Knuutinen ...

LP: 1574403 LP: 1576109

USN-2983-1: Expat vulnerability - 18th May 2016

Gustavo Grieco discovered that Expat incorrectly handled malformed
XML data. If a user or application linked against Expat were tricked into
opening a crafted XML file, an attacker could cause a denial of service, or
possibly execute arbitrary code. (CVE-2016-0718)

CVE-2016-0718

USN-2982-1: Libksba vulnerabilities - 17th May 2016

Hanno Böck discovered that Libksba incorrectly handled decoding certain
BER data. An attacker could use this issue to cause Libksba to crash,
resulting in a denial of service. This issue only applied to Ubunt 12.04 LTS
and Ubuntu 14.04 LTS. (CVE-2016-4353) Hanno Böck discovered that
Libksba incorrectly handled decoding certain ...

CVE-2016-4353 CVE-2016-4354 CVE-2016-4355 CVE-2016-4356
CVE-2016-4574 CVE-2016-4579

USN-2981-1: libarchive vulnerabilities - 17th May 2016

It was discovered that libarchive incorrectly handled certain entry-size
values in ZIP archives. A remote attacker could use this issue to cause
libarchive to crash, resulting in a denial of service, or possibly execute
arbitrary code. This issue only applied to Ubuntu 14.04 LTS, Ubuntu 15.10
and Ubuntu 16.04 LTS. ...

CVE-2016-1541

USN-2980-1: libndp vulnerability - 17th May 2016

Julien Bernard discovered that libndp incorrectly performed origin checks
when receiving Neighbor Discovery Protocol (NDP) messages. A remote
attacker outside of the local network could use this issue to advertise a
node as a router, causing a denial of service, or possibly to act as a man in
the middle.

CVE-2016-3698

USN-2979-4: Linux kernel (Qualcomm Snapdragon)



Also Not Immune
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NOT Immune
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• User Education – Practical Security Mindset

• Update Everything

• Protection

• Response

• Backups – Redundant & Offline

What Can I Do?
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• Security can be seen as “sacrificing convenience for 
safety.” Practical security is finding the right balance 
between convenience and safety.

• There is no single set of rules that are right for 
every situation.

• Balance your customers needs and wants with 
acceptable risk and security.

• Sometimes you have to tell them no.

Practical Security
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• Firewalls
• The first line of defense

• VPN
• A secure tunnel through the wall

• Simple solution: OS X Server
• Offers a full suite of “edge” tools
• Can be combined with a edge appliance to create 

a DMZ.

“Easy” Network Security
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• MXLogic (EOL)

• Proofpoint

• SpamSoap (now Nuvotera)

• MimeCast

• Network appliances (Barracuda’s ESS)

Email Continuity, Spam  
and Virus filtering
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• Control Spectrum – Users             Administrators
• Hands-off
• Shared
• Locked Down

• Endpoint/Data Protection
• Policies
• Network  Access Controls (NAC)
• Multi-Factor Authentication (MFA)
• Central Management/Reporting

Managing Endpoints
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• OS X
• Gatekeeper
• FileVault 
• Firewall
• Passwords
• AdBlockers and AntiVirus

• iOS
• Passcode
• VPN

Endpoint Security
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Basic OS X Hardening
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Basic OS X Hardening
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Basic OS X Hardening



Get These…
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Get Rid of These (if you can)
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• Active vs. Passive – Performance

• Avira Free Mac Security

• Bitdefender Antivirus

• Avast Free

• Kaspersky

• Sophos

• ClamXav

Endpoint Protection Tools
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• Signature-based AntiVirus is the “old” way

• Advanced Threat Protection (ATP)
• Extremely lightweight clients
• Monitors system activity rather than signatures or 

hashes
• Behavioral protection
• Cloud-based “big data” analysis

Next-Generation EPT
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• Built in hardware encryption

• Complex passcode + Touch ID

• Secure, sandboxed application environment

• Don’t get complacent!

• Don’t Jailbreak.

• Don’t install 3PP App Stores.

iOS Security
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• Genieo / InstallMac

• MacProtector

• MacKeeper

• Avoid good software from bad sources

Impostors

29



• csrc.nist.gov

• thesafemac.com

• www.us-cert.gov

• cve.mitre.org

• schneier.com

• arstechnica.com/apple

• krebsonsecurity.com

• astechconsulting.com/blog/

More Resources
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http://csrc.nist.gov
http://thesafemac.com
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Questions?

@llincoln3 
llincoln@broadinstitute.org

mailto:llincoln@broadinstitute.org?subject=

