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Linux Servers: 
Admin them in a more 

“Mac-like” way.



• OS X Server: Where you want to use it

• When and why Linux?

• If you go Linux…
• Keep it simple
• Keep it secure
• Keep it monitored

What are we going to cover?
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• OS X: 
• It’s what we know and love
• It works well enough, unless

• you need easy redundancy
• you need real server software
• you need “real” server level support
• you need up to date open source packages
• you don’t want stuff to break with simple OS 

updates
• Caching Server and Time Machine

OS X vs. Linux
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• Linux
• Many reasons
• If you want to be, you can be on your own
• You can pay for real, server level, support
• But are a TON of free resources
• Don’t ignore security

OS X vs. Linux (cont)
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• Different Distributions
• Arch Linux
• CentOS
• Debian
• Fedora
• Gentoo
• openSUSE
• Slackware
• Ubuntu

Linux OSes
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• Choosing a distribution
• Look at what you will do
• What’s supported and vibrant
• What’s compatible with your software choices
• Pick the distro based on what you are doing, or 

one to standardize on.

Linux OSes
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• What’s Ubuntu Long Term Solution (LTS)?
• Every two years
• Five year support
• 14.04 LTS Supported until 2020 (16 until 2022)
• Focus on hardening functionality of existing 

features, not new features (generally)

Ubuntu LTS
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Ubuntu LTS
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Note: LTS v16 is now out



• In-house: 
• Why? 
• Don’t.

• Traditional providers
• HostGator, DreamHost, BlueHost, GoDaddy, 1&1

• Linode, Digital Ocean, VPSie, VULTR, and others

• Specialized Providers
• Drupal:  Acquia, Pantheon, etc…
• WordPress: WordPress.org, Pantheon, etc…

Providers
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• Examples for our process

• Tools selected important
• Compatibility
• Order of install: 

• Longview often first
• Server management panel must be already 

installed, nor any web service

Real World Setup
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We’re going to pick one.



• Competitive pricing

• Better support

• Longview

• Interface easier to understand

• Backups that made more sense

Why we chose Linode
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• Add a linode (choosing size and data center)

• Deploy an Image
• Ubuntu 14.04 LTS (or 16)

• Choose size for swap disk and main disk
• Generally, use max size of 512MB for swap
• Can do multiple disks
• May want to reserve for later

• Settings > Linode Label (enter new name and save)

Let’s Build a Linode
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• Remote Access tab, and you'll see your server's IP 
address listed

• Add the IP to your DNS

• Set the reverse DNS
• Remote Access » Reverse DNS

• Boot the Linode

Linode: IP and DNS
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• ssh to server
• Click on the Remote Access tab

• Set the hostname:
• Replace hostname with a fqdn of your choice.
• echo "hostname" > /etc/hostname
• hostname -F /etc/hostname

Linode: Hostname
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• Set the time zone for the server with this command:
• dpkg-reconfigure tzdata
• follow the on screen messages

• select your region, and time zone

Linode: Time Zone
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• Longview 
• Press the “+” to add a client
• Copy command to install Longview via the curl
• Rename your Longview

• the “i” icon for the new Longview

• Watchman Monitoring (to come)

• Enable Backups: 
• Costs 20% of the cost of your Linode

Linode: Monitoring
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Linode’s Longview
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Linode’s Longview
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• Why?
• Base server config
• Services Configuration
• Scripted Installers
• User Access
• Database Configuration
• Security

• Industry Standards:
• cPanel, Plesk, InterWorx, zPanel, ISPConfig

Control Panels
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• Light, fast, and secure with modern interface

• New Breed, multi-servers
• ServerPilot.io
• webmin / virtualmin / sermon
• Sentora http://sentora.org
• virtualizor

• Single Servers
• Webuzo
• VestaCP

Control Panels
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• Nginx Web Server
• Apache Web Server (as backend)
• Bind DNS Server
• Exim or other mail server
• Antivirus Antispam
• Dovecot POP3/IMAP Server or others
• MySQL Database Server
• FTP Server
• Firewall and automatic banning
• … and others

Types of Services
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ServerPilot.io
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VestaCP
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virtualizor



webmin

38



• Remember…
• Ask yourself why?

• And if none, you need to remember
• Updates and Security Patches
• Prevent password and root login
• Firewall
• Monitoring

Or choose none…
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• sudo apt-get install unattended-upgrades

• sudo dpkg-reconfigure -p low unattended-upgrades

Auto-Updates
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mactech@someserver:~$ cat /etc/apt/apt.conf.d/10periodic
APT::Periodic::Update-Package-Lists “1";
APT::Periodic::Download-Upgradeable-Packages “0";
APT::Periodic::AutocleanInterval “0";

mactech@someserver:~$ cat /etc/apt/apt.conf.d/20auto-upgrades
APT::Periodic::Update-Package-Lists "1";
APT::Periodic::Unattended-Upgrade “1”;

Note: The 1 means it will update every day. 7 is weekly

Check the Schedule
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• Find available updates, and force an upgrade now:
sudo apt-get update
sudo apt-get dist-upgrade 

• Testing it?
• list available updates

sudo apt-get -u upgrade

• simulate update process
sudo apt-get -s upgrade

• Brute Force Testing
• sudo reboot now

• you should not see updates now

Forcing Updates
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Configure the firewall

Typical ports you may want to open:

sudo ufw allow ssh
sudo ufw allow 80/tcp
sudo ufw allow 443/tcp
sudo ufw allow 25/tcp
sudo ufw show added
sudo ufw enable

Firewall
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• Disable password access for root

sudo passwd -l root

• But there’s an easier way.

Disable Access
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• JumpCloud
• https://console.jumpcloud.com/#/systems
• get your Linux install curl command and execute 

it at the command line for the ssh session you 
have to the server

• add a tag to the system so you can manage it
• make sure to assign yourself (and anyone else) 

and the server

• Other solutions as well

Managing Users
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JumpCloud
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• Go to your watchman setup:

• define the group

• install on (two commands) watchman client
 
run-client --auto-update true
sudo run-client -F

Integrated Monitoring
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• PCI Security:  
https://www.virtualmin.com/documentation/security/pci

• Check your vulnerabilities and SSL installation with 
tools.
• https://www.digicert.com/help/
• https://www.sslshopper.com/ssl-checker.html  

PCI and SSL
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• Apache, VirtualMin, Usermin
• See full description and steps at:  

https://www.digicert.com/ssl-support/apache-disabling-
ssl-v3.htm  
 
https://www.virtualmin.com/node/34811

Mitigating Poodle / SSL 3.0 Issue
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• ncdu: “GUI” for file browsing

ncdu install
apt-get install ncdu
apt-get install yum
apt-get install yum-utils
yum-config-manager —enable

• mtr: “GUI” to help with packet trace and loss 

apt-get install mtr

Tools and Utilities
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ncdu
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ncdu
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mtr
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• syslog - or System Logging
• papertrailapp.com will let you send your log files 

to them for parsing & storage
• they will let you set up defined searches and 

the system will send you emails when 
something needs your attention

Linode: Monitoring pt 3
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• Storing files in Cloud as primary storage isn’t backup

• 3-2-1 still applies, even to the Cloud
• Have 3 copies of your data
• Store on 2 different media types
• Store 1 backup offsite (offsite = cloud in this case)

• Backup client machine that’s synced to cloud

• Cloud-based data transfer and backup (briefly)
• https://mover.io
• https://www.multcloud.com
• http://www.cloudsfer.com
• http://www.otixo.com

Cloud Based Storage
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• https://www.linode.com
• https://www.digitalocean.com
• https://wiki.ubuntu.com/LTS
• http://serverpilot.io
• https://vestacp.com
• http://www.webmin.com
• http://jumpcloud.com

Useful Links
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Questions?

Neil Ticktin 
neilt@mactech.com
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