
Will is a Mac Guy who wants reliable servers and 
nice vacations provided by a monthly recurring 
income stream. He thoroughly enjoys having fun.

Will O’Neal 
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Linux Servers: 
Admin them in a more 

“Mac-like” way.



• OS X Server: Where it’s at

• Why Linux?

• Keep it simple

• Keep it secure

• Keep it monitored

What are we going to cover?
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• OS X: 
• It’s what we know and love
• It works well enough, unless

• you need easy redundancy
• you need real server software
• you need “real” server level support
• you need up to date open source packages
• you don’t want stuff to break with simple OS 

updates

OS X vs. Linux
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• Linux:
• If you want to be, you can b on your own
• You can pay for real, server level, support
• But are a TON of free resources
• Don’t ignore security

OS X vs. Linux
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• Mail Servers
• Main focus of this topic

• Web Servers

• OwnCloud Servers

• Minecraft Servers

• Docker containers

• & More

Now that I have it,  
what can I do with it??
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• Different Distributions
• Pick one that runs the software you want to run
• But who cares? We are going to focus on Ubuntu, 

because it is well documented, easily available, and 
well supported. 

Linux OSes
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• What’s Ubuntu Long Term Solution (LTS)?
• Five year support
• Current version is 16.04 and it was just released
• A new LTS version is released every two years
• It’s great because you know it will be supported 

for at least 5 years.

Ubuntu LTS
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Ubuntu LTS
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• In-house?

• Traditional providers
• There are many to choose from. Let Me Google 

That For You.

• Linode (but not Digital Ocean, VPSie or VULTR)
• Why?

• Price, speed, and ease of use

• Specialized Providers
• Built for your needs. LMGTFY

• Drupal, WordPress, etc.

Providers

10



• Built for your needs. LMGTFY
• Drupal, WordPress, etc.

• Bitnami & Turnkey Linux
• Single click deployment of MANY apps
• Runs on Amazon Web Services, Microsoft Azure, 

Google’s Cloud Platform

• But you are going to pay extra for simplicity

Specialized Providers
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• Select your application & Platform
• Figure out your requirements

• Disk space
• Ease of deployment
• Overall cost
• Access & Recovery
• How to secure it

• Practice
• Don’t turn your first linux box into a customer’s 

machine

Real World Planning
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• Order of install: 
• Set it up
• Secure it
• Monitor it
• Manage it

Real World Setup
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• Because we wanted to do it our selves, 
inexpensively, Linode offers
• Competitive pricing
• Ease of getting yourself out of a bind
• Monitoring
• Backup
• Most things are do it yourself, without having to 

wait for someone to push a button for you

Why we chose Linode
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• Add a linode (choose a size and data center)

• Deploy an Image
• For easy results, choose Ubuntu 16.04 LTS
• But you can choose to torture yourself with OS 

patches and security updates

• Settings > Linode Label (enter new name and save)

Let’s Build a Linode
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• Remote Access tab, and you'll see your server's IP 
address listed

• Add the IP to your DNS

• Set the reverse DNS
• Remote Access » Reverse DNS

• But only after you’ve added the details in your 
DNS

• Boot the Linode

Linode: IP and DNS
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• ssh to server
• Click on the Remote Access tab

• Set the hostname:
• Replace hostname with a fqdn of your choice.
• echo "hostname" > /etc/hostname
• hostname -F /etc/hostname

Linode: Hostname
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• Set the time zone for the server with this command:
• dpkg-reconfigure tzdata
• follow the on screen messages

• select your region, and time zone

Linode: Time Zone
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• Now you have an unsecured linux server in a well 
known server farm, just waiting to be hacked

• Don’t let your machine sit in this state for very long.
• If you want to know why, install Watchman

Security
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• Longview 
• Press the “+” to add a client
• Copy command to install Longview via the curl
• Rename your Longview

• the “i” icon for the new Longview

Linode: Monitoring pt 1
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Linode’s Longview
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Linode’s Longview

38



• Watchman 
• Set the group
• Install Watchman

• Instructions are on your Watchman Installers 
page

Linode: Monitoring pt 2
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• syslog - or System Logging
• papertrailapp.com will let you send your log files 

to them for parsing & storage
• they will let you set up defined searches and 

the system will send you emails when 
something needs your attention

Linode: Monitoring pt 3
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• Why?
• Base server config
• Services Configuration
• Scripted Installers
• User Access
• Database Configuration
• Security

• Industry Standards:
• cPanel, Plesk, InterWorx, zPanel, ISPConfig

• Free options

Paid Control Panels
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• Light, fast, and secure with modern interface
• ServerPilot.io
• webmin.com / virtualmin.org
• Sentora http://sentora.org
• Webuzo
• VestaCP

Free Control Panels
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• Nginx Web Server
• Apache Web Server (as backend)
• Bind DNS Server
• Exim or other mail server
• Antivirus Antispam
• Dovecot POP3/IMAP Server or others
• MySQL Database Server
• FTP Server
• Firewall and automatic banning
• … and others

Types of Services
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ServerPilot.io
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VestaCP
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webmin
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virtualizor



• Remember…
• Ask yourself why?

• And if none, you need to remember
• Updates and Security Patches
• Prevent password and root login
• Firewall
• Monitoring

Or choose none…
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• sudo apt-get install unattended-upgrades

• sudo dpkg-reconfigure -p low unattended-upgrades

Auto-Updates
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mactech@someserver:~$ cat /etc/apt/apt.conf.d/10periodic
APT::Periodic::Update-Package-Lists “1";
APT::Periodic::Download-Upgradeable-Packages “0";
APT::Periodic::AutocleanInterval “0";

mactech@someserver:~$ cat /etc/apt/apt.conf.d/20auto-upgrades
APT::Periodic::Update-Package-Lists "1";
APT::Periodic::Unattended-Upgrade “1”;

Note: The 1 means it will update every day. 7 is weekly

Check the Schedule
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• Find available updates, and force an upgrade now:
sudo apt-get update
sudo apt-get dist-upgrade 

• Testing it?
• list available updates

sudo apt-get -u upgrade

• simulate update process
sudo apt-get -s upgrade

• Brute Force Testing
• sudo reboot now

• you should not see updates now

Forcing Updates
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Configure the firewall

Typical ports you may want to open:

sudo ufw allow ssh
sudo ufw allow 80/tcp
sudo ufw allow 443/tcp
sudo ufw allow 25/tcp
sudo ufw show added
sudo ufw enable

Firewall
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Disable password access for root

sudo passwd -l root

Disable Access
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• Keep them up to date.

• SSL, Apache, Nginx, MySQL, php updates are a must

• Beyond the scope of this presentation

• Make sure it’s being done

Service Updates
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• ncurses
• gui emulation for text interfaces

• helpful for managing your machines 

• apt-get install ncdu

• apt-get install mtr

Tools and Utilities
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ncdu
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ncdu
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ncdu
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mtr
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• https://www.linode.com
• https://www.digitalocean.com
• https://wiki.ubuntu.com/LTS
• http://serverpilot.io
• https://vestacp.com
• http://www.webmin.com
• http://jumpcloud.com

Useful Links
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• Storing files in Cloud as primary storage isn’t backup

• 3-2-1 still applies, even to the Cloud
• Have 3 copies of your data
• Store on 2 different media types
• Store 1 backup offsite (offsite = cloud in this case)

• Backup client machine that’s synced to cloud

• Cloud-based data transfer and backup (briefly)
• https://mover.io
• https://www.multcloud.com
• http://www.cloudsfer.com
• http://www.otixo.com

Cloud Based Storage
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Questions?

SpeakerName 
SpeakerEmailAddr

mailto:neilt@mactech.com

