Andrew McDonnell

Andrew solves tricky problems for
a living as Vice President of
Security Solutions with AsTech
Consulting, and has been a Mac
user since before the first time
Apple was “doomed”.




Managing Security With the
Growing Threat of Malware

| am invincible! J——
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Susceptibility




What'’s the difference!?

® Virus

® Adware

® Trojan

® Ransomware

® \Windows VYiruses
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Not Immune
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Also Not Immune

http://safarianalyzer.windowsdesk.net

Safari - Alert
Suspicious Activity Might Have been Detected.
Major Security Issue

To fix it please call Support for Apple
+1 888N (To!| Free) immediately!

K

Read Immediately!!!!

Everyone running 2.90 on OS X should
immediately upgrade to and run 2.92, as they
may have downloaded a malware-infected
file. This new version will make sure that the
“OSX.KeRanger.A" ransomware (more
information available here) is correctly
removed from your computer.

Users of 2.91 should also immediately
upgrade to and run 2.92. Even though 2.91
was never infected, it did not automatically

remove the malware-infected file.

Transmission 2.92

Download Now
Release Notes
Previous Releases




2.3% Immunity
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Galaxy Particle Lockscreen

B Contacts/Calendar

SMS

Phone

Photos/Media/Files
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Trouble Brewing

O

FFRME LR r8sh

PANGU JAILBRI
for 1059.0-9.

Version:1.3.0 Size:76.8MB Version:1.1.0 Size:74.3M
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What Can | Do!?

® User Education — Security Mindset
® Update Everything

® Protection

® Response

® Backups — Redundant & Offline
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finish_installation wants to make
Type an administrator’'s name ag
to allow this.

Name: |

Password:
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Basic OS X Hardening

Internet
Accounts

®

Parental
Controls

Extensions

@

App Store

System Preferences

£

Mission
Control

Mouse Trackpad Printers &
S

anner

Bluetooth

Dictation
& Speech
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Spotlight

%

Sound

Time
Machine

Notifications

Accessibility




Basic OS X Hardening

Security & Privacy

> | | Show All |

FileVault  Firewall Privacy

A login password has been set for this user | Change Password...

S

Require password | immediately 3 | after sleep or screen saver begins

M
| | Click the lock to make changes.




Basic OS X Hardening

Security & Privacy
> | | Show All |

Ceneral AT Firewall Privacy

FileVault secures the data on your disk by
encrypting its contents automatically.

FileVault is turned on for the disk “Macintosh HD".

A recovery key has been set.

([

| Click the lock to make changes.




Basic OS X Hardenin

Security & Privacy

> | | Show All |

Ceneral FileVault 72 =118 Privacy

© Firewall: On

The firewall is turned on and set up to prevent unauthorized applications, programs,
and services from accepting incoming connections.

([

| Click the lock to make changes.




Basic OS X Hardening

Network

=" Wi-Fi

TCP/IP  DNS WINS 802.1X Proxies Hardware

Preferred Networks:

Drag networks into the order you prefer.

ar No

Wi-Fi Address: 64:76:ba:99:3e:74




Basic OS X Hardenin

® O Sharing
| 4 | > | [ ShowAll |

Computer Name:

Computers on your local network can access your computer at:
ashiok.local

On  Service ) Screen Sharing: Off

@ Screen Sharing Screen Sharing allows users of other computers to remotely view and

File Sharing control this computer.

Printer Sharing
Remote Login
Remote Management
Remote Apple Events
Internet Sharing
Bluetooth Sharing

Allow access for:

[
[ | Click the lock to make changes.




Basic OS X Hardening

Users & Groups
> | | Show All |

Login Items

u Change Password...

Full name: Andrew McDonnell

Contacts Card: Open...

Login Opti
Q 0gin Uptions Open Parental Controls...

)

| | Click the lock to make changes.




Basic OS X Hardening

Users & Groups
| | Show All

O Andrew McDonnell

Standard




Basic OS X Hardening

General

Qw0 * &

General Tabs AutoFill Passwords Search Security Privacy Notifications Extensions Advanced

Safari opens with: All windows from last session
New windows open with: Empty Page
New tabs open with: Empty Page
Homepage: http://www.apple.com/startpage/

Set to Current Page

Remove history items: After one year
Favorites shows: [1] Favorites

Top Sites shows: 12 sites

File download location: Downloads

Remove download list items: After one day

Open “safe” files after downloading

“Safe" files include movies, pictures,
sounds, PDF and text documents, and
archives.




Get Rid of These

Y,
&

Microso ft

Silverlight’
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Managing Endpoints

® Control Spectrum — Users «—» Administrators
® Hands-off
® Shared

® | ocked Down

® Endpoint Protection
® Policies
e NAC
® Definitions
® Central Management
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Endpoint Protection lools

® Active vs. Passive — Performance
® Apple

® Kaspersky

® Sophos

® McAfee

® Ghostery

® MalwareBytes
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Impostors

® Genieo / InstallMac
® MacProtector
® MacKeeper

® Avoid good software from bad sources
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More Resources

® thesafemac.com

® www.us-cert.gov

® cve.mitre.org

® schneier.com

® arstechnica.com/apple

® krebsonsecurity.com

[ astechconsulting.com

— (&

PRO EVENTS | =


http://thesafemac.com
http://astechconsulting.com

Questions!?

Andrew McDonnell
andrew(@astechconsulting.com
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