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Managing Security With the 
Growing Threat of Malware



Wrong
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Susceptibility
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• Virus

• Adware

• Trojan

• Ransomware

• Windows Viruses

What’s the difference?
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Not Immune
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Also Not Immune
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2.3% Immunity
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Trouble Brewing
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• User Education – Security Mindset

• Update Everything

• Protection

• Response

• Backups – Redundant & Offline

What Can I Do?

11



12



Basic OS X Hardening
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Get Rid of These
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• Control Spectrum – Users             Administrators
• Hands-off
• Shared
• Locked Down

• Endpoint Protection
• Policies
• NAC
• Definitions
• Central Management

Managing Endpoints
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• Active vs. Passive – Performance

• Apple

• Kaspersky

• Sophos

• McAfee

• Ghostery 

• MalwareBytes

Endpoint Protection Tools
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• Genieo / InstallMac

• MacProtector

• MacKeeper

• Avoid good software from bad sources

Impostors
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• thesafemac.com

• www.us-cert.gov

• cve.mitre.org

• schneier.com

• arstechnica.com/apple

• krebsonsecurity.com

• astechconsulting.com

More Resources
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http://thesafemac.com
http://astechconsulting.com


Questions?

Andrew McDonnell 
andrew@astechconsulting.com

mailto:andrew@astechconsulting.com

