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“Any sufficiently advanced 
technology is 
indistinguishable from magic.”

Clarke’s Third Law



Wi-Fi Isn’t Magic.
Wi-Fi Is Applied Science.



Four Areas for Saner Wi-Fi



Four Areas for Saner Wi-Fi

Fix Your Network Practice

Survey, Survey, Survey

Upgrade Your Security

You Can’t Beat Physics



Network Practices Matter



Good Network Practice

Have Adequate Bandwidth for your Access Points

Make sure you’re getting the most out of your APs’ 
physical connection

Remember that Access Points aren’t switches, 
they’re hubs. 



Don’t overload SSIDs



Good Network Practice
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Good Network Practice

http://revolutionwifi.blogspot.com/p/ssid-overhead-calculator.html

Don’t overload SSIDs



Why Do Beacons Matter?

Because Beacons are what announce an AP’s 
presence to clients and other APs

Beacons are the heartbeat that clients use to stay 
connected. No beacon frame, no network.

They’ll also store & forward some packets for 
sleeping stations 





How Many SSIDs?

Reduce SSIDs to control airtime

More SSIDs can mean confusion

VLAN or network segregation

Encryption type
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Digression:
The Street Will Find Its Own Use



Guest Pass 
by Two Canoes

http://appstore.com/guestpass $4

http://appstore.com/guestpass




Otherwise…
These might show up 
without you knowing.



Survey, Survey, Survey



What’s a Survey 
Looking For?



What’s a Survey 
Looking For?

Signal Level

Noise Floors

SNR Ratios

Network Types

Rogue Access Points

Other Nearby Access Points

Problem Areas







NetSpot Pro 
by Ewok

http://www.netspotapp.com $150-500

But you’ve got a free key in your goodie bag.

http://www.netspotapp.com


Diagnosing Problem Areas



Diagnosing Problem Areas

















Now Let’s Look at This Wi-
Fi



2.4 GHz

5 GHz





Wi-Fi Explorer 
by Adrian Granados

http://www.adriangranados.com/apps/wifi-explorer $15

http://www.adriangranados.com/apps/wifi-explorer




Construction Obstacles

Remember, Wi-Fi works best as line of sight

Barring that, avoid concrete, metal and masonry

Look out for metal, people. 



AP Position Matters



AP Position Guidelines
They vary by antenna type and provider, so read your 
manuals and think about the physics 

Up is better 

Unobstructed is better 

Closer to your people is better 

Omnis aren’t *always* omni.



Resources

Apple iOS Deployment Guide: https://
manuals.info.apple.com/MANUALS/1000/MA1685/
en_US/ios_deployment_reference.pdf 

Apple Mac OS X Deployment Guide: http://
training.apple.com/pdf/
tg_osx_tech_deploy_reference.pdf

https://manuals.info.apple.com/MANUALS/1000/MA1685/en_US/ios_deployment_reference.pdf
http://training.apple.com/pdf/tg_osx_tech_deploy_reference.pdf


I’m Concerned About The 
Security Of Your…





Handling Encryption



Handling Encryption

WEP (I hope not…)

WPA2 PSK

Dynamic PSK

802.1X



Handling Encryption

WEP (I hope not…)

WPA2 PSK

Dynamic PSK

802.1X



Rogue Detection For 
Security & Peace of Mind



Why and How to Detect 
Rogues

Use your existing access points as spotters for new 
problems before they get serious

Spot policy violators before they can cause harm

Learn who else is operating near your RF and where 
that might cause trouble for your existing APs.



Text

Use Your Controller
It’s a tool designed to help you manage your 
clients and access points



You’re in a Fight With 
Physics



Attenuation 
and the Inverse 
Square Law
Intensity of signal 
radiating from a point 
source is inversely 
proportional to the 
square of the distance 
from the source.

Courtesy NASA/JPL/CalTech



Attenuation 
and the Inverse 
Square Law
In other words, the 
further you get away 
from a signal source, 
the less intense it is.

Courtesy NASA/JPL/CalTech



Text

Attenuation
Occurs when signal passes through beer kegs



Modulation and Coding 
Scheme (MCS)

Describes how data is encoded combined with a 
rating that describes how efficiently the data stream is 
being used to transmit data.



– Wash & Mal

“This landing is gonna get pretty interesting.”  
“Define interesting.” 

“Oh God, Oh God, We’re All Going To Die.”





It’s Dangerous To Go 
Alone



Slides: 
http://j.mp/sanerwifi

Slides & Notes: 
http://j.mp/sanerwifinotes

http://j.mp/sanerwifi
http://j.mp/sanerwifinotes


Slack: http://macadmins.org
#wifi #networknerdery

http://macadmins.org


Tom Bridge

@tbridge
tom@technolutionary.com
tinyletter.com/technobits

mailto:tom@technolutionary.com
http://tinyletter.com/technobits

