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Developer ID and Gatekeeper

Allow apps downloaded from: Allow apps downloaded from:

2 Mac App Store Mac App Store
Mac App Store and identified developers 2 Mac App Store and identified developers

Anywhere Anywhere

“Hello World” can't be opened because it is

“Hello World” can’'t be opened because it is
from an unidentified developer.

from an unidentified developer.

Your security preferences allow installation of only :;:;Sff:r:r'ttgcphrgzrig?g;”rgv;f;zsitggs:F?ngf ERY
mn

apps from the Mac App Store. P




Developer ID and Gatekeeper

Allow apps downloaded from:

Mac App Store
Mac App Store and identified developers
2 Anywhere

“Hello World” is an application downloaded from the
Internet. Are you sure you want to open it?

Show Web Page




File Quarantine and XProtect

Allow apps downloaded from:

Mac App Store
Mac App Store and identified developers
2 Anywhere

“Hello World” is an application downloaded from the
Internet. Are you sure you want to open it?

Show Web Page




File Quarantine and XProtect

“hello_world.jar” will damage your computer.
You should move it to the Trash.

It contains the “OSX.OpinionSpy” malware.

Safari downloaded this file today at 3:44 PM from

dl.dropboxusercontent.com.

4 Report malware to Apple to protect other users

Cancel




Developer ID and Gatekeeper

void doRearmCheck()
{

// check global preference

CFRef<CFBooleanRef> rearmPref = (CFBooleanRef)CFPreferencesCopyValue(CFSTR("GKAutoRearm"), CFSTR("com.apple.security”), kCFPreferencesAnyUser, kCFPreferencesCurrentHost);
if (rearmPref == kCFBooleanFalse)
return;

CFBooleanRef status;

CFTimelnterval delta;
if (SecAssessmentControl(CFSTR("ui-status"), &status, NULL) && status == kCFBooleanFalse)
if (SecAssessmentControl(CFSTR("rearm-status"), &delta, NULL) && delta > rearmPeriod) {
SecAssessmentControl(CFSTR("ui-enable™), NULL, NULL); // enable assessments
SecAssessmentControl(CFSTR("ui-enable-devid"), NULL, NULL); // allow Developer ID
notify_post("com.apple.security.assessment.rearm");

http://tinyurl.com/gkrearm




Sandboxing




Sandboxing
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POSIX Permissions

permissions user group size date file/directory

paul er 1024 Jan
drwxr-xr-x b root oot 1024 Jan
ArwxXr-xr-x 3 paul er 1024 Jan
1l rwXrwxrwx 1 paul ser 13 May

paul er 1024 Mar

paul ers 1024

O/

paul ser 844344

20

~YW=IrW—r—- 1 paul er 21438
| Sy SN By IS ) W—

L other (world) permissions - : read permission

group permissions w . write permission
< . execute permission (programm)

user permissions o
. permission not set

d : directory
— : file
1 :link (to other file/directory)




Keychain




Defense in Depth
The OS X Model

$

POSIX

Sandbox

Developer ID and
Gatekeeper



Defense in Depth
The OS X Model

|
. DeveloperiDand
. Gatekeeper

N

/
v

\




Root

bash-3.2# whoamil

root
bash-3.2#




Root

* Write anywhere on the local filesystem

* Make the OS report anything desired,
including that "everything's tine" when
t's not.

 Enable or disable all security measures




Root

OS X's compensating security measures
* Disable the root user account
e Discourage enabling root account

e Require an administrator's password to
access elevated privileges

* Use sudo to run command line
applications and process with root
privileges




System Integrity Protection

* Limits the power of root

» Protection is on by default

* Only applies to the boot and root
volumes.




System Integrity Protection

OS Kernel stops processes from:
* Writing to protected ftiles or folders

* Writing to block devices that back
protected content

* Mounting over protected content




System Integrity Protection

System Integrity Protection
configuration is stored in NVRAM

* Applies to the entire machine

e Persistent even when OS is
reinstalled




System Integrity Protection

System Integrity Protection's concepts
* File system protection
* Runtime protection

* Kernel extension protection




System Integrity Protection

Protected directories:
- /System
- /bin
- fusr

- /sbhin



System Integrity Protection

Available to developers
- ~/Library
- /Library
- /ust/local

- /Applications



System Integrity Protection

Restricted processes:

» task_for_pid() / processor_set_tasks() fail with
EPERM

 Mach special ports are reset on exec(2)
e dyld environment variables are ignored

* DTrace probes unavailable

http://tinyurl.com/SIP-Developer-Documentation




System Integrity Protection

Kernel Extensions

* Must be signed with a Developer ID for Signing
Kexts certificate

* Must be installed into /Library/Extensions

http://tinyurl.com/SIP-Kernel-Extension




SIP Configuration

/Applications/App Store.app
/Applications/Automator.app
/Applications/Calculator.app
/Applications/Calendar.app
/Applications/Chess.app
/Applications/Contacts.app
/Applications/Dashboard.app
/Applications/Dictionary.app
/Applications/DVD Player.app
/Applications/FaceTime.app
/Applications/Font Book.app
/Applications/Game Center.app
/Applications/Image Capture.app
/Applications/Launchpad.app
/Applications/Mail.app
/Applications/Maps.app
/Applications/Messages.app
/Applications/Mission Control.app
/Applications/Notes.app
/Applications/Photo Booth.app
/Applications/Photos.app
/Applications/Preview.app
/Applications/QuickTime Player.app
/Applications/Reminders.app
/Applications/Safari.app
/Applications/Stickies.app
/Applications/System Preferences.app
/Applications/TextEdit.app
/Applications/Time Machine.app
/Applications/Utilities/Activity Monitor.app
/Applications/Utilities/AirPort Utility.app
/Applications/Utilities/Audio MIDI Setup.app
/Applications/Utilities/Bluetooth File Exchange.app
/Applications/Utilities/Boot Camp Assistant.app
/Applications/Utilities/ColorSync Utility.app
/Applications/Utilities/Console.app
/Applications/Utilities/Digital Color Meter.app
/Applications/Utilities/Disk Utility.app
/Applications/Utilities/Feedback Assistant.app
/Applications/Utilities/Grab.app
/Applications/Utilities/Grapher.app
/Applications/Utilities/Keychain Access.app
/Applications/Utilities/Migration Assistant.app
/Applications/Utilities/Script Editor.app
/Applications/Utilities/System Information.app
/Applications/Utilities/Terminal.app
/Applications/Utilities/VoiceOver Utility.app
/Library/Preferences/SystemConfiguration/com.apple.Boot.plist
/System

* /System/Library/Caches

booter /System/Library/CoreServices

* /System/Library/CoreServices/Photo Library Migration Utility.app
/System/Library/CoreServices/RawCamera.bundle

* /System/Library/Extensions
/System/Library/Extensions/*

UpdateSettings /System/Library/LaunchDaemons/com.apple.UpdateSettings.plist

* /System/Library/Speech

* /System/Library/User Template
/bin

dyld /private/var/db/dyld
/sbin
/usr
/usr/libexec/cups
/usr/local
/usr/share/man

symlinks

/etc
/tmp
/var

/System/Library/Sandbox/rootless.conf




SIP Configuration

/Applications/App Store.app
/Applications/Automator.app
/Applications/Calculator.app
/Applications/Calendar.app
/Applications/Chess.app
/Applications/Contacts.app
/Applications/Dashboard.app
/Applications/Dictionary.app
/Applications/DVD Player.app
/Applications/FaceTime.app
/Applications/Font Book.app
/Applications/Game Center.app
/Applications/Image Capture.app
/Applications/Launchpad.app
/Applications/Mail.app
/Applications/Maps.app
/Applications/Messages.app
/Applications/Mission Control.app
/Applications/Notes.app
/Applications/Photo Booth.app
/Applications/Photos.app
/Applications/Preview.app
/Applications/QuickTime Player.app
/Applications/Reminders.app
/Applications/Safari.app
/Applications/Stickies.app
/Applications/System Preferences.app

/Applications/TextEdit.app
/Applications/Time Machine.app

/Applications/Utilities/Activity Monitor.app
/Applications/Utilities/AirPort Utility.app
/Applications/Utilities/Audio MIDI Setup.app

/Applications/Utilities/Bluetooth File Exchange.app

/Applications/Utilities/Boot Camp Assistant.app
/Applications/Utilities/ColorSync Utility.app
/Applications/Utilities/Console.app
/Applications/Utilities/Digital Color Meter.app
/Applications/Utilities/Disk Utility.app
/Applications/Utilities/Feedback Assistant.app
/Applications/Utilities/Grab.app
/Applications/Utilities/Grapher.app
/Applications/Utilities/Keychain Access.app
/Applications/Utilities/Migration Assistant.app
/Applications/Utilities/Script Editor.app
/Applications/Utilities/System Information.app
/Applications/Utilities/Terminal.app
/Applications/Utilities/VoiceOver Utility.app




SIP Configuration

/Library/Preferences/SystemConfiguration/com.apple.Boot.plist
/System
/System/Library/Caches
/System/Library/CoreServices
/System/Library/CoreServices/Photo Library Migration Utility.app
/System/Library/CoreServices/RawCamera.bundle
/System/Library/Extensions
/System/Library/Extensions/x
UpdateSettings /System/Library/LaunchDaemons/com.apple.UpdateSettings.plist
% /System/Library/Speech
* /System/Library/User Template
/bin
dyld /private/var/db/dyld
/sbin
/usr
/usr/libexec/cups
/usr/local
/usr/share/man
symlinks
/etc
/tmp
/var




SIP Configuration

/Library/Preferences/SystemConfiguration/com.apple.Boot.plist
/System
* /System/Library/Caches
booter /System/Library/CoreServices
* /System/Library/CoreServices/Photo Library Migration Utility.app
/System/Library/CoreServices/RawCamera.bundle
* /System/Library/Extensions
/System/Library/Extensions/*
UpdateSettings /System/Library/LaunchDaemons/com.apple.UpdateSettings.plist
* /System/Library/Speech
% /System/Library/User Template
/bin
dyld /private/var/db/dyld
/sbin
/usr
/usr/libexec/cups
/usr/local
/usr/share/man
symlinks
/etc
/tmp
/var




SIP Configuration

* rootless.conf is Apple's and is not
iIntended for modification by third
parties

 Updates to rootless.conf are
delivered via Software Update, like
they are for XProtect and
Gatekeeper




SIP Detection

To see which files and folders have
been protected by SIP, run the
command below:

Is -O (capital letter O)




SIP Detection

_ 2 username — -bash — 92x34
computername:~ username$ 1s
total 324

drwxr-xr-x@ 33 root wheel 1190 Jul : .

drwxr-xr-x@ 33 root wheel 1190 Jul : -

—-rw-rw-r—— root admin 6148 Aug : .DS_Store

—-rw—r——r—-— root wheel 593 Jun : .0SInstallerMessages
drwxr—=xr—x root staff 68 Jun : .PKInstallSandboxManager
root wheel - 170 Jun : .Spotlight-V100

root staff hidden 68 Aug . Trashes

1000 staff hidden 130756 Aug .VolumeIcon.icns

root admin - 0 Jul : .file

root staff - 4250 Jul : . fseventsd

root wheel hidden 68 May : .vol

root admin - 1462 Jul : Applications

root staff - 2142 Jul : Library

root wheel hidden 68 May : Network

root wheel restricted 136 Jul - System

root admin - 204 Aug : Users

root admin hidden 136 Aug - Volumes

root wheel restricted,hidden 1326 Jul - bin

root admin hidden 68 May : cores

root wheel hidden 4047 Aug - dev

root wheel restricted,hidden 11 Jun - etc —> private/etc

root wheel hidden 1 Aug - home

root wheel hidden 313 May : installer.failurerequests
root wheel hidden 1 Aug - net

root wheel - 102 Aug opt

root wheel - 102 Jul : path

root wheel hidden 204 Jun : private

root wheel restricted,hidden 2006 Jul : sbin

root wheel restricted,hidden 11 Jun - tmp —> private/tmp
drwxr-xr-x@ root wheel restricted,hidden 408 Jul - usr

lrwxr-xr-x@ root wheel restricted,hidden 11 Jun - var —> private/var
computername:~ username$

=
N
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drwxr-xr-x@
drwxrwxr—x+
drwxr-xr—x+
drwxr-xr—-x@
drwxr-xr-x@
drwxr-xr-x
drwxrwxrwt@
drwxr-xr-x@
drwxrwxr-t@
dr-xr-xr-x
lrwxr-xr-x@
dr-xr-xr-x
-rw-r——r——@
dr-xr-xr-x
drwxr-xr-x
drwxrwxrwx
drwxr-xr-x@
drwxr-xr-x@
lrwxr-xr-x@

(o) B -

w

w

=




SIP Detection

0 private — -bash — 61x9
computername:private username$ ls -la0 /private

total 0@

drwxr-xr-x@ 6 root wheel hidden 204 Jun 14 : .
drwxr-xr-x@ 33 root wheel - 1190 Jul 28 : ‘e

drwxr-=xr-=x 89 root wheel - 3026 Jul 28 : etc
drwxr—=xr—x 2 root wheel - 68 May 10 : tftpboot
drwxrwxrwt 5 root wheel 170 Aug 2 : tmp
drwxr-=xr-=x 25 root wheel - 850 Jul 28 : var
computername:private username$




Additional SIP Exceptions

/System/Library/Sandbox/Compatibility.bundle/
Contents/Resources/paths

http://tinyurl.com/SIP-Compatibility-Exceptions




SIP Management

/usr/bin/csrutil

A username — -bash — 108x22

computername:~ username$ /usr/bin/csrutil
usage: csrutil <command>
Modify the System Integrity Protection configuration. A1l configuration changes apply to the entire machine.

Available commands:

clear
Clear the existing configuration. Only available in Recovery O0S.

disable
Disable the protection on the machine. Only available in Recovery O0S.

enable

Enable the protection on the machine. Only available in Recovery O0S.
status

Display the current configuration.

netboot
add <address>
Insert a new IPv4 address in the list of allowed NetBoot sources.
list
Print the 1list of allowed NetBoot sources.
remove <address>
Remove an IPv4 address from the list of allowed NetBoot sources.

computername:~ username$




SIP Management

codesign -d --entitlements - /usr/bin/csrutil

& username — -bash — 102x11

computername:~ username$ codesign -d ——entitlements - /usr/bin/csrutil

Executable=/usr/bin/csrutil

??7qq?<?xml version="1.0" encoding="UTF-8"7>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">

<dict>

<key>com.apple.private.iokit.nvram-csr</key>
<true/>

</dict>

</plist>

computername:~ username$




SIP Management

@ OSXUtilities File Edit Utilities Window

OS X Utilities

Restore From Time Machine Backup

Reinstall 0S5 X

Get Help Online

Disk Utility




SIP Management

csrutil enable

Terminal — -bash — 109x5

-bash-3.2# csrutil enable
Successfully enabled System Integrity Protection. Please restart the machine for the changes to take effect.

-bash-3.2#




® Terminal Shell Edit View Window Help B=

[ ] @ Terminal — -bash — 80x24
-bash-3.2# |




P Management

csrutil disable

Terminal — -bash — 109x=5

-bash-3.2# csrutil disable
Successfully disabled System Integrity Protection. Please restart the machine for the changes to take effect.

-bash-3.2#




SIP Management

csrutil netboot add

Terminal — -bash — 41x5

—bash 3.2# csrutil netboot add 10.19.1.1 | B

-bash-3.2#




® Terminal Shell Edit View Window Help B=

@ [ ] Terminal — -bash — 80x24
-bash-3.2# |




SIP Management

csrutil netboot remove

Terminal — -bash — 44x5

—bash 3.2# csrutil netboot remove 190.108.1.1 | B

-bash-3.2#




SIP Management

csrutil netboot list

@ Terminal — -bash — 31x5

—bash 3.2# csrutil netboot list B
18.10.1.1

-bash-3.2#




SIP Management

csrutil clear

Terminal — -bash — 109x=5

-bash-3.2# csrutil clear
Successfully cleared System Integrity Protection. Please restart the machine for the changes to take effect.

-bash-3.2#




@ Terminal Shell Edit View Window elp B=

[ ] [ ] Terminal — -bash — 80x24
-bash-3.2# |




SIP Management

. ) username — -bash — 58x5

computername:~ username$ csrutil disable

csrutil: failed to modify system integrity configuration.
This tool needs to be executed from the Recovery O0S.
computername:~ username$

@ username — -bash — 58x5

computername:~ username$ csrutil disable

csrutil: failed to modify system integrity configuration.
This tool needs to be executed from the Recovery O0S.
computername:~ username$

csrutil enable and csrutil disable
must be run from Recovery




SIP Management

. @ username — -bash — 55x5

computername:~ username$ csrutil netboot add 10.10.1.1 |®
csrutil: failed to store new configuration.
computername:~ username$

) username — -bash — 57x5

computername:~ username$ csrutil netboot remove 10.10.1.1/F
csrutil: failed to store new configuration.
computername:~ username$

csrutil netbook add anad
csrutil netboot remove
must be run from Recovery




SIP Management

csrutil status

. A username — -bash — 44x5
computername:~ username$ csrutil status _
System Integrity Protection status: enabled.

computername:~ username$

csrutil netboot list

@) username — -bash — 45x5

computername:~ username$ csrutil netboot list/®
10.10.1.1
computername:~ username$




SIP Management

& username — -bash — 111x13

computername:~ username$ csrutil status
System Integrity Protection status: enabled (Custom Configuration).

Configuration:
Apple Internal: disabled
Kext Signing: disabled
Filesystem Protections: disabled
Debugging Restrictions: disabled
DTrace Restrictions: disabled
NVRAM Protections: disabled

This is an unsupported configuration, likely to break in the future and leave your machine in an unknown state.
computername:~ username$

http://tinyurl.com/buglD22361698




SIP Management

@ OSXUtilities File Edit Utilities Window

OS X Utilities

Restore From Time Machine Backup

Reinstall 0S5 X

Get Help Online

Disk Utility




SIP and Installer

Install iTunes

Apple Root CA

Apple Software Update Certification Authority
- B Software Update

Software Update

"7 1 lssued by: Apple Software Update Certification Authority
I I Expires: Thursday, October 24, 2019 at 1:29:17 PM Eastern
Daylight Time

This certificate is valid
Details

w 39L DLQULOWU Howann Is TTUNIOO, VIV WV UG,

Continue







SIP and

O you need to use t
when NetBooting a

NetBoot

ne bless command

Mac in your shop?

Yes

NO

SIP Whitelisting
required

SIP Whitelisting
not required




SIP and NetBoot

[t not using the bless
command for NetBoot

Startup Disk

Select the system you want to use to start up your computer

A ¥

v
DeployStudio
Network Disk

You have selected OS X, 10.11
on the disk “Mac HD.” Restart...

P

[__ Click the lock to prevent further changes.




SIP and NetBoot

NetBoot server on
local network
subnet

NetBoot
Helper [Ps

SIP Whitelisting SIP Whitelisting
not required” not required”

*Unless bless Is used




NetBoot and Helper [Ps

* L ayer 3 traffic routing

* Relay all DHCP packets to the
target IP

e Set helper IPs on a per-VLAN
pasis

http://kb.parallels.com/en/118518




SIP and NetBoot

It using the bless command to NetBoot

e Need to whitelist NetBoot server IPs

e csrutil netboot add whitelists IPs and stores
the whitelist iIn NVRAM

* Whitelisting can only be done while booted to
recovery

* Running csrutil clear will reset the NetBoot
whitelist and remove all current entries.




SIP and NetBoot

System Image Utility System Image Utility

Choose a source Network Disk Image Type

Choose an applicable source that will be used to create a network disk

Choose the type of network disk image you would like to create from
image.

“Install OS X El Capitan” and press Next. Customize the disk image
using an Automator workflow by pressing Customize.

NetBoot Image
Allow Macs to boot over the network from a server-based disk
+ . image.
Source: Install OS X El Capitan 4

0S X 10.11.1 (15842) Install (9.1 GB g Netinstall image
NEA R nstall (9. .
) ) Installs OS X over the network from a hosted disk image.

NetRestore Image

Restores a volume over the network from an Apple Software
Restore disk image.

Customize Customize Previous




SIP and NetBoot

# Untitled — Edited v

®

Library Media Record Step

Variables

i Lib £ Define Image Source
| Library

—n

Calendar ystem...guration Settings Source:  Install OS X El Capitan [T
Contacts : for Confirmation
' Developer . for Finder ltems Results Options

Files & Folders for Movies

Fonts ; for Photos £, Bless NetBoot Server
Internet ) Ask For Servers
Mai 7) Ask for Songs NetBoot Server Address
Movies Ask for Text
Music Bless NetBoot Image Folder
PDFs Bless NetBoot Server
g Photos . Build Xcode Project
Burn a Disc
s Change Type of Images Results  Options
2% Utilities g Choose from List
Most Used =g Combine PDF Pages

Recently Added Combine Text Files

=5 Compress Imag...DF Documents
& Connect to Servers
2% Convert CSV to SQL

s

».. Convert Quartz...ickTime Movies

b 4
2~ Bless NetBoot Server

This action adds NetBoot servers toc a system “whitelist” to allow
cross-subnet NetBooting.

Input: Network Disk image reference
Result: Network Disk image reference
Related Actions: Create Image, Define Image Source
Version: 1.0
Copyright: ® 2015 Apple Inc. All Rights Reserved.




SIP and NetBoot

£ Bless NetBoot Server

NetBoot Server Address

1.2.3.4
5.6.7.8

Results Options




SIP and NetBoot

(il 7

Library Media
Variables

|} Library

Calendar
Contacts
Developer
Files & Folders
Fonts

' Internet
Mai
Movies

Music

2% Utilities
Most Used

Recently Added

:

=
A

), Sy
s,
=
.
.

<«

N
.
.
.
A
A
<«
v
.
.
.
=
.
.
.
=

b

.
.
.

=

T

.
.

‘%

S

Add Configuration Profiles

Add Packages...st-Install Scripts
Add User Account

Apply SQL

Apply System...guration Settings
Bless NetBoot Image Folder
Bless NetBoot Server

Burn a Disc

Convert CSV to SQL

Copy to Clipboard

Create Image

Customize Package Selection
Define Image Source

Define Multi-Volume NetRestore
Define NetRestore Source
Enable Automated Installation
Execute SQL

Filter Clients by MAC Address
Filter Computer Models

Get Contents of Clipboard
Partition Disk

Run Self-Test

Set Computer Volume

Speak Text

2% Start Screen Saver

System Profile

= Add Configuration Profiles

This action adds configuration profiles to a Network Disk image.

Requires: An OS X install source.
Input: Network Disk image reference
Result: Network Disk image reference
Related Actions: Apply System Configuration Settings, Create
Image, Define Image Source

Version: 1.3

Panuricaht: A INININE Annla lna All Dinhte Dacaruand

®

Record Step
£ Define Image Source
Source: . Install OS X El Capitan [

Results Options

¥ Bless NetBoot Server

NetBoot Server Address
1.2.3.4
5.6.7.8

Results Options

£ Create Image

Type: NetBoot
@ Netinstall
NetRestore
Installed Volume:
Save To: 73 username

Image Name:

Network Disk: Image Index:

Description:

Results Options

3764




SIP and NetBoot

#'!'/bin/bash

csrutil netboot add netboot.ip.address.goes.here
csrutil netboot add netboot.ip.address.goes.here




SIP and NetBoot

. O username — less « man bless — 80x24

MOUNT MODE
To set a volume containing either Mac 0S 9 and Mac 0S X to be the active
volume:

bless --mount "/Volumes/Mac 0S" --setBoot

NETBOOT MODE
To set the system to NetBoot and broadcast for an available server:

bless --netboot --server bsdp://255.255.255.255

INFO MODE
To gather information about the currently selected volume (as determined
by the firmware), suitable for piping to a program capable of parsing
Property Lists:

bless --info --plist

SEE ALSO
mount(8), newfs(8), nvram(8)

Mac 0S X May 24, 2013 Mac 0S X
(END)




3

@ Terminal Shell Edit View Window Help

[ ] @ Terminal — -bash — 80x24

-bash-3.2# |




SIP and Imaging

[ _J

=1




View Go Window Help

Edit

Finder File

I3




SIP and Installer

&4 Install Important Files Into Slash System

Project Settings —— A —— Scripts Comments
Settings - very_important_file.txt

Type: 4 Split Forks if needed
w e Architectures: -

Default Destination: / Kind: File

Reference: J Relative to Project

Source: resources/very_important_file.txt
Contents y=1mp -

Filename Permissions
_&/ drwxr-xr-x Destination: /System/very_important_file.txt
Applications drwxrwxr-x
Utilities drwxr-xr-x
Library drwxr-xr-x bute
Application Support drwxr-xr-x =
Automator drwxr-xr-x
Documentation ArWXT-XT-X Name: very_important_file.txt
Filesystems drwxr-xr-x Owner:  root 2
Frameworks drwxr-xr-x
Input Methods drwxr-xr-x SICIR wheel )
Internet Plug-Ins drwxr-xr-x Access: -rw-r--r--

LaunchAgents drwxr-xr-x - -
Read Write Exec Bit

Owner v (/] SetUID
PreferencePanes drwxr-xr-x Group SetGID

LaunchDaemons drwxr-xr-x

Preferences drwxr-xr-x Others 7 Sticky

Printers drwxr-xr-x
PrivilegedHelperTools drwxr-xr-x
QuickLook drwxr-xr-x
QuickTime drwxr-xr-x
Screen Savers drwxr-xr-x
Scripts drwxr-xr-x
Services drwxr-xr-x
Widgets drwxr-xr-x
System drwxr-xr-x
Library drwxr-xr-x

very_important_file.txt -rW-r--r--
drwxr-xr-x

_l’__

Build succeeded




SIP and Installer

« Install Install Important Files Into Slash System

Welcome to the Install Important Files Into Slash System Installer

You will be guided through the steps necessary to install this

Introduction
software.

Continue




View Go Window Help

Edit

Finder File

3




SIP and Installer

-

OCUIpU O U LIS td L Le T (Tou ) .

19:55:37
19:55:37
19:55:37
19:55:37
19:55:37
19:55:39
19:55:3¢8
19:55:38

computer Installer(430]:
computer Installer(438]:
computername Installer(430]:
computername Installer[430]:
computername Installer[430]:
computername Installer(438]:
‘ Installer(438]:
computername Installer(438]

Installer Log

Filter Send to Apple Print Save

(A1 DA LU TTCUIIL I U UL T\ 1T AVULG) WU CUAIIS LU SO LU Irairg T 1T s s Gl CUNUCIUS L USCT S USC NG UC IR LU
Set authorization level to root for session

Will use PK session

Using authorization level of root for IFPKInstallElement

Package Authoring Warning: Package will fail to install with System Integrity Protection feature enabled.
Package Authoring Error: Package contains system content, and installation is expected to fail: Error Do
Starting installation:

Configuring v



SIP and User Templates

*
booter
*

*
UpdateSettings
*

X

dyld

symlinks

/System

/System/Library/Caches

/System/Library/CoreServices

/System/Library/CoreServices/Photo Library Migration Utility.app
/System/Library/CoreServices/RawCamera.bundle
/System/Library/Extensions

/System/Library/Extensions/*

/System/lerary/LaunchDaemons/com apple.UpdateSettings.plist

/System/lerary/User Template

/private/var/db/dyld
/sbin

/usr
/usr/libexec/cups
/usr/local
/usr/share/man

/etc
/tmp
/var
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SIP and XProtect

h Rich Trouton Follow

XProtect has been updated to set Flash
19.0.0.226 and Flash ESR 18.0.0.255 as the

minimum versions allowed. #macadmin
#macadmins




SIP and XProtect

JavaAppletPlugin.plugin
177.8 MB

Last modified Nov 17, 2014, 7:38:08 PM

Flash Player.plugin

46 MB

Last modified Aug 12, 2015, 6:39:11 PM




SIP and XProtect

Security

Adobe Flash Player
Java

Flip4Mac Allow websites to use this plug-in with the settings below:

NEVE]
Version Java 8 Update 40

Lync Meeting Join Plug-in
QuickTime

SharePoint Browser Plug-in

The version of “Java™ on your computer has known critical security issues.

Only websites set to “Allow Always" are allowed to run this plug-in. To
protect your system, use of this plug-in is now blocked for all other
websites.

When visiting other websites: = Allow Always A._‘

one




SIP and NVRAM Reset

NVRAM Reset

Sl

SIP resets to factory default:

P enabled, Net

B00ot whitelist ¢

eared




SIP and NVRAM Reset
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Zapping PRAM = NVRAM Reset




Custom SIP configurations

® Terminal — -bash — 77x6
-bash-3.2# csrutil enable —--without kext

csrutil: requesting an unsupported configuration. This is likely to break in
the future and leave your machine in an unknown state.

Successfully enabled System Integrity Protection. Please restart the machine
for the changes to take effect.
-bash-3.2#

csrutil enable --without kext




Custom SIP configurations

D QO Terminal — -bash — 77x6
-bash-3.2# csrutil enable --without fs

csrutil: requesting an unsupported configuration. This is likely to break in
the future and leave your machine in an unknown state.

Successfully enabled System Integrity Protection. Please restart the machine
for the changes to take effect.
-bash-3.2#

csrutil enable --without fs




Custom SIP configurations

@ O Terminal — -bash — 77x6
-bash-3.2# csrutil enable —--without dtrace
csrutil: requesting an unsupported configuration. This is likely to break in

the future and leave your machine in an unknown state.

Successfully enabled System Integrity Protection. Please restart the machine
for the changes to take effect.

-bash-3.2#

csrutil enable --without dtrace




Custom SIP configurations

Terminal — -bash — 77x6
-bash-3.2# csrutil enable --without debug

csrutil: requesting an unsupported configuration. This is likely to break in
the future and leave your machine in an unknown state.

Successfully enabled System Integrity Protection. Please restart the machine
for the changes to take effect.
-bash-3.2#

csrutil enable --without debug




Custom SIP configurations

Terminal — -bash — 77x6

-bash-3.2# csrutil enable —-without nvram
csrutil: requesting an unsupported configuration. This is likely to break in

the future and leave your machine in an unknown state.

Successfully enabled System Integrity Protection. Please restart the machine
for the changes to take effect.

-bash-3.2#

csrutil enable --without nvram




Custom SIP configurations

@ username — -bash — 111x13

computername:~ username$ csrutil status
System Integrity Protection status: enabled (Custom Configuration).

Configuration:
Apple Internal: disabled
Kext Signing: enabled
Filesystem Protections: enabled
Debugging Restrictions: enabled
DTrace Restrictions: enabled

This is an unsupported configuration, likely to break in the future and leave your machine in an unknown state.
computername:~ username$




Configuring SIP without Recovery

¥ Table of Contents

Introduction
v File System Protections

Migration of Third-Party
Content

Scripting Languages
Runtime Protections
Kernel Extensions

Configuring System Integrity
Protection

Revision History

developer.apple.com/library/prerelease/mac/document:

& Developer

required.

Note: For certain enterprise configurations that do not allow booting to Recovery OS,
System Integrity Protection can be configured by other means.

Previous Next

Copyright © 2015 Apple Inc. All Rights Reserved. Terms of Use | Privacy Policy | Updated: 2015-09-16
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Configuring SIP without Recovery

System Image Ultility

Choose a source

Choose an applicable source that will be used to create a network disk
image.

Source: ‘e Package-only (no OS) installation

Create a NetInstall which does not install OS X.

]

Customize




Configuring SIP without Recovery

#!/bin/bash

/usr/bin/csrutil netboot add 10.10.10.100
/jusr/bin/csrutil netboot add 10.10.10.101




Configuring SIP without Recovery

System Image Ultility
Add Configuration Profiles, Packages, and Post-Install Scripts

Name

B add_netboot_servers_with_csrutil.sh

L]

+_

Customize Previous |




® Terminal Shell Edit View Window Help &8 Lo Q =

oy username — -bash — 47=7

computername:~ use rname$




SIP: Work in Progress




SIP: Work in Progress

] - openradar.appspot.com/23093676 ] l’ﬁ (]

Open Radar Home | Recent Comments | Sign in
Community bug reports

Search

Mac OS X 10.11.1: Can delete /usr/local but not create it

Originator: Nate.Walck

Number: rdar://23093676 Date Originated: 13-Oct-2015 11:56 AM
Status: Open Resolved:

Product: 0Os X Product Version: Mac OS X 10.11.1 (15B17c)
Classification: Serious Bug Reproducible: Not Applicable

Summary:
On 10.11.1 (and possibly prior versions), you can delete /usr/local but not create it.

Steps to Reproduce:

1. Be on OS X 10.11.1 (or possible 10.11.0)
2. In terminal, run 'sudo rm -rf /usr/local’
3. In terminal, run 'sudo mkdir /usr/local’

This applies to other SIP locations as well, such as /usr/libexec/cups:

sudo rm -rf /usr/libexec/cups
mkdir /usr/libexec/cups
mkdir: /usr/libexec/cups: Operation not permitted

Expected Results:
You should either be prevented from deleting the whole /usr/local directory or you should be able to create it.
This seems to apply to any SIP location that is whitelisted with a * in /System/Library/Sandbox/rootless.conf

Actual Results:
After /usr/local is deleted, you get the following message:
mkdir: /usr/local: Operation not permitted

Regression:
This happens on 10.11.1 15Bl17c for sure, could happen on previous various of 10.11 as this is a SIP issue.

Notes:
None




SIP: Work in Progress

openradar.appspot.com/23093676

But wait, there is more!
Even if you re-create the /usr/local dir with SIP disabled, after you re-enable SIP, you cannot write /usr/local/foo
Steps to reproduce:

Be on OS X 10.11 14A284

With SIP Enabled, run 'sudo rm -rf /usr/local'

Reboot to recovery, disable SIP

Now that SIP is disabled, run 'sudo mkdir /usr/local’

Reboot to recovery, enable SIP

Now that SIP is enabled, run 'sudo mkdir /usr/local/bin' or 'sudo mkdir /usr/local/foo'

Expected Results: Now that /usr/local exists again, you would expect to be able to write to directories within it as it is
whitelisted in SIP.

Actual Results: You cannot write to any sub-directories within /usr/local
sudo mkdir /usr/local/bin mkdir: /usr/local/bin: Operation not permitted
sudo mkdir /usr/local/foo mkdir: /usr/local/bin: Operation not permitted
mkdir -m 700 /usr/local/bin mkdir: /usr/local/bin: Operation not permitted

mkdir -m 755 /usr/local/bin mkdir: /usr/local/bin: Operation not permitted

By Nate.Walck at Oct. 15, 2015, 7:32 p.m. (reply...)

spot.com/23093676




Useful Links

x The Fight For Root: https://medium.com/@Fredericjacobs/
the-fight-for-root-13934b12e83 |

x System Integrity Protection — Adding another layer to Apple’s
security model: https://derflounder.wordpress.com/
2015/10/01/system-integrity-protection-adding-another-layer-
to-apples-security-model/

= System Integrity Protection and resetting NVRAM: https://
derflounder.wordpress.com/2015/09/2 | /system-integrity-
protection-and-resetting-nvram/

x About System Integrity Protection on your Mac: https://
support.apple.com/en-us/HT204899

x System Integrity Protection (a.k.a. Rootless): http://mjtsai.com/
blog/2015/07/12/system-integrity-protection-a-k-a-rootless/




Useful Links

NetBoot, Netlnstall, and NetRestore requirements in OS X El
Capitan: https://support.apple.com/HT205054

NetBooting and System Integrity Protection: https://
derflounder.wordpress.com/2015/09/05/netbooting-and-
system-integrity-protection/

Analysis of the Use of the Boot Server Discovery Protocol in
NetBoot: https://static.afp548.com/mactips/bootpd.html

Helper Addresses: http://www.ciscopress.com/articles/
article.asp?p=330807&segNum=9

Setting Up Network Environment for NetBoot Server: http://
kb.parallels.com/en/1 18518




Downloads

PDF available from the following link:

http://tinyurl.com/MT2015Security

D

DF

Keynote slides available from the

following link:

http://tinyurl.com/MT2015SecurityKeynote




