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File Quarantine and XProtect



File Quarantine and XProtect



http://tinyurl.com/gkrearm

Developer ID and Gatekeeper



Sandboxing
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POSIX Permissions



Keychain







Root



Root

• Write anywhere on the local filesystem 

• Make the OS report anything desired, 
including that "everything's fine" when 
it's not. 

• Enable or disable all security measures



Root
OS X's compensating security measures 

• Disable the root user account 

• Discourage enabling root account 

• Require an administrator's password to 
access elevated privileges   

• Use sudo to run command line 
applications and process with root 
privileges



• Limits the power of root 

• Protection is on by default 

• Only applies to the boot and root 
volumes.

System Integrity Protection



OS Kernel stops processes from: 

• Writing to protected files or folders 

• Writing to block devices that back 
protected content 

• Mounting over protected content

System Integrity Protection



System Integrity Protection

System Integrity Protection 
configuration is stored in NVRAM 

• Applies to the entire machine 

• Persistent even when OS is 
reinstalled



System Integrity Protection

System Integrity Protection's concepts 

• File system protection 

• Runtime protection 

• Kernel extension protection



Protected directories: 

• /System

• /bin

• /usr

• /sbin

System Integrity Protection



Available to developers 

• ~/Library

• /Library

• /usr/local

• /Applications

System Integrity Protection



Restricted processes: 
• task_for_pid() / processor_set_tasks() fail with 

EPERM 

• Mach special ports are reset on exec(2) 

• dyld environment variables are ignored 

• DTrace probes unavailable

System Integrity Protection

http://tinyurl.com/SIP-Developer-Documentation



Kernel Extensions 

• Must be signed with a Developer ID for Signing 
Kexts certificate 

• Must be installed into /Library/Extensions

System Integrity Protection

http://tinyurl.com/SIP-Kernel-Extension



SIP Configuration

/System/Library/Sandbox/rootless.conf
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• rootless.conf is Apple's and is not 
intended for modification by third 
parties  

• Updates to rootless.conf are 
delivered via Software Update, like 
they are for XProtect and 
Gatekeeper

SIP Configuration



SIP Detection

To see which files and folders have 
been protected by SIP, run the 
command below:

ls -O (capital letter O)



SIP Detection



SIP Detection



Additional SIP Exceptions

/System/Library/Sandbox/Compatibility.bundle/
Contents/Resources/paths

http://tinyurl.com/SIP-Compatibility-Exceptions



SIP Management
/usr/bin/csrutil



SIP Management
codesign -d --entitlements - /usr/bin/csrutil



SIP Management
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csrutil enable





SIP Management

csrutil disable



SIP Management

csrutil netboot add





SIP Management
csrutil netboot remove



SIP Management
csrutil netboot list



SIP Management

csrutil clear





SIP Management

csrutil enable and csrutil disable 
must be run from Recovery



SIP Management

csrutil netbook add and  
csrutil netboot remove  

must be run from Recovery



SIP Management
csrutil status

csrutil netboot list



SIP Management

http://tinyurl.com/bugID22361698



SIP Management



SIP and Installer





SIP and NetBoot
Do you need to use the bless command 
when NetBooting a Mac in your shop?

Yes No
= =

SIP Whitelisting 
required

SIP Whitelisting 
not required



SIP and NetBoot
If not using the bless  
command for NetBoot



SIP and NetBoot

NetBoot  
Helper IPs

NetBoot server on 
local network 

subnet
= =

SIP Whitelisting 
not required*

SIP Whitelisting 
not required*

*Unless bless is used



NetBoot  and Helper IPs
• Layer 3 traffic routing 

• Relay all DHCP packets to the 
target IP 

• Set helper IPs on a per-VLAN 
basis

http://kb.parallels.com/en/118518



SIP and NetBoot

• Need to whitelist NetBoot server IPs 

• csrutil netboot add whitelists IPs and stores 
the whitelist in NVRAM 

• Whitelisting can only be done while booted to 
recovery 

• Running csrutil clear will reset the NetBoot 
whitelist and remove all current entries.

If using the bless command to NetBoot
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SIP and Imaging





SIP and Installer
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SIP and User Templates



SIP and Software
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SIP and XProtect
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SIP and XProtect



SIP and NVRAM Reset

NVRAM Reset

=
SIP resets to factory default: 

SIP enabled, NetBoot whitelist cleared



SIP and NVRAM Reset

Zapping PRAM = NVRAM Reset



Custom SIP configurations

csrutil enable --without kext



Custom SIP configurations

csrutil enable --without fs



Custom SIP configurations

csrutil enable --without dtrace



Custom SIP configurations

csrutil enable --without debug



Custom SIP configurations

csrutil enable --without nvram



Custom SIP configurations



Configuring SIP without Recovery
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Configuring SIP without Recovery





SIP: Work in Progress
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SIP: Work in Progress

https://openradar.appspot.com/23093676



Useful Links
The Fight For Root: https://medium.com/@FredericJacobs/
the-fight-for-root-13934b12e831

System Integrity Protection – Adding another layer to Apple’s 
security model: https://derflounder.wordpress.com/
2015/10/01/system-integrity-protection-adding-another-layer-
to-apples-security-model/

System Integrity Protection and resetting NVRAM: https://
derflounder.wordpress.com/2015/09/21/system-integrity-
protection-and-resetting-nvram/

About System Integrity Protection on your Mac: https://
support.apple.com/en-us/HT204899

System Integrity Protection (a.k.a. Rootless): http://mjtsai.com/
blog/2015/07/12/system-integrity-protection-a-k-a-rootless/



Useful Links

NetBoot, NetInstall, and NetRestore requirements in OS X El 
Capitan: https://support.apple.com/HT205054

NetBooting and System Integrity Protection: https://
derflounder.wordpress.com/2015/09/05/netbooting-and-
system-integrity-protection/

Analysis of the Use of the Boot Server Discovery Protocol in 
NetBoot: https://static.afp548.com/mactips/bootpd.html

Helper Addresses: http://www.ciscopress.com/articles/
article.asp?p=330807&seqNum=9

Setting Up Network Environment for NetBoot Server: http://
kb.parallels.com/en/118518



Downloads
PDF available from the following link:

http://tinyurl.com/MT2015SecurityPDF

Keynote slides available from the 
following link:

http://tinyurl.com/MT2015SecurityKeynote


