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VPP, DEP, and Under 13:  
How New Apple ID Requirements 

Impact You and Your Clients



• An Apple ID is your user name for everything you 
do with Apple

• Services include: iTunes Store, enable iCloud on all 
your devices, Apple Online Store, Apple Retail Store 
reservations, Apple Support website access,  
… and more.

• Apple ID(s) for Program Administration (Clean/
Unused)

• Apple ID(s) for redemption/ BYOD

What’s Apple ID’s purpose?
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Why Do We Need Apple IDs?
• Your connection to Apple

• App Store

• iCloud

• iTunes

• Game Center

• Apple Store reservations

• ... and more
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Family Sharing (Up to 6 users): 

• Share apps, books, music, & movies

• Create Child Apple IDs

• “Ask to buy” feature

• Share items like Calendars & Photos

• Location tracking

• Hiding Purchases

• Requires iOS 8 & OS X Yosemite

What’s New with Apple IDs?
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• Student safety
• COPPA & Online Accounts

• Software licenses
• One Apple ID per person
• Content can be on up to 10 iOS devices (5 OS X)
• One Apple ID at a time per device, every 90 days
• Free apps can go on unlimited iOS devices

Legal compliance (EULA, T&C)
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Juggling Apple IDs

PAST: 

Distributing VPP codes was the way for an organization to 
provide App Store content to employees or students

VPP codes are “one and done” in most cases

Organizations had two options: Institutional Apple IDs (to 
retain ownership) OR allow users to redeem with personal 
Apple IDs (collateral damage)
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Juggling Apple IDs
PRESENT:

Managed Distribution model (using MDM) allows for 
assigning apps to devices (invitations no longer needed!)

You don’t need to care what the Apple ID of the user is, 
even if it’s a personal one

Organizations can revoke apps (books cannot be revoked) 
and reassign to a different Apple ID
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• Device Enrollment Program (DEP)  
    Automatic MDM enrollment for devices.

• Volume Purchase Program (VPP)  
    Bulk purchase store content for clients.

• Apple ID for Students 
    Apple ID creation for students under 13.

Apple Deployment Programs
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Volume Purchase Program
Device Enrollment Program

Apple ID for Students
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Device Enrollment Program

What is DEP? 

• Allows zero touch for IT

• Users get “out of the box” experience

• Pre-configure settings on iOS & OS X devices

• Over-the-air supervision!

• Restrictions previously only possible via Apple Configurator
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Getting Started
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deploy.apple.com
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• Create a program-specific Apple ID

• applemgmt@school.edu

• Provide organization information

• Address/email

• D-U-N-S number

• Apple customer number or DEP reseller ID

• Need to be legally authorized organization agent

Getting Started
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Getting Started
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DEP Eligibility

• iOS devices running iOS 7 or later and OS X devices 
running OS X Mavericks or later are eligible for 
assignment.

• Devices purchased from Apple after March 1, 2011 
with a valid customer number. (Terms Account)

• Devices purchased directly from a participating Apple 
Authorized Reseller or carrier and linked to that 
reseller’s DEP Reseller ID.



New for DEP 2015

• OS X:

• Create Service Account during Setup Assistant

• You can hide the account, and force user as standard

• Optimized enrollment ensures this happens during 
Setup Assistant



• Begins after Wi-Fi

• Mandatory enrollment

• Required Supervision

DEP - iOS vs OS X
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• New user created

• Begins after Wi-Fi

• Can be skipped, on 
purpose or not



•Devices can also be disowned from DEP - for sale, 
donation, disbursement, etc.

•Disowning a device is permanent.  It cannot be re-
enrolled in DEP after being disowned.

•Replaced / repaired devices can also be enrolled in DEP.

Device Enrollment Program 
(DEP)
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Volume Purchase Program 
Device Enrollment Program

Apple ID for Students



Volume Purchase Program

• Centrally purchase apps, books, ePubs and PDFs

• Control spending

• Redeemable Codes OR

• Managed Distribution



VPP - Redeemable Codes

• Codes downloaded on spreadsheet

• Distributed manually - one time use

• Or installed via Apple Configurator
• Re-use VPP code
• Helpful with carts

• Configurator will show unredeemed codes



VPP - Managed Distribution

• MDM Server required
• MDM is registered through portal

• Token/certificate creates trust with Apple

• Purchase apps through portal

• Apps can be revoked (not iBooks content)



VPP - Managed Distribution

• Mobile Device Manager (MDM)
• Your server,  Apple's systems
• Apple Push Notification System

• Receives purchased app information

• Assigns apps

• MDM can configure devices
• Send lock & wipe commands





New for VPP 2015

• https://developer.apple.com/videos/wwdc/2015/?
id=301

• Device App Assignments

• No more Apple IDs needed for Supervised Devices!

• Requires iOS 9 or 10.11 and a updated app



Volume Purchase Program
Device Enrollment Program

Apple ID for Students



Educational institutions can automate the creation of 
Apple IDs for students under the age of 13.

1. Collect emails of parents/guardians

2. Fill out Template spreadsheet with guardian emails 
and student account information (names, birthdays, 
email addresses)

3. Emails are sent to parents, who must manually 
approve

4. On approval, Apple IDs are created (must be unique)

Apple ID for Students



• Students can’t opt-in to receive marketing materials

• Limit Ad Tracking

• Students can't change certain account settings

• Parent/guardian notification

• A credit card isn't required to use the Apple ID with 
the iTunes Store (iTunes U, App Store, iBooks, etc)

• Apple ID converts to a full account with full rights 
and privileges

Apple ID for Students





•Account creation template CSV file:  

•Each field in the CSV must be populated

•Use school provided email if possible
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Apple ID for Students



•CSV will contain error details, if any

•"Resend Email" - resends confirmation emails to parent/
guardian that haven't completed the approval process

•Work with parents/guardians to make sure all users are 
accounted for with the invitation process
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Apple ID for Students



For Your Consideration…



Useful documentation about transitioning to DEP:  
 
https://support.apple.com/en-us/HT202977

Things to consider:

• Who will be the Program Agent, Program 
Administrator?

• Who will directly interact with iOS devices?

• What are the technical expertise levels of the 
employees responsible for managing / interacting 
with the iOS devices directly?

Transitioning to New Programs



VPP Managed Distribution

The migration from redemption codes to managed 
distribution is permanent and cannot be reversed.



Understand Apple's programs to be aware of the best 
tools for managing iOS deployments.

Clients should decide how involved they want to be:

• Zero-touch (MDM, Managed Distribution)

• Light-touch (MDM, VPP Codes)

• Direct Management (Configurator, VPP Codes)

• No Management (retail model)

Plan & Conquer
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Relative implementation times:

• Zero-touch, Light-touch: Choose an MDM, set up 
MDM server, configure Managed Distribution or 
prepare VPP code distribution method

• More initial setup, easier to make changes in the 
future, & won't require IT to touch the devices

Plan & Conquer
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Relative implementation times:

• Direct Management: Configurator is easy to install, 
but requires careful management of access, storage 
and backup of the host computer.  All devices 
require tethering to that host machine

• Easy initial setup, but updating devices after initial 
deployment is a lot of physical work

Plan & Conquer
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Relative implementation times:

• No Management: Users are responsible for their 
own handling of all iOS devices and content

• Involves no immediate work for IT, but lose out on 
providing value-added services to end-users

Plan & Conquer
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• Think about size, needs, 
features, and support

• Apple provides OS X 
Server with Profile 
Manager ($30) 

• 3rd party options provide 
more comprehensive 
solutions 

• JAMF CasperSuite
• Airwatch
• Bushel
• Absolute
• RobotCloud
• MaaS360
• Centrify
• MobileIron
• FileWave

Deciding on a MDM solution

http://www.enterpriseios.com



Resources

• http://help.apple.com/deployment/ios/

• http://help.apple.com/deployment/osx/

• https://developer.apple.com/videos/wwdc/2015/?id=301

Knowledge base Articles 

• Volume Purchase Program: HT202995

• Device Enrollment Program: HT6231

• Transitioning to DEP: HT202977

• Apple ID Under 13: HT202967



• http://www.enterpriseios.com/wiki/
Comparison_MDM_Providers

• http://www.apple.com/business/vpp/
• https://www.apple.com/business/docs/

VPP_Business_Guide.pdf
• https://www.apple.com/education/docs/

Apple_ID_for_Students_Parent_Guide_US_0514.
pdf

• https://www.apple.com/education/docs/
u13_institution_guide_en__Feb14.pdf

More Resources
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Questions?

Craig Cohen 
ccohen@hcsonline.com
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