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VPP, DEP, and Under 13:  
How New Apple ID Requirements 

Impact You and Your Clients



• An Apple ID is your user name for everything you 
do with Apple

• Services include: iTunes & App Store, iCloud, 
iMessage, Online Store, Genius Bar appointments, 
Developer Portal, GSX,  Apple Support website 
access… and more.

What’s Apple ID’s purpose?



The “and more” is the part we 
need to talk about

Apple Deployment Programs

Apple Push Notification Services (APNS)



Consumer Apple IDs vs. 
Institutional/Business Apple IDs



Past Present Future

VPP Codes VPP Codes 
Managed Distribution

VPP Codes 
Managed Distribution

“Institutional” Apple ID Licenses Assigned 
to users

Licenses Assigned  
to Devices

Manage Apple IDs Apple ID required 
but irrelevant What Apple ID?



• Assign and distribute apps directly to iPad and Mac, 
no Apple ID required

• Prompt Users to Update iOS (MDM & DEP Req’d)

• Apple Configurator 2 (DEP Support, iCloud)

Future
http://www.apple.com/education/it/



Deployment Programs 
Getting Started
https://deploy.apple.com

DEP 
https://deploy.apple.com/enroll/files/pdf/dep_plus_admin_all.pdf

VPP - EDU 
http://www.apple.com/legal/internet-services/itunes/volume/ww/

VPP - Business 
http://www.apple.com/legal/internet-services/itunes/vppbusiness/ww/

https://deploy.apple.com
https://deploy.apple.com/enroll/files/pdf/dep_plus_admin_all.pdf
http://www.apple.com/legal/internet-services/itunes/volume/ww/
http://www.apple.com/legal/internet-services/itunes/vppbusiness/ww/


• Select enroll now

• Have the following ready 

• A brand-new Apple ID

• Verification Contact

• Business Info (D-U-N-S number for business)

• Apple Customer Number (Buy direct from )

• Reseller ID (Buy from reseller[s])

• Patience

Deployment Programs 
Getting Started
https://deploy.apple.com

https://deploy.apple.com


Deployment Programs IDs

Agent Account
deployment@domain

Top-Level Account
Requires 2-Step Authentication

Must be a new Apple ID

Admin Account
user@domain

Multiple accounts allowed
Access to granted to different programs

Must be a new Apple ID

End-User Account
user@domain

Not required for Configurator Shared Devices
Single-User Devices should have Apple ID 

ID for Stu Teacher
user@domain

Allows user to reset student passwords 
https://edu-appleid.apple.com/teacher



Deployment Programs: Setup

1

1 Setup your locations
Allows you to build a structure 
that makes sense and matches 
your organization

2 Create Additional Admins

Allows you to assign privileges to 
others via program and location

3 Accept Terms & Conditions

You accept OS Terms & 
Conditions on behalf of your users

3

2



Deployment Programs: Setup

2 Create Additional Admins



Device Enrollment Program



• Asserts your ownership of device (institution owned)

• Kicks-in at device activation

• Wireless Supervision

• Gives additional management capabilities

Device Enrollment Program



Device Enrollment Program



• Devices must be purchased since March 1, 2011

• iOS 7+

• OS X 10.9+

DEP Requirements
https://support.apple.com/en-us/HT204142



Deployment Programs: DEP

1 Manage Servers
Here we link the DEP to our 
MDM Server.  This allows the two 
programs to talk to each other.1

2 Manage Devices
Assign devices to a MDM server. 
Devices do not automatically 
assign on their own.

2

View Assignment History

View when devices were assigned 
to MDM server.

3

3



Deployment Programs: DEP

2 Manage Devices



Volume Purchase Program



• Allows for bulk purchasing of applications

• Above 20 copies some vendors discount 50%

• PayPal, Credit Card, PO or Retail (Business Only)

• Redeemable Codes

• Managed Distribution

Volume Purchase Program
https://volume.itunes.apple.com

https://support.apple.com/en-us/HT202983

https://volume.itunes.apple.com


Tools to make this work

Configurator 

MUST Backup
Initial Device Setup

Mass USB iOS Updates
Touch-Once

Check-Out / Shared Devices
Install / Take Back VPP Apps

MDM 

Dynamic Management
User-Initiated Setup

Managed Distribution

JAMF Casper
Profile Manager

FileWave
AirWatch

Bushel
Absolute Manage

RobotCloud
MaaS360
Certify

MobileIron
Sophos
SOTI

Providers 



• Requires an MDM

• Link VPP to MDM via a token

• Users invited to associate Apple ID to your MDM

• Licenses assigned / revoked to users 

• Content appears in App Store Purchased Tab

Managed Distribution



Deployment Programs: VPP

Token should only be on one server at a time



Deployment Programs: VPP



Deployment Programs: VPP



Deployment Programs: VPP



Apple ID For Students



• Allows for creation of Apple IDs for students under 13

• Request submitted to Apple on behalf of the school

• Requires parental consent

• Tips to make this work: Get parents involved

Apple ID For Students



Apple ID For Students



Apple ID For Students



Apple ID For Students



Apple ID For Students
https://edu-appleid.apple.com/admin/

Batch ID
Language
First Name
Last Name
Date of Birth
Parent E-Mail
Apple ID

Arbitrary name for this import
English
First Name
Last Name
Date of Birth
E-Mail Address to verify account creation
Apple ID to be created

https://edu-appleid.apple.com/admin/


Apple ID For Students



EULA: End-Users



EULA: Students



Content can be on up to 10 devices (max 5 computers).

Each device gets one Apple ID at a time, and can only 
switch every 90 days.

Free apps can go on unlimited iOS devices.

EULA: Content



• Takes longer than you think to properly setup

• Advise your clients to determine how, not when, 
they want to leverage these tools

Rolling up your sleeves



• Reference Apple iOS Deployment Guide

• Then decide which one(s)* works the best

Techniques
https://manuals.info.apple.com/MANUALS/1000/MA1685/en_US/

ios_deployment_reference.pdf

*Model should match use case. There may be more than one



Techniques

Org-Owned 1:1
DEP for Device Setup

VPP / MDM for Managed Distribution
Personal Apple IDs + Apple ID for Students 

User-Owned 1:1 
(BYOD)

DEP for Device Setup
VPP / MDM for Managed Distribution

Personal Apple IDs

Shared Use 
Devices for Checkout
Kiosk-Styled Device

Configurator for Device Setup
VPP for purchasing redemption Codes

Institutional Apple ID for each Configurator
Optional MDM



• Migrate VPP Codes to Managed Distribution
• https://support.apple.com/en-us/HT202863
• Works on Unredeemed codes OR codes used in Apple 

Configurator

• What are the things you need to consider?
• Accounts with VPP codes
• Managed Distribution via Groups

How to fix past work arounds?

https://support.apple.com/en-us/HT202863


More Resources

• http://www.apple.com/education/it/

• https://developer.apple.com/ios/pre-release/

• https://developer.apple.com/videos/wwdc/2015/?id=301

• http://www.apple.com/business/vpp/

• http://www.enterpriseios.com/wiki/Compare_MDM_Providers

• https://www.apple.com/business/docs/VPP_Business_Guide.pdf

• www.apple.com/education/docs/
Apple_ID_for_Students_Parent_Guide_US_0514.pdf

• https://www.apple.com/education/docs/u13_institution_guide_en__Feb14.pdf

http://www.apple.com/education/it/
https://developer.apple.com/ios/pre-release/
https://developer.apple.com/videos/wwdc/2015/?id=301
http://www.apple.com/business/vpp/
http://www.enterpriseios.com/wiki/Compare_MDM_Providers
https://www.apple.com/business/docs/VPP_Business_Guide.pdf
http://www.apple.com/education/docs/Apple_ID_for_Students_Parent_Guide_US_0514.pdf
https://www.apple.com/education/docs/u13_institution_guide_en__Feb14.pdf


Questions?

Randy Saeks 
randy@rsaeks.com

mailto:randy@rsaeks.com

