Randy McMillan
(aka Randy Mac)

Born and raised in the Washington DC Area,
Randy started his career as a lithographer. After an
industrial accident and then trying something new,
Randy’s career path changed again and he was
introduced to the Apple computer.

From that initial instruction, he began his new
career as a Mac Tech. Inspired to carve his own
path, he left the security of his day job in May 2005
and RMACS was born! Everything that he knows
has been achieved through hard work, reading
anything and everything he can on what was
happening in the world of Apple, networking with
other techs and taking classes.

When he’s not on the computer, he enjoys riding
his Harley, kayaking or camping in the great
outdoors with his wife/partner in crime!
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Using OS Resources
to Diagnose Troubles



Areas of Interest

® Startup Process and Tools

® Recovery Partition and Recovery Mode
® OS X Graphical Tools

® Some Command Line Tools

® A Few Words on Technique
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Startup Process and Tools
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Use Timing to Iroubleshoot
Startup Problems

® Why does it matter which stage you're in?
® How do you determine which stage you are in!

® What does that tell you!?
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OS X System Boot Stages

Firmware (Initializes hardware - locates the booter
file - Boot Chime - POST )

Booter (loads OS X kernel - and essential hardware

drivers - The Apple Logo appears)

Kernel (Provides the system foundation and loads

additional drivers and the core BSD UNIX system -
loading of the kernel is indicated by the appearance
of a progress bar that can look like a spinning gear)

launchd (loads the remainder of the system - If
successful it presents a login screen or the Finder if
the user is set to automatically log in.)
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Boot Stages, Startup Tones and
Startup Keyboard Shortcuts

® Boot Stages
https://support.apple.com/en-us/HT2674

® Startup Tones
https://support.apple.com/en-us/HT202768

® Startup Keyboard Shortcuts
http://support.apple.com/en-us/HT201255
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https://support.apple.com/en-us/HT2674
https://support.apple.com/en-us/HT202768
http://support.apple.com/en-us/HT201255

Boot Failure Examples




Boot Failure Examples
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Startup Shortcuts:
Using the Option Key

® Holding the option key at boot prompts the Startup
Manager

® Allows you to view available bootable disks and
choose one to start up from
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Startup Shortcuts:
Single User and Verbose Mode

® Command-S and Command-V

® Single User Mode is handy for seeing if the OS can
function at a bare minimum level

® Verbose Mode can be useful for seeing where startup
might be hanging
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launchd Explained, How it Starts
Up and Keeps T hings Running

® Difference between Mavericks (and before) vs.
Yosemite (and after).

® System level

® Shared Library level

® User level

® |aunch Daemon’s (occur at user boot)

® [aunch Agents (occur at login)
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Recovery Partition and
Recovery Mode
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Disk Utility on the Boot Volume
and on the Recovery Partition

® Repairing a disk

® Repairing permissions, and where the system reads
what permissions to check and what they should be
(so you know exactly what you are repairing).

® Special concerns when working across different
versions of the OS
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Recovery Partition

What do you do if one doesn’t exist!
http://support.apple.com/kb/HT591 |

Having a portable recovery partition (e.g., USB
drive)

Using Terminal to reset a user’s password

Using Network Utility from the recovery partition

to troubleshoot network issues outside of the boot
OS.

Restore from a Time Machine backup or reinstall
OS X

)


http://support.apple.com/kb/HT5911

Graphical User Interface (GUI)
lTools
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Activity Monitor

B
S PSRvS

® What's the command line equivalent of this tool?

® Troubleshooting Server-specific concerns with

Activity Monitor

® Troubleshooting Clients with Activity Monitor

® Finding the “System resource hogs”
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CPU

Memory
Energy
Disk
Network
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System Console .7k

Log locations: what’s the difference between the
different locations

About reading logs.
Google is your friend.

Note that sometimes logs are not available in
console

Notes on using logs for troubleshooting, search
terms, use warn, fail, error, etc...

What actions might destroy useful logs!?
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System Information

¥ Hardware Serial-ATA Device Tree
ATA Intel 6 Series Chipset
Audio Hitachi HDS723020BLAS42
Bluetooth Intel 6 Series Chipset
Camera F Intel 6 Series Chipset
Card Reader OPTIARC DVD RW AD-5690H
Diagnostics
Disc Burning
Ethernet Cards
Fibre Channe
FireWire
Graphics/Displays

Hardware RAID

Memory

NVMExpress

PCI
Parallel SCS Intel 6 Series Chipset:
Power Vendor: Intel
Printers Product 8 Series Chipset
SAS Link Speed: 6 Gigabit
SATA/SATA EXp Negotiated Link Speed: 3 Gigabit
) Physical Interconnect: SATA
;:'_(V_mg“ Description: AHCI Version 1.30 Supported
Thunderbolt Hitachi HDS723020BLAG42:
usSB
¥ Network Capacity: 2 TB (2,000,398,934,016 bytes)
Firowal Mode Hitachi HDS723020BLAS42
Revision: MNOKB&DO
Locations Serial Number MN1270F33360ZD
Volumes Native Command Queuing: Yes
WWAN Queue Depth: 32
Removable Media: No
- Detachable Drive: No
Software BSD Name disk0
Accessibility Rotational Rate: 7200
Applications Medium Type Rotational
Components Partition Map Type: GPT (GUID Partition Table)
Doveloper S.MA.R.T. status Verified
Volumes
Disabled Software EFl:
Extensions Capacity: 208.7 MB (209,715,200 bytes)
Fonts BSD Name: diskOs1
Frameworks Content: EFI
Volume UUID: 85D67001-D93E-3687-A1C2-79D677F0C2ED
) MnstaNations OLD & HOLD Macintosh HD:
“ Ql_ﬂ _}\O Logs Capacity 1.25 TB (1,249,859,997,698 bytes)
0
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Using Disk Utility

o

® Repairing a disk

® Repairing permissions

~CHEE
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Utilities moved from the
Utilities Folder

® | ook in /System/Library/CoreServices/Applications/
® What else is in /System/Library/CoreServices/

® VWWhat to use, what to avoid
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CoreServices lTools

® Directory Utility -
® Wireless Diagnostics A

® Network Utility
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Command Line Tools
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Command Line Tools to Know

® Configuration Tools

® scutil - Manage system configuration parameters

® networksetup - Configuration tool for network settings in
System Preferences

® systemsetup - Configuration tool for certain machine
settings in System Preferences

® dscl - Directory Service command line utility

® dseditgroup - Group record manipulation tool

® File System and File Tools
® |sof - List open files
® jostat - Report I/O statistics
® fs usage - Report system calls and page faults related to
filesystem activity in real-time
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Command Line Tools to Know
(continued)

® Network Tools

ipconfig - View and control IP configuration state

ifconfig - Configure network interface parameters
airport - Get information for 802.1 | interface

tcpdump - Dump traffic on a network

nettop - Display updated information about the network
netstat - Show network status

dig - DNS lookup utility

nslookup - Query Internet name servers interactively
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Command Line Tools to Know
(continued)

® Process and CPU Tools

® top - Display and update sorted information about processes
® ps - Process status

® Reference Tools
® man - Format and display the on-line manual pages
® apropos - Search the whatis database for strings
® whatis - Search the whatis database for complete words
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Be Specific

® Be specific, troubleshoot a Mail.app problem by
searching for the appropriate logs

® Be specific, troubleshoot an authentication problem
using the appropriate logs

® Be specific, troubleshoot a network connection
problem using the appropriate logs
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Difference between
a Hang and a Crash

Define an application hang - A hang is when a
software program becomes unresponsive

Define an application crash - A crash is when a
software program stops working and then closes

How to troubleshoot each

29
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More Resources

Boot Stages
https://support.apple.com/en-us/HT2674

Startup Tones
https://support.apple.com/en-us/HT202768

Startup Keyboard Shortcuts
http://support.apple.com/en-us/HT201255

Apple
http://www.apple.com/support/mac/

lynda.com
http://www.lynda.com/
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