Leon H. Lincoln, I

Leon Lincoln is currently a system administrator at
the Broad Institute of MIT and Harvard.

A Macintosh User since its inception in 1984, he
has used the platform in a variety of production
environments including printing prepress, desktop
publishing and IT support.

As a former Broad Service Desk team member, he
has been involved in many facets of the Broad IT
(BITS) Department over the years. Current
responsibilities include being the Macintosh
Architect, JAMF Casper Administrator, Remote
Tracker Administrator, JAVA support, as well as
being the senior escalation for the ServiceDesk
Team.
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The Professional
Apple Tech's Toolbox
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Disk Utilities and More

® DiskWarrior

® Techlool Pro

® SubRosaSoft

® Activity Monitor
e Disk Utility

® [erminal
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sk ) DiskVWarrior
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With a single click, DiskWarrior reads the damaged directory and
finds all salvageable files and folders and builds a new error-free,
optimized directory for you to use.

y ~h
= L o o
Files {ardware Info

vUunmount

Please choose a disk from the popup menu below and then click the Rebuild button to rebuild the directory.

g Macintosh HD [C Rebuild

Directory Optimization Index

e This disk is an internal disk.

¢ This disk is 100.00 GB in size
« This disk is mounted

* Mac OS Extended (Journaled)
* SMAR.T. Status is OK

An Index of 10 indicates the directory is
very efficient. Rebuilding is not necessary
1o improve efficiency,

~
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TechTool Pro

® tests the major components on your
motherboard: RAM, Processor, Cache along
with electrical and temperature sensors

Fans test spins up the fans in your Mac to
make sure that they run at capacity and
speed to ensure your Macintosh is running at
its best

® test reports cycle count, percent of total
capacity remaining, along with the battery's
overall condition
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SubRosaSoft 2 3
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® FileSalvage is device and file system independent,
which means that the user can recover files from a
normal Mac OS hard drive, USB key, PC disk, Linux
disk, FAT 32 disk, FLASH card, scratched CD, Digital
Cameras, iPods, and almost any other media or file
system that can be recognized in Mac OS X.

® FileSalvage can also recover data from mechanically
unsound devices.

® can analyze and recover files from most third party
tool disk images such as standard ISO, EnCase®
(unencrypted images only), UNIX dd, Drive
Genius ™, and SubRosaSoft CopyCatX™
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Spotlight

Satar

LaunchBar

Finder

Dropbox

88 ZenDesk
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Parert Process

Process Growp

70988
Context Switches: 2275181

Foums

Which Process Is That?

g (3501)

Recent hangs

Open Fles and Ports

Page ns 1
Mach Vossages In

Mach Vossages

Mach System Calls Jssse8

Urnix System Cals SOT0S5T0

VWhat Applications
are running

Which are draining
the battery

Get Info for stats &
files used




Out of Space?

® OmniDisksweeper
® sudo /path/to/OmniDiskSweeper.app/Contents/MacOS/
OmniDiskSweeper
® Command . to quit the app.

&) Susand - 44.5 GB (sizing)

private
»

7 "9 R
J ) 2

DiagnosticMessa¢
6.5 as
917.5 kB tmp R it 11.4 MB install.log
@ bytes tftpboot — 4.9 MB commerce.log
e v Toigers 3.6 MB powermanagemer
1B module >
I8 fsck his.loq
I8 system.log
kB com.apple.launch®
kB dailv.out
3 wifi.log
3 vnetlib
8 pop.loq
kB system.loq.5.qz
\ KB svstam.lon.4.07

KB tmptmpdbaAKdD

Parallels swap

log
640.5 MB
Part of packages BaseSystemBinaries, BaseSystemResources, Essentials
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Disk Utility A/

® can erase, format, repair, and partition hard drives, as
well as create RAID arrays.You can also use it to
create a clone of any drive, including your startup
drive.

® can unlock encrypted drives if password is known
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Terminal Commands

® df - display free space

® du - display disk usage statistics
® -h (human readable)
® -d# (depth)
® -c (grand total)

du -h -d 1 -c ~ - getyour home directory stats

| |G /Users/llincoln/Desktop
|0G /Users/llincoln/Documents
3.1G /Users/llincoln/Downloads
|.4G /Users/llincoln/Dropbox

| |G /Users/llincoln/Library

OB /Users/llincoln/Movies
99G /Users/llincoln/Music
8.4G /Users/llincoln/Pictures
144G /Users/llincoln

144G total

— (&
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Got Root!

sudo allows great power from
the normal user-space.

MAKE ME A SANDWICH.

WHAT? MAKE
IT YOURSELF.

The sudo Terminal .cco)mmand S, S
can be used by administrators A SANDWICH.
to execute commands as root.

sudo command requires a non-
blank admin password .

[HT202035]
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http://www.apple.com
https://support.apple.com/en-us/HT202035

Terminal Commands

® Run an app with root permissions using sudo
® Allows great power from the normal user-space

® Which process is that!
® Use Activity Monitor to see what that random “java’ app is.

e # /Applications/Utilities/Activity\ Monitor.app/Contents/MacOS/Activity\ Monitor
Find the process in question and Get Info to see what files it’s using.

® Where is all the space!?

® OmniDisksweep the entire disk: http://www.omnigroup.com/more

® sudo -s, then
# /path/to/OmniDiskSweeper.app/Contents/MacOS/

OmniDiskSweeper

— (&
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http://www.omnigroup.com/more

Terminal Commands

e VIM Tutor

WM3 | E-84C:~ llincoln$ vimtutor

Vim is a very powerful editor that has many commands, too many to
explain in a tutor such as this. This tutor is designed to describe
enough of the commands that you will be able to easily use Vim as
an all-purpose editor.

The approximate time required to complete the tutor is 25-30 minutes,
depending upon how much time is spent with experimentation.

— (&
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Using SSH

® | ogging into a client system, even while they are

O
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working on it
running command line tools for fun and profit

ssh (SSH client) is a program for logging into a
remote machine and for executing commands on a
remote machine. It is intended to replace rlogin and
rsh, and provide secure encrypted communications
between two untrusted hosts over an insecure
network. X1 | connections and arbitrary TCP ports
can also be forwarded over the secure channel

14
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SSH to another host

done from terminal

allows you to copy files to or from a remote host
via the scp command

allows you to perform tests remotely without taking
control of the users environment

can use “'ps aux’ to list all active processes and
which accounts owns the process

allows you to kill processes or restart services

)
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Man, demystified

® ManOpen
® Free install
® Command-O to Open
® Command-Shift-A to “apropos’

® Right Click on terminal command to launch or

® Use Preview via Terminal
e man -t command | open —-f —-a Preview

Add to your .bashrc:
alias pman='man -t "x" | open -f —a Preview’

— (&
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Text & Package Tools

® TextVWrangler
e CSV Pro

® Pacifist
® Suspicious Package Quick Look Plugin

® Packages

4 =4O
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TextWrangler

Feature Benefit
It’s free One less thing to sell
Opens anything View details like line endings

Process lines containing | isolate or delete excess info

Multi-File Search/Find All Shows many instances

Opens binary plists No need to convert

http://barebones.com/products/bbedit/comparison.html
http://barebones.com/products/textwrangler/benefits.html

MVACTIES
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Wrangling CSVs

CSV Editor Pro

® Handles line breaks with ease
® Split columns on a space, or any other character
® Rearrange columns as needed

® Great developer support
(feature requests added, bugs fixed)
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https://itunes.apple.com/us/app/csv-editor-pro/id794416537?mt=12&uo=4&at=10l4PC

Packages, demystified

® Pacifist
® Just what’s in the package!
® What are the scripts going to do before, or after?

® Suspicious Package Quick Look Plugin P
® Select any installer package in the Finder, and choose
Quick Look from the File menu — or just press the
spacebar.
® Suspicious Package will examine the package, and show
a preview in the Quick Look window.

MVACTIECEL
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Packaging, demystified n

® Packages

J\/ SN
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“Just make a package”..yeah right. Right!

Learn by example feature

Put files where they need to be, permissions included
Let your end-users run scripts with a pkg

21
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Network Utilities

® WiFi Explorer

® Bonjour Browser

® Open Port Check Tool:
http://www.canyouseeme.org

® Subnet calculator: http://www.subnetmask.info

® http://www.whatismyip.com

® http://www.downforeveryoneorjustme.com/

A — (e
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http://www.canyouseeme.org
http://www.subnetmask.info
http://www.whatismyipaddress.com
http://www.downforeveryoneorjustme.com/

WI-Fl Explorer @

® Scan, monitor, and troubleshoot wireless networks

® Quickly identify channel conflicts, signal overlapping
or configuration problems.

® Get an insight into the network details
® Graphical visualization of the Wi-Fi environment

® Supports current standards of 2.4/5 GHz frequency
bands as well as 20/40/80/160 MHz channels

® Works with 802.1 la/b/g/n/ac networks

MVACTIECEL
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SSID: Lincoln ¢
BSSID: 831
Vendor: Ap

Beacon Interval: 100 m

Signal Quality:
Channel: 149

Channel Width:

-

Band: 5 G}

Mode: 80
Max Rate: 26
Basic Rates: 6

Signal:

Noise: 0%

Signal-to-Noise Ratio: 39 ¢B

WiFi Explorer

Type: Infrast

Security Mode

Encryption: A

WPS: Not

Signal Avg/Min/Max:

Noise Avg/Min/Max: 09%/09%/0%
SNR Avg/Min/Max: 4

24
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WiFi Explorer
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WiFi Explorer

ietwork Name nssio Vendor

(7 [Uncoin 50Hz 3 [881FAI0SBED [Applekno. _______|76% s | ___140| 20 MHz| 5GHz 260 Mbps [Justnow

2 S ] . !
v

KA

4

Lincoin 5GHz
h

'
10 11 12 1 100 108 116 124 132 140 149 157 165
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Hello, Who's on my LAN? \§

oy

—
<«

® Bonjour Browser
® FEffortlessly discovers

» _acp-sync._tcp. - 1

Macs and recent printers > “airplay. tcp. - 1

» _apple-mobdev2._tcp. - 1

on your LAN. > ope.ep.

sleep-proxy._udp. - 1

Bonjour Browser

» _whats-my-name._tcp. - 1

‘ D i S Plays great » Airport Base Station (_airport._tcp.) - 1

» AirTunes (_raop._tcp.) - 1

1 1 s » Apple Remote Desktop (_net-assistant._udp.) - 3
I nfo rmatl O n fo r Iocatl ng » Internet Printing Protocol (_ipp._tcp.) - 1

. » Print Spooler (_printer._tcp.) - 1
deVICeS. » Remote Frame Buffer (_rfb. tcp.) - 3

» SFTP (_sftp-ssh._tcp.) -3

o Bring your COPY & PaSte! » SSH (_ssh._tcp.) - 3

Reload Services

‘CHEE
N
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Hello,Who's on my LAN!?

® Usearp-a

® Address Resolution for discovery.
® ping 255.255.255.255

® arp -a for a list of all discovered devices
® The result is a list of IP and MAC addresses

A — (e
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Open Port Check

® Free Utility

Open Port Check Tool

® verify your ports

CanYouSeeMe.org

® check if port
forwarding is
working

® |aunch this website
from the device
you want to check

‘CHEE
N
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Subnet Mask Calculator

o Easy to Use . O subnetmask.info

VMWarev D> Plexitt Googlev Newsv MacNewsv MacSitesv BroadDallyv Broad How Tov Broad v
Top Sites Open Port Check Tool Network Calculators

® Powe rfu I Enter the TCPIP Network Address: 1 ]
Force as Class: @ Default @Class A @Class B @Class C
Enter the required number of sub-networks:

. ’ ’ ' OR enter the required number of nodes/hosts per e
Hele? NEtWOrk (incloding network & beoadcast addesses)*** |

Network Class: Subnetted as

Subnet Mask: £ 7 1 £ -

Subnets FR—

Nodes/Hosts per Network (isciuding network and brosdcast addreses)***: 128
Network/Node Calculator

Enter the Subnet Mask:

Enter the TCPIP Address:
Network:

Node/Host:

Broadcast Address:
IP Address Converter

Enter the dotted decimal TCPIP Address: 1]

or Enter the binary TCPIP Address: 11000000 00000001

or Enter the hex TCPIP Address:

or Enter the decimal TCPIP Address: 3232235777

Explain

o e
30




What is my IP

® FEasy Your IP Address ls:
98.118.8.231
® run from system you want to S——

check ISP: Verizon FiOS
Services: None Detected
City: Tewksbury
Region: Massachusetts
Country: United States
Don't want this known? Hide your IP details

e e Clickfor P
r ‘S o more details
O p

Mancheste
9

_ N P
o

Ne W TOMx

mapquest _ FhIa%e351s MapQuest Some data 2015 Natural Earth
Location not accurate? Update your |IP location

Aq_ﬂ _}\O )
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downforeveryoneorjustme.com

® website allows you to checks sites from outside your
network

down for everyone or just me?

Short URL at isup.me

A — (e
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http://downforeveryoneorjustme.com

Stream Watching

What's the benefit? Follow along:
Download TCPFlow - Rudix
Figure out which network-interface has the interesting traffic (en0, etc)
Follow one of these examples:
® sudo /usr/local/bin/tcpflow -c -i en0O host 10.0.1.1
- Watches all traffic to 10.0.1.1

® sudo /usr/local/bin/tcpflow -c -i enl tcp port 80
-Watches all traffic on port 80

® This is especially handy when troubleshooting smtp process, or
directory server setup (before enabling ssl)

® | earn more at: http://www.office.mvps.org/troubleshoot/tcpflow.html

=4O
PRO EVENTS
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http://www.office.mvps.org/troubleshoot/tcpflow.html
http://rudix.org/packages/tcpflow.html

Screen Sharing

® Apple Remote Desktop (ARD), now $75

® Screen Sharing

® JeamViewer

MVACTIECEL
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ARD - Apple Remote Desktop
Save time, improve memory

® Save common items to
the sidebar.

Untitled Power Management Config
Set Software Update Server

Send UNIX Command flils v Show Host info in Login Window 1\
@ Save SC ri Pts as Enable Journaling

Enable Keychain Menu
defaults write /Library/Preferences/com.apple.loginwindow AdminHostInf

te m P I ates Save as Template...

Edit Templates List...

® Repeat!

Enter a UNIX command to run using /bin/bash.

Run command as: Current console user on target computer

® Remember!

2 User: root

Command results: 4 Display all output

~[/Library/Application\ Support/Remote\ Desktop/Presets/UnixCommandTask.plist
£ GUIEC T
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Screen Sharing L

® https://support.apple.com/kb/PH [8689?
locale=en US&viewlocale=en US

® Can be launched by running the app or using vnc://ipaddress
or dnsname

® Allows you to login to a different account than the active
user

® great for checking processes

MVACTIECEL
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https://support.apple.com/kb/PH18689?locale=en_US&viewlocale=en_US
vnc://ipaddress

Team Viewer @

® Remote Support and Remote Access

® works with out port forwarding or special settings on proxy
or firewalls

® end user for support does not need to install any software

“CHEE
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Hey, where’s my stuff? @‘f

® FEasyFind ‘
® |t’s fast! o

® Finds anywhere on the filesystem, even inside files
® So much control you'd think it was Sherlock

® FoxlIrot
® |ndexes data for fast, up to date results
® Search a network share? OK

e SMB, NAS, OS X Server
® Pro Versions can keep a running current index
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Dude, where’s ?
my screenshot! -
® SnapNDrag

® Simple screenshots of sections, windows, etc. @
® Keeps all screenshots in a central library y 4
® Resize, edit in Preview, revert to original

® _ ‘

Rename & share

e Skitch ———

® Advanced options for marking up images. E

e Clarify
® Quickly generate instructions with screenshots
® Customize with branded template
® Professional looking
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Get off of my Mac

® BatChmod —
® Keeps all my 755s 755, recursively, if | want. \.,__,.()
e Strip xattr from files with ease.
\ T T 1
® chflags

e chflags nohidden will find that missing volume

® SideTrash
® Move a file to the trash via Proxy icon
® Useful if you like to have the trash available on every
Finder window
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Too many ads

® Yes, Another Plug for v AdwareMediC

http://www.adv

. Adwa re M e d iC http://www.thed ) Mac

If you are still having ad problems, see the FAQ in the
AdwareMedic documentation for further options.

‘ WO rst fe atu re ? foléc:n:::tf:;:::p button to view the
® Best feature?
® |t has to be run

Next Steps

I I Ian u al Iy Additional resources if your problem has not been solved after scanning

and removing anything found.

Get Help

Opens the AdwareMedic documentation.
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LaunchD-what? / 4p

Wi

® [aunchControl
® Discover what’s going on
your computer.
® What's being run,
from where, when.
® Troubleshoot background
processes

® |aunchd.info - Learn what makes a Mac mac.
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® Emailchemy
® Convert, Migrate, Manage any format to any format.

® Email Extractor
® Extracts every email address from a Mailbox & more.
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Database Administration

® Sequel Pro - MySQL, Free

® Portico (formerly PG Commander)
Postgres, simple, friendly

® phpMyAdmin - MySQL, Free, web-based
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Network Threats
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http://map.ipviking.com

Questions!

2

Leon Lincoln, 1l

llincoln@broadinstitute.org
Linkedin: llincoln3



mailto:neilt@mactech.com?subject=
https://www.linkedin.com/in/llincoln3

Email Grooming

MxToolbox

emailreg.org

multirbl.valli.org/dnsbl-lookup/

ProjectHoneyPot
http://www.mcafee.com/threat-intelligence/ip/default.aspx
http://www.reputationauthority.org/lookup.php
SenderBase.org

SenderScore

http://www.kloth.net/services/dnsbl.php
www.c-sirt.org/lang/en-us/incidents-on-ip

A — (e
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http://mxtoolbox.com
http://emailreg.org
http://multirbl.valli.org/dnsbl-lookup/
http://www.projecthoneypot.org/
http://www.mcafee.com/threat-intelligence/ip/default.aspx
http://www.reputationauthority.org/lookup.php
http://www.senderbase.org/senderbase_queries/detailip
https://senderscore.org/lookup.php
http://www.kloth.net/services/dnsbl.php
http://www.c-sirt.org/lang/en-us/incidents-on-ip

VVeb security tools

® www.internetofficer.com/seo-tool/redirect-check/

® |nlineStyler - Convert CSS rules into inline attributes

® Sucuri.net

® https://www.changedetection.com

A — (e
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http://www.internetofficer.com/seo-tool/redirect-check/
http://inlinestyler.torchboxapps.com
http://www.sucuri.com
https://www.changedetection.com

More Resources

e Common Ports for Apple Software [HT1202944]

® DisplayMenu - Get the display menu back in 10.9 & 10.10

A — (e
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http://support.apple.com/en-us/HT202944
http://displaymenu.milchimgemuesefach.de

More Resources

® PhoneView

® iExplore

® Munki

® AutoPkg / AutoPkgr

® VWhatskeepingme

® Gemini - duplicate finding

® DiskDiags

® DiskDrill Pro - Data Recovery

® DataRescue - Data Recovery

® R-Studio - Data Recovery

® DriveGenius

® SmartUtility

® Onyx

=4O
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Cocktail

iStumbler

iNet

Netspot Pro

Iransmit
MacUpdate
Grapho

BIF\"Ale)
Lucid Charts

Paragon

Tinkertool

TimeMachine Editor



http://www.ecamm.com/mac/phoneview/
http://www.macroplant.com/iexplorer
https://code.google.com/p/munki/
https://github.com/autopkg/autopkg
https://github.com/lindegroup/autopkgr
http://www.hamsoftengineering.com/products/wkm/wkm.html
http://macpaw.com/gemini
http://rockysandstudio.com
http://www.cleverfiles.com
http://www.prosofteng.com/datarescue4/
http://www.r-studio.com
http://www.prosofteng.com/drivegenius4/
http://volitans-software.com/smart_utility.php
http://www.titanium.free.fr/onyx.html
http://www.maintain.se/cocktail/
https://istumbler.net
http://www.inetapp.de/en/inetx.html
http://www.netspotapp.com
https://panic.com/transmit/
http://www.macupdate.com/desktop
https://www.draw.io
http://www.apple.com
https://www.paragon-software.com
http://www.bresink.com/osx/TinkerTool.html
http://timesoftware.free.fr/timemachineeditor/

VVeb page tools

® http://www.internetofficer.com/seo-tool/redirect-
check/

® http://inlinestyler.torchboxapps.com
® http://www.sucuri.com

® https://www.changedetection.com
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http://www.internetofficer.com/seo-tool/redirect-check/
http://inlinestyler.torchboxapps.com
http://www.sucuri.com
https://www.changedetection.com

