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iCloud Drive does a great job of keeping your stuff on all of your devices. But how? The problem with “magic” solutions is, when they break you don't know how to fix them. In this session, we fix that by completely pulling apart iCloud Drive and really understanding where files are located, how backups capture the data and what can go
wrong and how to fix it if they do. Be one of the only consultants in your market who really understands iCloud Drive.



iCloud Dirive,
Soecificallv

iClou

Not talking iCloud calendars, mail, contacts, Find My Mac, etc. Just iCloud Drive.

Quick show of hands: who uses it?



Why should we learn this?
MAGIC!

Why?

httos://developer.apple.com/library/ios/documentation/General/
Conceptual/iCloudDesignGuide/Chapters/
iCloudFundametals.html

From the perspective of users, iCloud is a simple
feature that automatically makes their personal content
available on all their devices. To allow your app
participate in this “magic,” you design and implement
your app somewhat differently

/-


https://developer.apple.com/library/ios/documentation/General/Conceptual/iCloudDesignGuide/Chapters/iCloudFundametals.html




The Basics

File < 15GB

Each file must be under 15GB in size.



The Basics

iCloud

iCloud Drive Options...

Photos Options...

Y& Mail

. Contacts
Calendars
\'\ Reminders

Safari

Files must fit in your iCloud storage pool, so 15GB not possible for me.



The Basics

i0S 8



The Basics

Not that Dos Equis.



The Bas:cs

OS XYosemite

This Dos Equis. X.X 10.10 (Ya get it? Ya like it?!)



No kitties. (And why would you run Mavericks?!)



If you’re running anything but 10.10.3, you might as well be using this.



Or this.



Or this.

QuickTime Player 7

Version 7.6.3 (630)
QuickTime™ Version 7.6.3 (1584)

Copyright © 1989-2009, Apple Inc.,
All Rights Reserved.




Or this.



10.10.2 and

##
# This module requires Metasploit: http://metasploit.com/download

# Current source: https://github.com/rapid7/metasploit-framework
##

require 'msf/core'
class Metasploit4 < Msf::Exploit::Local
Rank = GreatRanking

include Msf::Post::0S8X::System
include Msf::Exploit::EXE
include Msf::Exploit::FileDropper

def initialize(info = {})
super (update info(info,
'Name ' => 'Mac 0S X "Rootpipe" Privilege Escalation’',
'Description’ => %qg{
This module exploits a hidden backdoor API in Apple's Admin framework on
Mac 0S X to escalate privileges to root. Dubbed "Rootpipe."

Tested on Yosemite 10.10.2 and should work on previous versions.
The patch for this issue was not backported to older releases.

Note: you must run this exploit as an admin user to escalate to root.
}s
'Author' => [
'Emil Kvarnhammar', # Vulnerability discovery and PoC
'joev', # Copy/paste monkey
‘wvu' # Meta copy/paste monkey
1,
'References’ == [
['CVE', '2015-1130'7,
['OSVDB', '114114'],
['EDB', '36692'7],
[ 'URL', 'https://truesecdev.wordpress.com/2015/04/09/hidden-backdoor-api-to-root-privileges-in-apple-

Or this.
Root Pipe vulnerability isn’t getting fixed for old OS’es. There’s yer sign.



“Documents In the

Cloud”

The old name for what iCloud Drive does.



Documents
in the
Cloud

“Same age” concept



Doing this? Survey SAYS....



*buzz*



And Steve Harvey looks at you like this.
In reality there won’t be data loss, but your stuff won’t sync. Bummer.



No going back.

- Verizon ¥ war

< iCloud iCloud Drive

Store your files in ICloud and access them
Srrytiems on Ml your Sevices.

Note: You will not be able 1o access the

documants currently stored in ICloud on

the following devices until they are also
upgraded o 108 B:

‘s iPhone
s MacBook Ar

Upgrade to iCloud Drive

Upgrading to iCloud Drive
Other devices wil not be able 10
access documents in iICioud until they
are also upgraded %0 10S 8 or OS X
Yosermite

Continue




Setup Steps
https.//support.apple.com/en-us/HT204025

support.apple.com/en-us/HT204025

iTunes Support

ill be kept up to date across

ess them from your iPhone, iPad, iPod touch, Mac, or PC, o

on iCloud.com.

Get started

Before you set up iCloud Drive, make sure your devices meet these requirements:

* iPhone, iPad, or iPod touch with iOS 8 or later

= Mac with OS X Yosemite

e PC with Windows 7 or later and iCloud for Windows

« Safari 6 or later, Firefox 22 or later, or Google Chrome 28 or later
¢ An active Internet connection

Open “nites://www.apple.com/waich’” in @ new window

https://support.apple.com/en-us/HT204025

Neil, we are getting the slides right?


https://support.apple.com/en-us/HT204025

iWork and iCloud

https.//support. /£ L%Qn-us/H 1201385

support.apple.com/en-us/HT201385

iPhone i iTunes Support

Using iWork with iCloud Drive

en you upgrade your iCloud account to use iCloud Drive

, Numbers, and Keynote.

With iCloud Drive, we're making changes to the way your iWork documents are stored in iCloud and the
way your devices keep documents up to date with each other. Using iCloud Drive, you can store all your
documents, spreadsheets, presentations, PDFs, images, and other kinds of files in iCloud, so they're always
accessible from your iPhone, iPad, iPod touch, Mac, PC, and iCloud.com. If you don't have an iOS device or
Mac, you can still sign in to iCloud.com and use Pages, Numbers, and Keynote for iCloud.

You'll be prompted to upgrade your account to iCloud Drive when you install iOS 8 or OS X Yosemite, or
open Pages, Numbers, or Keynote on iCloud.com.

Options for iWork customers

https://support.apple.com/en-us/HT201385


https://support.apple.com/en-us/HT201385

Terms & Conditions

http.//www.apple.com/legal/internet-services/icloud/en/
terms.html

www.apple.com/legal/internet-services/icloud/en/terms.html|

iPhone i iTunes Support

Hardware Software Sales & Support Internet Services Intellectual Property More Resources

iCLOUD TERMS AND CONDITIONS

Welcome to iCloud

THIS LEGAL AGREEMENT BETWEEN YOU AND APPLE GOVERNS YOUR USE OF THE ICLOUD PRODUCT,
SOFTWARE, SERVICGES, AND WEBSITES (COLLECTIVELY REFERRED TO AS THE “SERVICE"). IT IS
IMPORTANT THAT YOU READ AND UNDERSTAND THE FOLLOWING TERMS. BY CLICKING "AGREE,” YOU
ARE AGREEING THAT THESE TERMS WILL APPLY IF YOU GHOOSE TO ACCESS OR USE THE SERVICE.

Apple is the provider of the Service, which permits you to utilize certain Internet services, including storing your
personal content (such as contacts, calendars, photos, notes, reminders, documents, app data, and iCloud
email) and making it accessible on your compatible devices and computers, and certain location based
services, only under the terms and conditions set forth in this Agreement. As soon as you enable iCloud, your
content will be automatically sent to and stored by Apple, so you can later access that content or have content
wirelessly pushed to your other iCloud-enabled devices or computers.

http://www.apple.com/legal/internet-services/icloud/en/terms.html


http://www.apple.com/legal/internet-services/icloud/en/terms.html

Let’s have some fun.

Monitor iCloud connections with Little Snitch or nettop
bretl log -w

Change this slide and watch it change on iOS

And back again watching the network monitors

Open Textastic on iOS and iCloud Drive in Finder, same process with changes and new files



Textastic makes it a little more clear what’s going on with iCloud containers.
Note diff between “local files” (App Data) and “iCloud” (iCould Data)
Other apps let you look at it more closely, some don’t...

Plant a test folder/file in iCloud Drive

Look at iFiles and Cloud Opener.
Look at how it’s displayed in Terminal




<container_directory>/

Documents/
custom directories/

custom files

<container_directory>/
Documents/
custom directones/

custom files

container/Documents is presented to you as “public face” of folder
everything outside of Documents is considered private app data
Note ~/Mobile Documents/com~apple~CloudData



7 Gruntwork Preso.key

Table Chart Text Shape Media Comment

Modifications aren't in sync. Choose which versions to keep.

Modified on BestMacs rMB
Today, 5:32 AM

CruNrWork

Modified on BestMacs iPhone6+
Today, 5:53 AM

Clll NTWoRK

Cancel

Conflicts can and do happen. Pick one and go with it.
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Catastrophic loss or fail, sure you’ve got copies. More common: file deletion, unwanted changes, corruption.




Let’s explore Time Machine and CrashPlan



iCloud Drive vs. Google Drive vs. DropBox (et al) vs. Microsoft OneDrive vs. Code42 SharePlan



Too Many Clouds

http.//www.macworld.comyarticle/2844929/how-to-simplify-
overlapping-cloud-storage-services.html

R

Home / Cloud & Services

How to simplify overlapping
cloud storage services

Joe Kissell | @joekissell
Senior Contributor, Macworld

There’s no shortage of choices for cloud storage, but that leads to another

problem: how do you decide which services you truly need, and which files to

http://www.macworld.com/article/2844929/how-to-simplify-overlapping-cloud-storage-services.html


http://www.macworld.com/article/2844929/how-to-simplify-overlapping-cloud-storage-services.html
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Privacy Policy

https.//www.apple.com/privacy/

iPhone Watch

Privacy

A message from Tim Cook
about Apple’s commitment
to your privacy.

At Apple, your trust means everything to us. That's why we respect your privacy and protect it
with strong encryption, plus strict policies that govern how all data is handled.

https://www.apple.com/privacy/

My good friend Tim...


https://www.apple.com/privacy/

