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What do users want to do with their devices?
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What users think they're doing:




What admins think users are doing:
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What admins think admins are doing:




What users think admins are doing:
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Users want things to be easy and straightforward.




How To Annoy Users:

e Present mysterious or ambiguous messages

s You cannot open the application "“Mathematics
L Crades 9 Immersion - Unit Plan FR.pages” because it
may be damaged or incomplete.

A ( ok )

e Demand or prompt for information they don't have

Do you want the application “Reader
Library.app” to accept incoming network
connections?

Clicking Deny may limit the application's behavior.

This setting can be changed in the Firewall pane of
Security preferences.

(?) " Deny ) [ Allow )




How To Annoy Users:

e Make users guess an answer they don't understand

The "xcrun" command requires the command line

(é’,}\) developer tools. Would you like to install the tools
now?

Choose Install to continue. Choose Get Xcode to install Xcode
and the command line developer tools from the App Store.

Cet Xcode Not Now | | Install |

e Deny access because of policy, without explanation

“LyX" can’t be opened because it is from
an unidentified developer.

Your secunty preferences allow mstallation of only
2 N

pps from the Mac App Store and identified
developers







At first | was like

]

The more times a user has to
ask for help, they more they'll
. resent asking for help.

And it's always your fault, and
your department's fault.




It’s our job to make 1t all easy

+ User adoption relies on it S‘
* We need to make it easy on I a
ourselves, too

* We're all users of our own
systems

* Policy is as much for us as it is
for our users

* Security is a process
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(the most overused image in presentations since clipart)



Give users the ability t

e |et users pick and choose what productivity software the
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Categories

AddPrinter - Campai... AddPrinter-Business... AddPrinter-Director’ ..
Printer - SSH Printer - SSH Printer - SSH

INSTALL INSTALL INSTALL
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#!/bin/sh

printername="business_manager".sacredsf.org

location="Business Manager"

gui_display_name=$location" 4650"

address=$printername

driver_ppd="/Library/Printers/PPDs/Contents/Resources/hp color LaserJet 4650.gz"
option_1="HPOption_Duplexer=False"

currentVersion="3.0"

if [ -e /private/etc/cups/deployment/receipts/$printername.plist 7J; then
storedVersion="/usr/libexec/PlistBuddy -c "Print :version" /private/etc/cups/deployment/receipts/$printername.plist’
echo "Stored version: $storedVersion"

else
storedVersion="0"

fi

versionComparison="echo "$storedVersion < $currentVersion" | bc -1°

/usr/bin/lpstat -p $printername
if [ $? -eq @ ]; then
if [ $versionComparison == @ ]; then
exit 1
fi
/usr/sbin/lpadmin -x $printername
fi

/usr/sbin/lpadmin -p "$printername" -L "$location" -D "$gui_display_name" \
-v lpd://"${address}" -P "$driver ppd" -o "$option 1" -o printer-is-shared=false \
-0 printer-error-policy=abort-job -E
/usr/sbin/cupsenable $(lpstat -p | grep -w "printer" | awk '{print$2}')
mkdir -p /private/etc/cups/deployment/receipts
/usr/libexec/PlistBuddy -c "Add :version string" /private/etc/cups/deployment/receipts/$printername.plist

/usr/libexec/PlistBuddy -c "Set :version $currentVersion" /private/etc/cups/deployment/receipts/$printername.plist

chown -R root: lp /private/etc/cups/deployment
chmod -R 700 /private/etc/cups/deployment

exit 0

Managing Printers with Munki


https://code.google.com/p/munki/wiki/ManagingPrintersWithMunki#Alternate_Method_Using_nopkg

All items

Google Chrome Mozilla Firefox
Browser - Google Browser - Mozilla

INSTALL INSTALL

Google Chrome

Google's web browser. Chrome offers the best compatibility with Gmail, Google Sites, Haiku,
and other Google-provided services. We recommend using Chrome as your primary browser.

Install




Prompt users to make simple decisions if you need their input.
Examples:
 Mail profile requires username, full name, etc.

e Custom setup assistant that loads up network shares, or
connects to internal services.

Tools to prompt users:
CocoaDialog

BigHonkinglText + AppleScript


http://mstratman.github.io/cocoadialog/
http://macosxautomation.com/mavericks/libraries/examples.html
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"It's IT policy.”



"That's a stupid policy. Who can | talk to about changing it?"



"You'll have to go talk to my boss."


















Giving users more control isn't the only way to improve the
experience.

We also need to remove unnecessary obstacles, and avoid asking
the user to make decisions.



Manage Apple software updates:
softwareupdate --schedule off

Manage third-party software updates. If possible, do them in the
background, silently, and unobtrusively.

If you can't do them silently in the background in a reasonable
way, schedule updates for a consistent time slot and
communicate this to users.

Make heavy use of profiles to manage settings for the OS,
applications, and settings.



1 Update Available

X Software Update Security Update 2014-005 1.0

'\, Restart Required @

Security Update 2014-005 is recommended for all users and improves the security of OS X.For information on
the security content of this update, please visit this website: http://support.apple.com/kb/HT1222.

Use of this software is subject to the original Software License Agreement(s) that accompanied the software being updated.

Show Incompatible App Updafes .




What users see when Software Update appears:

Software Update LOLOLOLOL

I'm going to ruin EVERYTHING and take 40 minutes to
restart

L RUIN EVERYTHING J . Go away and never come back_-l
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https://github.com/nmcspadden/Profiles/blob/master/Keynote.mobileconfig
https://github.com/nmcspadden/Profiles/blob/master/Pages.mobileconfig
https://github.com/nmcspadden/Profiles/blob/master/Numbers.mobileconfig
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https://github.com/nmcspadden/Profiles/blob/master/iMovie.mobileconfig
https://github.com/nmcspadden/Profiles/blob/master/iPhoto.mobileconfig
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https://github.com/nmcspadden/Profiles/blob/master/GarageBand.mobileconfig
https://github.com/nmcspadden/Profiles/blob/master/SetupAssistant.mobileconfig

¥ PayloadContent
vitemO
¥ PayloadContent
v com.apple.mcxMenuExtras
¥ Forced
vitemO
¥ mex_preference_settings
Bluetooth.menu
Displays.menu
TimeMachine.menu
delaySeconds

Array
Dictionary
Dictionary
Dictionary
Array

Dictionary
Dictionary
Boolean
Boolean
Boolean
Number

(1 item)
(6 items)
(1 item)
(2 items)
(1 item)
(1 item)
(4 items)



https://github.com/nmcspadden/Profiles/blob/master/MenuExtra.mobileconfig

Depending on their job, users tend to spend a great deal of time in
a web browser window.

Removing barriers to opening up a web browser and getting access
to content will go a long way towards improving the user
experience.



Common browser improvements:

Remove all first run dialogs (Firefox & Chrome, I'm looking at
you)

Turn off automatic updates, manage them yourself

Test updates / versions for compatibility with critical intranet
sites

Don't manage bookmarks. Instead, provide a single site users can
go to find content they need.

If you want users to gravitate towards a specific browser,
consider making it the default.



Firefox:

Use Mike Kaply's Client Customization Kit 2 to remove all the
annoying Firefoxisms.

| 800 CCK2 - Default Config

About
Web Pages

™ Display the menu bar by default

Help Menu 121 Remove the Web Developer menu

Hidden Ul
Permissions
Add-ons
Search Engines

@ Remove the 'Set As Desktop Background' menuitem

IQ Remove the 'Restart with Add-ons disabled' menuitem

Plisal Browser Window's Title Bar Text
ugins

Bookmarks The text you enter {for example, your company name) appears after the page
Toolbar title in the title bar. It is recommended that you use the format Mozilla

Firefox: Companyname Edition
Menu : Skl :

Preferences Custom Title Bar Text:
Ceneral
Privacy
Security
Sync
Data Choices
Update

Windows Registry

Certificates

Network

Miscellaneous

AutoConfig Only

Extension Only

Finish Previous



https://addons.mozilla.org/en-US/firefox/addon/cck2wizard/?src=hp-dl-upandcoming
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https://github.com/nmcspadden/Profiles/blob/master/Safari.mobileconfig
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https://github.com/nmcspadden/Profiles/blob/master/Chrome.mobileconfig
https://github.com/nmcspadden/Google-Chrome-Configurations

How do | figure out what settings to manage for other
software?

e Use a VM with snapshots to be able to easily test the same
procedure over and over.

e Use a tool like fseventer, opensnoop, or fs_usage to figure out
what files are created / modified when the program launches the

first time.

e |fit's aplist,use defaults read to see what keys exist. Use
the defaults command to try making modifications to see
what happens to the software.


http://www.fernlightning.com/doku.php?id=software:fseventer:start
https://developer.apple.com/library/mac/documentation/Darwin/Reference/ManPages/man1/opensnoop.1m.html
http://www.macobserver.com/tmo/article/os_x_using_fs_usage_as_a_troubleshooting_tool

How do | deploy these settings?

e |fit's a plist, use Tim Sutton's Make-Profile-Pkg to create a profile
that can be easily deployed in Apple pkg format.

e |[fit's not a plist, collect the preference files and create your own
deployable package out of them.

o Alternatively, use Profile Manager on OS X Server to upload a
plist file to create a profile.


https://github.com/timsutton/make-profile-pkg

To summarize:
We admins have a lot of power over the user experience.

Use it wisely!



