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About me...

x Sam Arseneau

= Owner of SupportMyMac
Ottawa-based Apple MSP

®x Apple certified since Mac OS X 10.4.

® Clients: SMB, Enterprise &
Government
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Agenda

= Planning

x Strategies

x Methods

x Software Deployment

® Deployment & Management Tools

® | Inks & Resources

. Q&A, Discussion
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Successful Deployments

® Putting the right tools in the right hands
x (Criteria:

® (Consistency

x Quality

x Repeatabillity

® No perfect solution
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10% Execution

-4

90% Planning



Ihe 6 Ps of Planning

Proper
dr=iglallale
4 Prevents
=

Performance!
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Planning

® Kick off meeting: know what they re about; dream out loud
®x (Gather user & security requirements, machine lifecycle
x Understand the client’s environment & budget

= Qbtain client sign-off on your project

® Scope of Work, Prerequisites, Project Acceptance

» Pre-Stage Time: Hardware, Network, Power, Quantity

x Stage Time: What could go wrong”? Plan for it.
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More Planning...

x Automation is key... Time is money. Pick the right solution!
® Celebrate and learn from your wins; Document Them!

» Monetize: Rinse and Repeat!
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Deployment Methods 0

= Manual, Non-Imaging aka Laissez-faire

x Checklist: "Follow the checkKlist, Uncle Jim”

x Bare Metal: Monolithic “Golden Master Image”

= Thin-Provisioning: Building on top of the existing OS

x Modular Imaging: Package-based deployment
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Laissez-taire aka Manual, Non-Imaging

® [he user opens up the box and sets up his/her own Mac

® [hIS IS a
consiste

really bad idea if you are concerned about
ncy, troubleshooting, configuration, or any other

normal |

functions!

x No Mac will ever be the same. Ever.

® \ery Inefficient

n #Disaster #Fall



Checklist Imaging “

®x Manually “image” by following a checklist of items to
install and settings to configure

x \ery time consuming but a process driven workflow
= Prone to user errors and “oops, | forgot to install that”
® No automation = No scalability

x #NotThereYet
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Monolithic “Golden Master Image”

x \WVhy”? We've been doing it for years... Easy to do but
takes a lot of time, every time.

®x New hardware requires new Iimage because of their
core OS build (support.apple.com/kb/HT1159)

®x |mage Is quickly outdated. Need to re-create your
image from the newest Mac.

® Requires additional post-deployment configuration

. Storage Space requirements, drain on the network

MACTES #GettingThere



Thin Imaging

The evolution of iIMac.

A4
\ -— & —

Don’t be fooled!

The Macs have been getting slimmer and slimmer... but thin
imaging is something totally different, my friends!
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Thin Provisioning

® [t’s what we refer to as an “Out-of-the-box approach”
» [Fastest way to deploy

® Doesn't rely on system-specific monolithic Images

® Supports Internet-based OS restores

x Human Factor Risk

= Can support a BYOD model



Thin/Layered Imaging

® [Use existing, good OS & Recovery HD

® Bulld packages for everything

= Bulld scripts for configuration

x Using tools like Casper Suite, Munki, etc.
x Useful for BYOD environments

® Could support major OS release within one day



Modular Imaging

® “(Gotta keep ‘em separated” (OS / Recovery
Partition / Applications / Settings)

» [ast to deploy updated image for new Apple
hardware

» 3rd Party applications and patches stay current
® Consistent experience across Images

x BYOD “capable” as well
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Solutions for Any Budget

x Cloning
= Command Line
® Deployment Solutions

® Additional Options




Cloning Tools



asr

haiutil

aiskutil

Command Line

ASR(8) BSD System Manager's Manual

asr — Apple Software Restore; copy volumes (e.g. from disk images)

SYNOPSIS
asr verb [options]

asr restore ——source source —-target target [options]
asr server -—source source ——config configuration [options]

asr restore --source asr://source --file file [options]

asr imagescan -—-source image [options]
asr help | version

DESCRIPTION

asr efficiently copies disk images onto volumes, either directly or via a
multicast network stream. asr can also accurately clone volumes without

the use of an intermediate disk image.

In its first form, asr copies source (usually a disk image, potentially
on an HTTP server) to target. source can be specified using a path in
the filesystem, or an http or https URL. It can also be an asr:// URL to
indicate a multicast source. asr can also be invoked with its second
form to act as a multicast server. In its third form, asr will restore a
multicast disk image to a file instead of disk volume.
form, asr prepares a disk image to be restored efficiently, adding whole-
volume checksum information. help and version provide usage and version

information, respectively.

In its fourth
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You deployed, now what??

= You want to deploy new apps to your workstations
® YOu need to deploy a new version of Flash, Office, etc.

® YOU Need a way to package it before pushing It out.




Packaging lools

x Use package from vendor (if available)
x Creating .pkg can be easy with the right tools
= Many third-party packaging tools

x PackageMaker, pkgutil, Iceberg, Packages, The
Luggage, JAME Composer, InstallEase

® Adobe uses a tool called Adobe Application Manager
Enterprise Edition (AAMEE) to create your .pkg



Packaging lools

JAMF Composer

Create Packages from

Pre-installed software

Monitor File

System Changes



Software Deployment

= Apple Remote Desktop
= Remote Control/Observe (Glorified VNG)

= Push packages manually (or use a task server)

= | imited Reporting; Asset Management
x $79 (App Store)
= Do you use ARD Inspector?

» Munki

= Automates software deployment (pkg) & Adobe
= Managed software updates; doesn’t require admin
x OS X Server not required; Webserver-based repository

= Free; Available at http://code.google.com/p/munki/



http://code.google.com/p/munki/

Deployment &
Management 100ls



JAMFE Casper Suite

L casper

® NModular Approach
® Packages are Everything

® Casper Tools: Casper Admin, Gasper Imaging,
Composer, Recon



Casper Suite

®x Composer - build scripts and base OS
®x Recon - scan/get machines enrolled

x Casper Admin - upload packages and build imaging
workflows

x Casper Imaging - installed on your NetBoot image,
runs workflows

® Casper Remote - remote assistance and instant
installs



Casper Suite

Distribute Apple
App Store apps.

Y
~

' y FileTransfer Appliance Featured

"

JAMF J55

"\ JAMF Nation

vy

W JAMF Wikis
u

g ! Web MHelp Desk
U Webex - One Click Meetin

Apple Services

—~

oK
@ Evernote

SalesForce
Lol

t ) WebEx

Box.com

Box Edit

Chatter Desktop for

Mac

Cet Bocks Author

Install Winclone Pro

JANF Thin maging
Config - Demo Mac

AN gox syne

Convert an OVA
Virtual Machine

Photo v9.4.3 Update ﬂ
Slab.
) ¢

Casper Suite 8.7

CrashPanPRO - JAMF

iMovie v9.0.9 Update

Tumes 1104

155Geabber VM v70

Categories

Install any
application,
from any vendor,
via Self Service.

Update Apple
App Store apps.




DeployStudio @

®x Setup, create NetBoot images

x Create workflows, add

» |nstalled on your NetBoot image, runs workflows
® Requires OS X Server

x Cost: Free



DeployStudio @

® DeployStudio Assistant

®x Setup, create NetBoot images
® DeployStudio Admin

x Manage configs/workflows
® DeployStudio Runtime

x nstalled on your NetBoot image, runs workflows



DeployStudio

DeployStudio Admin connected to dpstd-server.local

" VITY Title Description Access group Publish |
4 sample workflows: T -
Samp e Wor OWS. Install a package (phg) This simple workflow ¢ 4 ’
: Restore & master on a volume This simple workflow ¢ ‘ '
MA R Triple -OS restoration This workflow shows th 404

x (Create a master
(image) from a volume!

® |nstall a package (pkg) )

ource
Type Compressed - faster restoration, small footprint

Format Auto-detect

= Restore a master
(image) on a volume

N & ocal volume to preserve network bandwidth

= Triple OS Restoration




R;;;x;n.r;’e
B ACTIVITY
v & COMPUTERS
Lab
Qo
MASTERS
b & PACKAGES

B SCRIPTS

ample Worktlow

® DeployStudio Admin Server Edit Window Help

DeployStudio Admin connected to mainserver.pretendco.com

| Title

Create a master from a volume
Create Master Images

Install a package (pkg)

Restore a master on a volume

Target volume

Description

This simple workflow enables you

This simple workflow enables you
This simple workflow enables you

This workflow shows the 4 tasks...

First gisk avallable

Partition

ACCess group

Identifier

v
'O

LINUX
10C8

&

80%

%

WINDOWS
20%

Apply layout template

Custom

Secure erase before partitioning with the algorithm

Automate

Add partition

Active Directory binding
Binds a computer 10 an ACtive
Directory server

Automatic enroliment
Enrolls 2 computer 1o a MOM
server at first boot

Ovsk image
Creates a disk image of 3 volume
o parttion

Firmware Security
Enables Firmware Security at boot

Hostname form
Updates computer's name n the
DeployStudio database

Localization
Configures the default system
language & keyboasd layout

New user form
Updates compuner's local users list
in the DeployStudo catabase.

Package install
Insta¥s 2 package 0 a volume

Periodic NetBoot
Configures the computer %0

soinstalllaipackage (:pke)

Alert
Pauses the workflow by daplaying
an dert message.

Confgure

Applies computer’s settings
defined in the DeployStudio
database

File copy
Copies files and folders 10 2
VO lume

Cenaeric
Runs 2 sCript or any executable
fe

Licenses form

Updates computer's Server & Xsan
hcenses in the DeployStudio
catabase

Network location form
Updates compaters network
locations in the DeploySeudio
Catadbave

Open Directory binding
Binds a computer 10 an Open
Directory server

Partition
Creates multple partitions on a
SDECHC disk

Restore
Restores a disk image 10 a specific




ample Worktlow

® DeployStudio Admin Server Edit Window Help

DeployStudio Admin connected to mainserver.pretendco.com

E \ Active Directory binding Alert

— Binds 2 comauter 10 an Active Pauses the workfiow by daplaying
Runtime Directory server an alert message

B ACTIVITY Title Description Access group identifier
540E2220-1111.8888.23 S Automatic enrollment Configure
o e a Errolls 2 computer 10 2 MDM Apoiies CoOmpUTer's Se1Tngs
server at first B defined i the DeployStudio
B85 2322 50550080052 datadbase.

- s

. < 6 ¢ < mle T n e
v & COMPUTERS Create 2 master from a volume This simple workflow enables you
Create Master Images
install 3 package (pkg) This simple workflow enables you

CARISTIC-D5IR-44622

Lab

AF 4F 4r 4>

Disk image File copy
Creazes 2 disk image of 2 volume Copies Nes and folders 0 a
or parution volume.

-~
O Restore & master on a volume This simple workflow enables you

a MASTERS

» o PACKAGES
Firmware Security Caneric
PR SCRIPTS Erables Firmware Security at boot Runs a scrpe or any executable
hie

Hostname form " Ucenses form

Upcates computer's name in the : Upcdates computer’s Server & Xsan

DeployStudio database Icerses in the DeployStudio
datadase

Restore Localization - Network location form

Corfigures the default syytem Upcdates computer’s network
larguage & Leyboard layout locazions in the DeployStudio
Target volume Enter value... MacOsSX datadare
New user form Open Directory binding
image HFS macosx. hfs emg UVadases comouter's local users list Bads 2 computer 10 an Open

in the DeployStudio database Directory server

HFS only options Package install Partition
Instalis a package 0 2 volume Creates multiple pantitions om a
Rename volume to specific Cisk
v Don't check restoration (faster) ™ Erase target for block copy restoration (faster)
Periodic NetBoot Restore
v Rename ByHost prefs ™ Cleanup machine dependent files and caches Configures the computer 1o Restores 2 disk image %0 a specific
NetBoot perodcaly parution or disk
V Restore system recovery partitions =
Enable multicast restoration
Stream data rate 100 MB Startup trigger
Client disk speed 125 MB Timeout
Add generic BCD (Vista and later) Expand restored NTFS volume

M Set as default startup volume

o' Restore a master:from a volume




® DeployStud

@
Ru.;‘IT«;"nc
B ACTIVITY
v &8 COMPUTERS
Lab
Q
a MASTERS
P & PACKAGES

R SCRIPTS

ample Worktlow

Admin Server Edit Window Help

DeployStudio Admin connected to mainserver.pretendco.com

| Title Description ACCess group
Create a master from a volume
Create Master Images

Install 2 package (pkg) This simple workflow enables you

This simple workflow enables you

This simple workflow enables you

This workflow shows the 4 tasks...

Restore a master on a volume

Restore

Target volume Enter value... WINDOW

Image:  NTFS windows.ntfs.gz

HFS only options

Rename volume to

¥ Don't check restoration (faster) v Erase target for block copy restoration (faster)
v Rename ByHost prefs ¥ Cleanup machine dependent files and caches
¥ Restore system recovery partitions

Enable multicast restoration

Stream data rate 100 MBs Startup trigger

Client disk speed 125 MBs Timeout

Add generic BCD (Vista and later) Expand restored NTFS volume

¥ Set as default startup volume

Automate

Active Directory binding
Eads 2 computer 1o an Active
Directory server

Agtomatic encoliment
Enrolls 2 compuner 2o 2 MDM
server at frst boot.

Disk image
Creates a disk image of 3 volume
Or partiton

Firmware Security
rables Firmware Securty at boot

Hostmame form
UpCates computer's name n the
DeployStedio database

Lecalization
Configures the defauk system
Lnguage & keyboard layout

New user form
Updates computer’s local users list
in the DeployStudio database

Package install
Installs a package 0 2 volume

Periodic NetBoot
Comfigures the computer to

s iriplet@5iRestoration

Alert
Pauses the workflow by displaying
an dert message.

Configure

ADDles computer’s setings
defined in the DeployStudio
database

File copy
Copies files and folders to a
voiume

Ceneric
Rurs a script or any executable
fe

Licenses form

Updates compater's Server & Xsan
licenses in the DeployStudio
Catabave

Network location form
Updates computer's metwork
locatons in the DeployStudio
database

Open Directory binding

Binds a computer 10 an Open
Directory server

Partition
Creates muitple partitons on a
SOECAC disk

Restore
Restores a disk image 10 a spec#ic

(VVindows




ample Worktlow

® DeployStudio Admin Server Edit Window Help

DeployStudio Admin connected to mainserver.pretendco.com

‘@' ‘ E C Active Directory binding Alen

Brds 2 computer 10 an Active Pauses the workflow by displaying

Runtime Directory server an alert message

ACTIVITY Title Description AcCess group

W Vi

Agtomatic enrollment Configure

Enrolls 2 computer 10 3 NDM Applies compuner's Setings

server at first boot, defined in the DeployStudio
database

reate 3 ster from 2 m ¢ < ¢ ables v
v & COMPUTERS Create a master from a volume This simple workflow enables you

Create Master Images

Install 2 package (pkg) This simple workflow enables you
-~ " "
o Restore a master on a volume This simple workflow enables you Disk image File copy

; Creates a disk image of 2 volume Copies files and folders to a
a MASTERS This workflow shows the 4 tasks... : . OO000O00C .

or parsition volume

T T
CRRISTRC- D528

Lab

» o PACKACGES

firmyware Security Ceneric

Enables Firmware Securnty at boot Runs a script or any executable
fle

R SCRIPTS

Hostname form Licenses form

Updates computer's name n the Upcdates computer's Server & Xsan

DeployStudo database Icerses in the DeployStedio
databae

Restore Lecalization Network location form

Confgures the default system Updates computer's aetwork
Lnguage & keyboard layout. locazions in the DeployStudio
Target volume: | Enter value... ananase

New user form Open Directory binding
Upcates computer's local users list ] Brds 2 computer 10 an Open
in the DeployStud o database Drectory server

image: | DEV : | linux.dd.gz

HFS only options Package install Partition
Instalis 2 package 0 a volume Creates mutiple pantitons on a
Rename volume to specific cisk
@ Don't check restoration (faster) v Erase target for block copy restoration (faster)

Periodic NetBoot Restore
& Rename ByHost prefs ¥ Cleanup machine dependent files and caches Configures the computer to Restores & disk image 10 & specific

¥ Restore system recovery partitions —
Enable muiticast restoration

Stream data rate ] VB Startup trigger

Client disk speed 125 MB Timeout

Add generic BCD (Vista and later) Expand restored NTFS volume

S s riplel@5 Restoration|(Linux)




Deployment &
Management [ools

Other Tools: Limited Systems:

x leVWave ® | ANDesk - Windows focus
x Absolute Manage ® Microsoft SCCM

= Puppet

®x Simian (Google Apps Engine)



Additional Options

x Centrify: From a Directory Point of view
= | ANDesk InstaDMG or AutoDMG
x CanHazlmage

x AutoPkg
x CreateUserPkg



Real World Tips & Iricks

® Use a barcode scanner for inventory

x Make use of asset management tags, labels/stickers

®x Create a checklist for onsite deployments

® |mage workstations at your office, then bring them onsite
® Setup a mobile deployment Mac mini

= Don’t forget a UPS. #Murphysl.aw

x easure twice, cut once.

MACTEEH




Summary

x Pick the right tools for the job; Don’t discount free/open
source software

® Pick a solution based on requirements/functions rather than
price

x Pac-Man Planning: Spend more time planning than doing
(90/10)

= Document your process; rinse and repeat!

®x Remember the 3 key concepts: Quality, Consistency &
Repeatability

MACTECH =




| INks & Resources

x AFP548.com
» Krypted.com
»x Maclech.com

® Nttp://managingosx.wordpress.com/category/
deployment/

» Apple Consultants Network
consultants.apple.com

MACTIEEH



http://images.apple.com/education/docs/l521219a_osx_deployment_guide_jan2013.pdf

Don't be a stranger...
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sam@SupportMyMac.ca

/s @
IN Linkedin: Sam Arseneau

. @supportmymac
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