Security.
Keeping them out.



Why do we care!

MACTIECH



How do we measure success?

MACIEER



ren’t Macs inherently secure!
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How do you get compromised!?

® Phishing

® Weak passwords

® Missing patches

® Vulnerable runtimes

® Malware

e APT




What can we do!

MAC IIEEE



What can we do!

MORDAC, THE PREVENTER
OF INFORMATION
SERVICES.

To complete the
log-in procedure,
stare directly
at the sun.

IN A PERFECT WORLD,
NO ONE WOULD BE
ABLE TO USE ANYTHING.

scottadams @aocl.com

SECURITY IS MORE
IMPORTANT THAN
USABILITY.

7 ©2007 Scott Adams, Inc./Dist. by UFS, Inc,

www.dilbert.com



Security is trade-offs

® Understand the problems you want to solve
® Align interests and incentives
® Plan ahead

® Plan to fail

MACTIECH



Depth and breadth

® Encryption — in transit, at rest

® System access

® Physical access

® Segmentation — networks, functions, people

® Policies, procedures, plans

MACTIECH



Weakest Link

* YEAH, IFYOU COULD STOP USING THE WORD "HACKED"
FOR EVERY TIME'SOMEONE FIGURES OUT YOUR
—— ms,swoly‘__\
" & -




25 most common passwords

Rank [Password Change from
| 4 letmein Down 7

|5 photoshop New

16 1234 New

|7 monkey Down ||
|8 shadow Unchanged
19 sunshine Unchanged
20 12345 New

21 password| Up 4

22 princess New

23 azerty New

24 trustno Down 12
25 0 New

Rank |Password Change from
I 123456 Up |

2 password Down |

3 12345678 Unchanged
4 gwerty Up |

5 abc123 Down |

6 123456789 New

7 REENN Up 2

8 1234567 Up 5

9 iloveyou Up 2

10 adobe |23 New

| | 123123 Up 5

12 admin New

13 1234567890 New

MACTIECH

Source: http://splashdata.com/press/worstpasswords20 | 3.htm




© ~28 BITS OF ENTROPY | | \JAS IT TROMBONE? NG
(N%’G’ Cbueas) . ORDER ' TROUBADOR. AND ONE OF
) UNKNOWN THE Os WAS A ZERQ®

BASE WORD \
’r—a " AND THERE
Tr@ubddor &3 o0 oS . s ool

( PLAVSIBLE ATTALK ON A WEAK REMOTE
WEB SERVICE. YES, CRACKING A STOWEN

(YO CAN AOD A By FORE B PUNCTUATION DIFFiCOLTY To GUESS: | | DIFFICOLTY TO REMEMBER:
RCOUNT FoR THE mur%mm T:nsTo t-AW
15 ONLY ONE OF A FEw CoMMON FORMATS) .

A\

~ {4 BITS OF ENTROPY

correct horse battery staple

2" =550 YEARS AT
1000 GUESSES/SEC
FOUR RANDOM /

YOUVE ALREADY
HARD MEMORIZED IT

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE' PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.




~ 28 BITS OF ENTROPY | [ \WAS IT TROMBONE? NO,

UNCOMMON ORDER , TROUBADOR. AND ONE OF
(NON-GIBBERSH) | ;nikNOwN THE Os WAS A ZERQ?

BASE WORD :
a o % o ANDETHERE' Was
Trouvhddor &3 wocesEse || e

o SEncE e, R, A 00
, , KING A N
CAPS? 5%%2}"1%\1“ e NUMERAL | [ A Sl S s o ssoor)

PONCTURTION DIFRcOLTY T0 GUESS: DIFFICOLTY TO REMEMRBER:
L EASY HARD
1 Ooy e OF e Copon éamrs) ' >

e

< HY RITE6.0F ENTROPY

correct horse battery-<fople

2" =550 YEARS AT

1000 GUESSES/SEC
FOUR RANDOM /

COMMON WORDS DIFFicOUTY To uESs: | | OIFFICULTY To REMEMBER:
YOUVE ALREADY
HARD MEMORYZED IT

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE' PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.




Passwords

® Consider the risks of compromise

® Don’t reuse passwords
® Understand how passwords are compromised

® Password managers
® Most people can’t remember enough strong
passwords, but can remember one

® Password expiration can solve the wrong
problem

MACTIECH



Policies and lraining

® |[nstill security mindset — "misuse cases”
® Social Engineering

® |[ncident Response

MACTIECH



Encryption

® Full-disk encryption — FileVault, Data Protection

® Transport encryption — HTTPS, PGP, S/MIME
e Key / Certificate management

® Authentication
® Ciphers, implementation, people

® Cross-platform access

MACTIECH



Perimeter Security

|. Disable everything — in and out

2. Enable only necessary access

3. Repeat



Network Security

® Disable everything — in and out
® Network firewalls - deny by default

® Enable only necessary access
® Track all changes to network access

® Repeat
® The Internet-facing perimeter is not enough

® J[rade-offs

MACTIECH



Endpoint Security

System Preferences

M E @/¢\0 &

Desktop & Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privac

= Q

Displays Enerqgy Keyboard Trackpad Printers &
Saver Scanners

O

iCloud Internet Network Bluetooth
Accounts

Parental App Store Dictation Date & Time Startup Time Accessibility
Controls & Speech Disk Machine




Endpoint Security

e O Sharing
| 4| > || ShowAll |

Computer Name:

Computers on your local network can access your computer at:
ashiok.local

On  Service ) Screen Sharing: Off

@  Screen Sha"ng Screen Sharing allows users of other computers to remotely view and

File Sharing control this computer.

Printer Sharing

Remote Login

Remote Management

Remote Apple Events Allow access for:
Internet Sharing

Bluetooth Sharing

M\
| Click the lock to make changes.




Endpoint Security

Security & Privacy

> | | Show All |

FileVault  Firewall Privacy

A login password has been set for this user | Change Password...

o

Require password @ immediately 3 | after sleep or screen saver begins

| Click the lock to make changes.




Endpoint Security

Security & Privacy

> | | Show All |

Ceneral SAETIAY Firewall Privacy
FileVault secures the data on your disk by
encrypting its contents automatically.
FileVault is turned on for the disk “Macintosh HD".

A recovery key has been set.

(@
| | Click the lock to make changes.




Endpoint Security

Security & Privacy

> | | Show All |

Ceneral FileVault |72 =118 Privacy

© Firewall: On

The firewall is turned on and set up to prevent unauthorized applications, programs,
and services from accepting incoming connections.

)L

l

| Click the lock to make changes.
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l

Endpoint Security

Security & Privacy
- | | Show All |

FileVault = Firewall Privacy

A login password has been set for this user | Change Password...

s

Require password @ immediately =+ | after sleep or screen saver begins

|
‘] Click the lock to make changes.



Endpoint Security

Security & Privacy

> | | Show All |

Ceneral SAETIAY Firewall Privacy

FileVault secures the data on your disk by
encrypting its contents automatically.

FileVault is turned on for the disk “Macintosh HD".

A recovery key has been set.

| Click the lock to make changes.




Endpoint Security

Users & Groups
> | | Show All |

Login Items

u Change Password...

Full name: Andrew McDonnell

Contacts Card: Open...

Q Login Options Open Parental Controls...

)

| Click the lock to make changes.



Endpoint Security

Users & Groups
> | | Show All |

O Andrew McDonnell

Standard

| Click the lock to make changes.



Endpoint Security

® Remove Java and Flash
® Chrome includes Flash, Java only if essential

® Only join trusted, encrypted networks (VWPA+)

® Think of hardware as your body




MACTIECH

Security is hard

+ SSLHashSHAl.update(&hashCtx, &clientRandom)) != 0)

+ SSLHashSHAl.update(&hashCtx, &serverRandom)) != 0)

+ SSLHashSHAl.update(&hashCtx, &signedParams)) != 0)

SSLEashSHAl.final(&hashCtx, &hashOut)) != 0)

-r

sslRawVerify(ctx,
ctx->peerPubKey,
dataToSign, /* plaintext */
dataToSignLen, /* plaintext length */
signature,
signaturelen);
if(err) {
sslErrorLog(
, (int)err);
goto

SSLFreeBuffer(&signedHashes);
SSLFreeBuffer(&hashCtx);
return err;



Questions!

2

Andrew McDonnell
andrew.mcdonnell@astechconsulting.com

510.270.5551



mailto:andrew.mcdonnell@astechconsulting.com?subject=

