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Technolutionary LLC

A California native, Tom studied the humanities at

Denison University in Ohio before moving to the
District of Columbia in 2000.

Tom entered the IT field in 2001 at the National
Center for Education and the Economy before
founding Technolutionary in 2005.

When he’s not tending to access points, controllers
and clients, he’s at the ballpark, or with his family on a
bike ride. He lives in Brookland, in Northeast DC.
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Before we start...

Huge shout out for curriculum to:
Jeanette Lee
jlee@ruckuswireless.com
@ruckusgirl


mailto:jlee@ruckuswireless.com

Let’s Talk About

® Wi-Fi overview
® WLAN design principals
® Planning for high density

® Troubleshooting
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Wi-Fi Fundamentals
802.1 | principles and standards



802.1 1 Standards

Supported Data

Modulation Date release
Rate

Standard Frequency

802.1 | 2.4GHz 1,2 Mbps FHSS, DSSS 1997
802.11b 2.4GHz 1,2,5.5, 11 Mbps  DSSS Sept |6th, 1999
802.11a 5GHz (2’;2 5'62,;"88”5 . OFDM Sept |6th, 1999
802.11¢g 2.4 GHz ééii’é‘g” |54|1 121 bsss,OFDM  June 2003
802.11n 24/5GHz  Up to 600Mbps ﬁ"T_FgeF‘[’;‘;,‘I‘S’ PIUS * ene 11th, 2009
802.1 lac 5 GHz Up to 6.93 Gbps OFDM Draft
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2.4 GHz Spectrum

® Only 3 non-overlapping channels (1,6 and | |)

® Propagates better through obstructions like walls (is
this a good or bad thing)

® Widely adopted frequency for millions of devices e.g.
smart phones

® Heavily congested frequency

® 40MHz channels is not feasible

1 2 3 = 5 6 7 8 9 10 11 12 13 14 Channel
2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2467 2472 2.484 Center Frequency

TTTT ‘ ISNUPR SUUTUO SU . . _ T (GHz)
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2.4 GHz Channel Planning

® Goal:As little interference
as possible with non- | 6 ¥

overlapping channels
I |

® Reality: Not gonna happen | 6 X
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Why Channels |,6,& ||
Have Problems

® | ots of APs on these channels in urban environments
® Most of those APs are far away from our AP
® Most of those APs are using | mbps for beacon/mgmt

® Constant sea of Imbps beacons and probe responses
® Very low rx power at our AP
® |rrelevant to our AP
® (Can easily ‘overpower’ them for our own clients
® ... if it wasn’t for their damn preambles popping
out!

® | eaving |,6,11 can fix this problem!
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DFS

m = 24 non-overlapping 20 MHz channels

= || non-overlapping 40 MHz channels

= Only 4 non-DFS channels for bonding
m = Creates channel planning problems similar to 2.4 GHz

m = 5 GHz isn’t a panacea, RF management is still king




5 GHz: The Future of Wi-Fi

® S5GHz band has 6-7 times the available
bandwidth of 2.4GHz in most countries.

® |arge number of channels allows
frequency reuse factors of 4,7,9, or 12+
(compared to 3 for 2.4)

® Allows much denser AP placement

® 8 to 20x the mbps/m2 of 2.4 GHz band (!)
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802.11In

® Multiple Transmit/Receive chains (MIMO)
® Uses Tx:Rx notation, e.g. 3x3
® Fewer errors, more robust, multi-path is an

advantage

® Spatial multiplexing
® Send different data on different paths = twice
the throughput!
® Streams indicator notation: 3x3:3

Minimum Tx/Rx Spatial Maximum Link
Chains Streams Speed

Single stream  1x1 1 150 Mbps
2 stream 2X2 2 300 Mbps
3 stream 3x3 3 450 Mbps
4 stream 4x4 4 600 Mbps
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TxBF vs.
Multiple Spatial Streams

® TxBF:Transmit Beam Forming
® |ntroduced with 802.1 In, chip-based
beam-forming is used to direct RF
signals towards a desired area. Multiple
antennas are used to send multiple

copies of the same data t]\
® Chip-based beam-forming does >
o
®

not work well with spatial

multiplexing
® | ose streams in favor of TxBF
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802.1 1 MCS Rates
Your Best Friend

20MHz | 40MHz | 20MHz 40MHz
0| 1 BPSK 1 | 65 [135| 72 [ 150
1 | 1 QPSK 12 | 13.0 [ 27.0| 144 | 300
2 | 1 QPSK 34 | 19.5 | 405 | 217 | 450
3 [ 1 16-QAM 12 | 260|540 | 289 | 600
4 | 1 16-QAM 34 | 39.0 810 433 | 900 .
5 | 1 64-QAM 23 | 52.0 [108.0] 578 | 1200 mcsmdex.com
6 | 1 64-QAM 34 | 585 |121.5| 650 | 1350
7 | 1 64-QAM 5/6 | 65.0[135.0| 722 | 1500
8 | 2 BPSK 172 | 13.0 | 27.0 | 144 | 30.0
9 | 2 QPSK 172 | 26.0 | 54.0 | 289 | 60.0
10| 2 QPSK 34 | 39.0 | 81.0 | 43.3 | 90.0
11| 2 16-QAM 112 | 52.0 [108.0] 57.8 | 120.0
12| 2 16-QAM 34 | 78.0 |[162.0| 86.7 | 180.0
13| 2 64-QAM 23 |104.0]/216.0| 115.6 | 240.0
14 | 2 64-QAM 34 | 117.0|243.0| 130.3 | 270.0
15 | 2 64-QAM 5/6 |130.0(270.0| 144.4 | 300.0

Not just data rates |,2,5.5 and | | any more;Are you using a single,
dual or three stream device for testing. What do your performance

MACTECH numbers mean!?


http://mcsindex.com

Check Your MCS

1») Gl Nov 7 9:41 Jeanette Lee

® SNR and MCS will tell e P10

Turn Wi-Fi Off

the real Stor)’ v MacTech - Mgmt a

. ,))

® RSS| is meaningless —
don’t even bother with it

MacTech - Attendees

@) Data rates Change OVGF MacTech - Speakers

Marriott_Guest

t|me, ada one time glance Join Other Network...

Create Network...

guarantees nothing in the e
next second!
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2)) ) )
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802.1 lac

® The trigger for 5GHz everywhere

® | ed by Apple and other consumer specialists
® |n-home device sync, video, backup, etc
® “Gigabit Wi-Fi” on retail shelves

® ||ac’s best feature is that it is SGHz only

® ||ac Apple devices
® Newest Macbooks
® Airport Extreme
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802.1 lac Performance

® Wave | (now)
® Wider channels (80-160 MHz)
® Vs.20-40 MHz for 802.1 In
® Modulation: up to 256 QAM

® Wave 2 (2014+)
® More spatial streams (up to 8!)
® Multi-user MIMO (Phase 2)
® Multiple stations transmit/receive
simultaneously
® Streams separated spatially not by

frequency
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Add an 802.1 |
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802.1 lac Performance

WiFiPerf
m Server
: .®» Mbps ® Client To Server Test Type:
ion: Data/BandWidth Format: - i ion:

st Duration: 30 Kbps Transfer Direction: Server To Cllent TCP .

ats Interval: 2 . Graph Max Speed (Mbps): 1000 Voice Alert Run Test

ats Interval:2 sec Transfer Direction: Client To Server Test Type: TCP
Interval Transfer S/R Bandwidth Interface Name SSID Tx Rate Signal/Noise  PHY Mode

3+ 10.253.254.21 0.00-30.01 sec  1929.88 MB |539.53 Mbps WiFi DaweCo 1300 53 802.11ac

= 26.02-28.03 sec 112.25 MB [470.28 Mbps WiFi DaweCo 1300 53 802.11ac

24.02-26.02 sec 105.12 MB [440.91 Mbps WiFi DaweCo 1053 53 802.11ac
22.02-24.02 sec 107.75 MB [451.88 Mbps WiFi DaweCo 1170 53 802.11ac
20.02-22.02 sec 107.38 MB [449.47 Mbps WiFi DaweCo 1300 53 802.11ac
18.02-20.02 sec 108.50 MB [454.28 Mbps WiFi DaweCo 1300 53 802.11ac
16.02-18.02 sec 107.88 MB [452.46 Mbps WiFi DaweCo 1300 53 802.11ac
14.01-16.02 sec 107.62 MB [451.20 Mbps WiFi DaweCo 1170 53 802.11ac
12.01-14.01 sec 111.25 MB [466.03 Mbps WiFi DaweCo 1053 53 802.11ac
10.01-12.01 sec 130.38 MB [545.97 Mbps WiFi DaweCo 1053 54 802.11ac
8.01-10.01 sec 168.12 MB 705.12 Mbps WiFi DaweCo 1300 54 802.11ac
6.01-8.01 sec 165.38 MB [692.69 Mbps WiFi DaweCo 1300 53 802.11ac
4.00-6.01 sec 162.00 MB [678.32 Mbps WiFi DaweCo 1300 53 802.11ac
2.00-4.00 sec 163.50 MB [685.77 Mbps WiFi DaweCo 1300 53 802.11ac
0.00-2.00 sec 162.38 MB 1680.26 Mbps hIWiFi DaweCo 1300 53 802.11ac
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WLAN Design
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Define Network Requirements

® Coverage area
® Applications

® Type of devices and performance
o All Ix|? 3x3:3?

® Number of expected devices

® Number of simultaneous devices
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Coverage vs. Capacity

AP count Low
Limiting factor Distance
Obstacles Bad
Client speed N/A

Design metric SNR

Number of channels Conservative

High
Interference
Good

High as possible
SINR

Every channel
possible



How Much?!? How Far?

® Everyone wants to know how far an AP can go...
® Answer: It depends.

® Factors:
® Obstructions (walls, windows, etc.)
® Construction material (dry wall vs. steel doors)
® [nterference (SNR)
® How many devices!
® Minimum application requirements
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Determining AP Capacity

® Determined by number of clients and their

airtime consumption

Airtime = (bandwidth required/max. throughput)
* 100

AP capacity = alrtime * base capacity
® | Mbps streaming video on tablet w/max
throughput of 40 Mbps:

1 Mbps/40 Mbps * 100 = 2.5%
2.5% airtime = maximum 40 devices per radio
70% base capacity = 28 devices per radio

® Always plan to leave some capacity for future
growth.
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Adding Up the Costs

Throughput Loss Achievable Rate

® Take the actual client throughput ...
TCP protocol ~50% (overhead) 75 Mbps

® TCP:40%-60% of data rate (PHY)  inacieanenvronment  vervisie 70,75 Mos
® UDP: 60% of data rate (PHY) n @ busy nstirork anifoant (25001 -

Some outside interference
(CCl/adjacent/non-802.11) Sianificant (~25%) ~37 Mbps

® And subtract ...

With heavy interference Huge ??

® | oss from contention/congestion
® Dependent on number of
simultaneous clients
® | oss from RF interference
® Dependent on number of networks
on same channel as well as errors

from adjacent channels
® Non-802.11 noise
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Righ Density Math Example

® 7/ classrooms with 30 students using Ix|:1 5 GHz tablets
® Need low latency and about | Mbps each for
streaming video
® Simultaneous usage

Number of devices = 210

210/ 7 radios (5 GHz) = 30 clients/radio — no channel overlap »
210/ 14 radios (dual) = 15 clients/radio — 4 channel overlap (2.4 GHz) 9

30 € || s

MACTECH



High Density Strategies

e S5GHz

® [ncrease AP count to the extent possible

® Use attenuation (obstacles)

® Frequency re-use via structural separation
® Non-traditional 2.4GHz channel plans

® Use RF simulation tools to optimize design

® Configuration optimizations & adaptive
algorithms
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Reducing Transmit Power

® Does not help signal to interference

® Guaranteed to reduce signal to external
interference
® Not good! Your clients should hear you
better than someone else

® | ower power = lower transmit speed = clients
take longer to get on/off the air

® Reduces capacity
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More Strategies

e OFDM Only

® Disable background scanning

® |imit # of SSIDs if possible

® Disable ‘services’ that potentially deny service

® Review the vendor mounting documentation;
shapes are important

MACTECH
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Troubleshooting
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ldentify the Problem

“It doesn’t work’ is not useful!
® Can the client connect! (Do | have bars?)
® Can it authenticate! (Password errors?)
® | ow performance? (Low MCS Index?)
® Roaming!? (Switching between APs?)

® Are certain types of clients affected or all?
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ldentify the Problem

Negotiation with the AP

Negotiation with the Network

Functionality once Connected
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Client Can’t Connect

® RF interference may prevent this
® Client is not configured correctly

® (Client does not support network configuration
e OFDM-only will block 802.1 Ib clients

® Are there APs nearby that it can hear strongly?
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Classic Symptoms of
RF Interference

® (Classic symptoms:
® Clients drop off network randomly or have
difficulty connecting
® High latency or data loss

® Huge number of PHY errors (>2500 per
second)

® Can be difficult to detect without an RF
analyzer
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RF Interference Mitigation

® Things you can do:
® FEliminate source of interference
® Change channel assignments (if clear ones
exist)
® | ower transmit power

® Move clients to 5 GHz — band steering or
change WLAN adapter
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Client Can’t Authenticate

® Misconfigured authentication
® User name/password incorrect

® (lient blacklisted
o WIPS/WIDS

® Trying to connect to the wrong SSID
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| ow Performance

® No strong signal available (no nearby AP)
® High interference
® |[ow connection rate (MCS)

® (lient stickiness
® Roaming

® TJoo many clients per AP radio
® High latency

® The client just ain’t that fast
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Performance Fixes

® Add more APs if coverage is too sparse, i.e.

clients can get too far away=lower connection
rate

® Reduce interference
® More channels

® |[ncrease capacity in areas with excessive
number of clients per AP

® Airtime fairness — allows differently capable
clients to share medium in a managed fashion
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Essential Troubleshooting Tools

® Different types of clients
® |[solate driver-specific issues

® Performance test tools

® Perf

® MetaGeek inSSIDer
® NetSpot

® Vendor tools like:

® Ruckus SWAT, SpeedFlex, Zapper

® RF analyzer (MetaGeek, AirMagnet, etc.)
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Apple-specific Tools

® Check Wi-Fi connection on Mac
® Hold down Option key and
click airport icon in top menu
bar

® | earn and use the command line
airport tool

® http://osxdaily.com/2007/01/18/

airport-the-little-known-
command-line-wireless-utility/

MACTECH
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Join Other Network...
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Open Network Preferences... I



http://osxdaily.com/2007/01/18/airport-the-little-known-command-line-wireless-utility/

Do-lt-Yourself
Performance Testing
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Ruckus Mobile Apps

® Apple iOS ® Android
o SWAT o SWAT
® /apper/SpeedFlex
® /D Remote
® Product Guide ® More coming soon!

® Mac OS/Windows
® SpeedFlex

MACTECH



b2:b2:dc:9¢c:ae:34
00:11:74:93:29:a0

Metageek InSSID

SSID Vendor
NETGEAR70
2106Dexter
Smoky
WOLFE2
Smoky
Asstastic

EL Betas
myqwest4995
Moo-G
GreenPuppy Cisco-Linksys, LLC
CreenPuppy-guest Cisco-Linksys, LLC
Moo-N Ruckus Wireless
myqwest0112
CreenPuppy

NETGEAR
Apple, Inc

Cisco-Linksys, LLC

Wibhu Technologi...

Wibhu Technolog...

Actiontec Electron...

Actiontec Electron...

inSSIDer

Channel  Security
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WPA Personal
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Max Rate
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2.4 GHz Channels
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ZapPerf and iPerf2
(Access Agility)

il ATET & 3.5 6:26 PM 85 %o [
® Based on ZaP/iPe rf on @ Client Test
. . # Avg Max Median BSSID SSID
® Aval Iable for IOS 1: 0.0 Mbps 0.0 Mbps 0.0 Mbps O:misssie slow €

il Verizon = 2:48 PM

Client Add : 10.10.130.91 TServer Add : 127.0.0.1 Test Type : TCP
BSSID : 5C:0E:8B:63:38:F0 SSID : AA-Engineering

Speed (Mbps)

10 20
Test Duration (30) (Stats Interval = 10)
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Zapper (Ruckus)

40

e N — 32 Mbps available 50% of time
25 Mbps available 90% of time

30

25

20

Mbps

0 20 40 5 60 80 - 100

UDPDown 2 JupbrPup @
3 run: B 3 nun:

279 22.0 1128 7.0

@50% @90% 1 @50% @90%
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SWAT (Ruckus)

- - —t—

44 90Mbps} |

o ™

Setup Floorplan Set Scale Save Add Access Point Add Survey Point
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RF Analyzers
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Questions!

Tom Bridge
tom(@technolutionary.com
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