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What are Profiles?

<array/>
<key>dvd</key>
<array/>
<key>dvdram</key>
<array/>
<key>disk-image</key>
<array/>
<key>harddisk-external</key>
<array/>
<key>harddisk-internal</key>
<array/>
</dict>
</dict>
<dict>
<key>PayloadType</key>
<string>com.apple.DiscRecording</string>
MACTECH <key>PayloadVersion</key>
<inteaer>1</inteaer>






Profile Basics

— Configuration profiles
— Managed profiles
— Trust profiles

— Provisioning profiles



Configuration Profiles

— VPN settings

— Email server settings

- Exchange settings

— LDAP directory service settings

— CalDAV calendar service settings
— Web clips

— Credentials and keys

- Configuration profiles are in property list format, with Data values stored in
Base64 encoding. The .plist format can be read and written by any XML library.
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Managed Profiles

— Add or remove configuration profiles
— Add or remove provisioning profiles

— Lock screen

— Query information about different settings including security, computer,
network, installed applications, and installed profiles
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Trust Profiles

IOS 7: List of available trusted root certificates
http://support.apple.com/kb/HT5012

@006 Keychain Access

@ Click to unlock the System Roots keychain.
Keychains

" login e | XRamp Global Certification Authority
' Local Items L Root centificate authority

Expires: Monday, January 1, 2035 at 12:37:19 AM Easte

System
@ This certificate is valid

System Roots

A Kind
A-Trust-nQual-01 certificate
A-Trust-nQual-03 certificate
A-Trust-Qual-01 certificate
Category A-Trust-Qual-02 certificate
4 Al ltems AAA Certificate Services certificate
.. Passwords AC Raiz Certicdmara S.A. certificate
- Actalis Authentication Root CA certificate
) Secure Notes AddTrust Class 1 CA Root certificate
L My Certificates AddTrust External CA Root certificate
I Keys AddTrust Public CA Root certificate
[ Certificates [ AddTrust Qualified CA Root certificate
"] Admin-Root-CA certificate
1 AdminCA-CD-TO1 certificate



http://support.apple.com/kb/HT5012

Provisioning Profiles

ommon for testing of apps under development that will either be distributed via
the App Store when complete or managed as In-House apps via an MDM
solution.
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Profile Structure & Format

<key>PayloadContent</key>

<array>

<dict>

<key>ABT_PayloadVersion</key>

<integer>1</integer>

<key>PayloadDescription</key>

<string>Configures security-related items.</string>
<key>PayloadDisplayName</key>
<string>Passcode</string>
<key>PayloadIdentifier</key>
<string>FB60D71D-2FOF-4678-A30C-281E4E37A88BB. passwordpolicy
<key>PayloadOrganization</key>
<string>Pharmetrics</string>

<key>PayloadType</key>
<string>com.apple.mobiledevice.passwordpolicy</string>
<key>PayloadUUID</key>
<string>1A264C7C-EE3A-45B85-98DD-5C4A1DA369F7</string>
<key>PayloadVersion</key>

<integer>1l</integer>

<key>allowSimple</key>

<true/>

<key>forcePIN</key>

<true/>

<key>maxInactivity</key>

<integer>5</integer>

<key>minLength</key>

<integer>4</integer>

<key>requireAlphanumeric</key>

<false/>

</dict>
1 AV>



Mandatory Keys

- The Payloadldentifier key determines whether a new profile should
replace an existing profile or be added

- The General settings payload is the only required payload in a
configuration profile; it sets the name & identifier of the config profile

Configuration Profile Key Reference:

https://developer.apple.com/library/ios/featuredarticles/
iIPhoneConfigurationProfileRef/Introduction/Introduction.html
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https://developer.apple.com/library/ios/featuredarticles/iPhoneConfigurationProfileRef/Introduction/Introduction.html

%Variables% in Profiles

WIFIMAC

- 802.1X network variables

— AD_ComputerlD, AD _Domain, AD_DomainForrestName,
AD DomainNameDNS, AD_ KerberosID, ComputerName, HardwareUUID,
HostName, LocalHostName, MACAddress, SerialNumber
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Signed Profiles
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Creating Profiles

- 3rd party MDM solution

More on this after a couple of additional slides



Distributing Profiles

- Automatically, via a MDM solution

After initial enrollment, they get installed as well with a MDM solution



Installing Profiles

- Automatically via MDM solution once device is enrolled
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iIPhone Configuration Utility (IPCU)

;\.~

{ r__l Contgure Restrctions
Use ths seCtion 10 spechy settings related 10 appication
g Content restriclions. (Users wil net be able 10

— N modfy these 1ettngs on their devices onte the
configuration profe i inatalled )

Confgure

— Note: for use with Lion &
Mountain Lion; for Mavericks,
use Apple Configurator



http://support.apple.com/kb/DL1465
https://itunes.apple.com/us/app/apple-configurator/id434433123?mt=12

Apple Configurator

Apple Configurator

®© O

Prepare Supervise Assign

| ]

Supervise Devices Assign Devices

Enforce a standard configuration Assign 10S devices to users in
on your 10S devices. your organization,

Prepare Devices

Prep your 10S devices for
mass deployment,

Create and manage users and

Configure your organization's Maintain control over groups of

devices, Quickly update them to the devices that share common apps, groups. Assign supervised devices
latest IOS version, install profiles, settings, and profiles. Automatically to individual users, back up and
Install free and volume purchased restore devices to the specified restore users' content and settings,

configuration when reconnected, and distribute and retrieve users’

Apps, or restore a device backup.
Learn more documents. Learn more

Learn more

Welcome to Apple Configurator

iOS device configuration, supervision and assignment made easy.

)
Start Preparing Devices
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rofile Manager

Settings for iPhones

2 Payloads Configured - Updated 03/05/13 at 4.41 PM

0S8 X and I0OS
+ Nlow simple value

Permit the use of repeating, ascending, and descending character
SOQONC oS

Require alphanumeric value

Roquires passcode 10 contain ot least one letter
Minimum passcode length

Mersmum number of passcode characters allowed

Minimum number of complex characters

Marsmum number of non-alphanumenc characters allowed

- Cortificate ™ Maximum passcode age

Days (1-730) after whech the passcode must be changed

o

[y SCEP - Maximum Auto-Lock

<2 Device automatically locks when minutes elapse

Socurity & Privacy Passcode history (i0S only)

O Number (1-50) of unique passcodes belore reuse

ios - Maximum grace period for device lock (I0S only)

Maximum amount of time the device can be locked without

e’ Restrictions prompling for passcode on unlock

- ¢ Maximum number of failed attempts
Number of passcode entry attempts allowed before all data on device
wil De erased

Accessibility

4 »

) €

Global HTTP Proxy

Cancel | EEOEEEN



a quick overview
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MDM Tiers

- Tier O - Manual, on the device itself

MACTECH



Apple’s new Device Enroliment Program

- To further simplify the process, it's now even easier to skip certain Setup
Assistant screens so users can start using their devices right out of the
box.

Note: As of today, this is only available on iOS devices purchased directly from Apple

Apple has a PDF guide on this available at:
https.//www.apple.com/iphone/business/docs/DEP Business Guide EN Feb14.pdf
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https://www.apple.com/iphone/business/docs/DEP_Business_Guide_EN_Feb14.pdf

DEP: Mandatory & Lockable MDM
Enrolilment

— This ensures that devices are configured based on the institution’s
requirements, and guarantees that all users get the same setup on their
devices.

- Can also lock device in MDM for ongoing management

- i.e., users can’t remove the management config profile
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DEP: Wireless Supervision

- Can wirelessly enable Supervision mode on a device as a part of the
setup process.
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DEP: Streamlined Setup Assistant

- Can streamline the Setup Assistant even further by specifying that certain
screens be skipped.

— Passcode. Hides and disables the passcode pane.

— Location. Does not enable Location Services.

— Restore from backup. Disables restoring from backup.

— Apple ID. Does not allow you to sign in with an Apple ID.

— Terms of Service. Skips the Terms of Service.

— Siri. Disables Sin.

— Sending diagnostics. Disables automatically sending diagnostic information.
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Mobile Device Management

i
\\@

CONFIG

Configure

Enroll

Query Manage



Apple Push Notification service (APNs)




Ports Used

Service TCP Ports

80

443

1640

5223, 2195,
2196

APNs




some details



Profile Manager’s 3 parts

— For Lion and later computers & iOS 4 and later devices



Profile Manager

- Associating devices with users

http://www.apple.com/ipad/business/it/



http://www.apple.com/ipad/business/it/

http://help.apple.com/profilemanager/mac/3.0/

%4 About Profile Manager

i Chiing vt Learn about Profile Manager
Adeut Profie Vanager

Profile Manager lets you configure OS5 X and 105 devices 50 they're o1 Up 10 Use YOUr Company or school resources
Seart Profile Marager and have the settings, apps, and books your organization requires. Profie Manager Creates settings and preference
bendies for devices and deploys them 10 devices via the Mobile Device Management (MDM) service

Cosfigere devices for services

Note: To take advantage of all the features of OS5 X Server and Profiie Masager, you should update all Mac computers
10 OF X Mavericks v10.9 o later and ol 105 Sevices 10 005 7.0 or later

Create and edil sett ngs

Name a probie

- Components of Profile Masager
Profle Manager consists of four parts that work 1ogether 1o let you specify how apgs and books are dstributed, how
Distribute profies avtematically clents are CconNQurnd, how 10 administer devices, And how 1o delives the ConfQUIALIOns 1o users and devices.

Lnabie the wer portal o Admnistration porta

View Profie Manager tasks The admisistration portal I3 & webite where yOu manage aop and book asignments, configure settiegs for

View the Profle M oy Sevicer, manage enrclled devices and device 9roups, MAanage Users and user roups, and execute o monitor
tasks on enrolled devices,

Bach up Profie Manager

o Seif-service user portal

v Datribete appn and books

The wser portal Is a secure websine for Gistributing settings you define using the administration portal. Users
Ao Apps and Boon s connect 10 the portal using thewr device. Then, after users Jog In, the settings that you assigaed 10 them are
avladie for download and irszallanion. Users a0 use ths site 10 enroll devices for modile device management, o
youre using Profile Manager a3 4 mobile device management service,

View Volume Purchase Program
purthases
VPP Maraged Divtridetion of ¢ Mobile cevice management service
a0t Profile Manager provides & mobile device management service that lets you remctely manage encolied O X and
05 devices. After a device Is enrolied, you can update its configuration over the network without user Interaction
and perform other tasks. Mobide device management Is supported on Mac computers with OS X Mountan Lon
v10.8 or later inszalied and 105 devices with 105 6 or later instalied

VPP Maraged Dotrdution of
books

DatrDete n-house eaterprive

2300 o App and Book distribution

Profile Manager can distridute in-house enterpoise 20045 and apps asd books purchased through the Yolume
Purchase Programss (V). App and book assignment is supported on Mac computers with OS5 X Mavericks v10.9 o
Wier installed and 105 Sevices with 105 7.0 o Later Instaled

brvine usars 10 enrell in VI
Maraged Dustridbuton

rwite user groupa 1o earcdl n

WP Masaped Dhotribation User and device groups
Send an isvitation 1o wier- EaCh user, user Qroup, device, and device Qroup can have a defaul Qroup of setungs, which allows you 10 easily share
esroled devices base wettings for Sevices. Foe example, 1o configure & teacher’s IPad, create & user account for the teacher, and then

place that user in the “teachens” and “IPad” groups. This assigns two collections of default settings—one from each
@roup—and you can then create additional settings that ace tallored 1o the user

Paah purchased apps 82 usen
2nE LLer groups

View assagred 2095 Configuration profiles
Remove uiers fram VIP Behind the scened, Profile NManager works By creating and distriduting configuration profiles. Confguration profiles are
Managed Distributon XML fles (mobleconfig) that contain payloads, which define groups of settings, When the profiie s imatalied on a

user's OS5 X or 105 device, the settings it defnes are applied

Raplace 3 VPP service tokes

Each user, user group, device, and device group can have default confguration profiles 10 cuickly provide 2 base level
of settings, and then you can assign addeienal configeraton profiles 1o customize the se1Ungs 10 Mmeet yout

Lrabe mable device organizationsl requirements, For example, 10 enforce restrictions, sech a3 not allowing FaceTime, and configure yserny'
Massgerent devices 10 wie your VPN, crease a configuration profie with a FaceTime restriction payload and a VPN payload. Because
both payloads are in the same profiie, the user must install bogh. If 2 user removes the configuration profile to aveid
the FaceTime restriction, VPN access 4 also removed

v Mobde device management

SS90 confgeraton profles

Envol S anvd O5 X devioes

Add 105 and O X devices Distridwte configuration profiles
masualty After you define the sectings for users and ther devices, you can dstribute the confguration profies in the folowing
ways

Add Applie TV devices manualy

e Manual distribution
You can downioad confgeraton profiles (. moddeconfig fies) from Profile Manager's administrasion portal, and

then send them 1o your users via 2 mall message of POt Them 10 2 weldile yOu Create. When users receive of

downioad the fles, they can install them on their device,

oot an 105 device st

Import an 08 X device st

ot an Apple TV device it

Vanage device grouns o User self-service



http://help.apple.com/profilemanager/mac/3.0/




MDM Leaders

Magic Quadrant

Figure 1. Magic Quadrant for Mobile Device Management Software

challengers

(

| ability to execute |

/; . .
Mobile\ Iron® alrwatch

niche players visionaries
— completeness of vision F————p»
09 As of May 2013
-
= ® Source: Gartner (May 2013)

MaaS360

by Fiberlink



Client Mgmt. solutions that do MDM
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Network solutions that do MDM

Qs
Mmeraki

networks
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http://enterpriseios.com (by TekServe

e0o Comparison of MDM Providers | Enterprise i0S

|' <> ]@J@ &.J L..(’ Www_enterpriseios.com -

0 EX d~ ONN MapMyRide Intellicast Wx News~™ @~  Social Media ~

Home Forum WK Compare MDM  Device DB

i@ Wiki > Mobile Device Management

Comparison of MDM Providers

View 79 Comments Revisions

Your mating: None (45 votes)

This table is the beginning of a comparison among the various Mobile Device Management providers. Please suggest other characteristics to compare.
The easiest way to add additional MOM providers is 10 regisier on this site then add them yourself!,

More Resources: See also our pages on Sandbox Environments and Mobile Application Management for alternatives and complements to MDM. you
may also find our page on Apple Configurator vs. MDM helpful

15 Oct 2013: Constantine Firun has created an Excel version of the chart.

This page is also downloadable as PDF.

lcon Meaning
v Yes (has this feature)

% No (does not have this feature)

= Coming Soon
CC == ...
» Mobile Device Manager 3CX Mobile 1 yoar .

3CX " Device Manager ago hitpwww.mobileden
' " l a pp 4app weeks hitp/Awww.4ap

Absolute 10 "
MANAG E Absolute Manage w:::s httpoliwww.ab
MACTECH N 5 weeks P
AUTHENTICATION airwatch AlrWatch 800 v hitp /Awww. air-







