.epleyment

Decisions, Decisions, Decisions
VVeathering the options

BROAD Leon H. Lincoln Il

I NSTITUTE System Administrator
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® Monolithic “Golden Master Mac”

® Thin Imaging
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® Benefit: Doesn’t require system-specific images

® Benefit:Ability to use Internet-restore.
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® Build scripts for configuration

® Using tools like Casper Suite, Munki, etc.
- ® Useful for BYOD _ gnt_s —
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® DeployStudio Admin

2

® Manage configs/workflows

® DeployStudio Runtime
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ample Workflow

Server Edit

Window Help

DeployStudio Admin connected to mainserver.pretendco.com

Control Logs
Title
Create a master from

Create Master Images

. ACTIVITY
v & COMPUTERS
Lab

a volume

Install a package (pkg)
o Restore a master on a volume

a MASTERS | Triple-0OS restoration

» & PACKAGES
BB SCRIPTS

Source:
Type:
Format:

Keywords:

Description

This simple workflow enables you.

This simple workflow enables you
This simple workflow enables you
This workflow shows the 4 tasks.

Compressed - faster restoration, small footprint

Auto-detect

.
-

Access group

@ Try to create intermediate files on a local volume to preserve network bandwidth

M Cleanup Mac OS X machine dependent files and caches

@ Image NTFS volumes with OS X built-in tools to allow multicast deployment

Automate

S

identifier

O4062220- 111188882222 -000000020050
CE8ISTIC- D528 4622-3138-87011205F32€
O40£62220-11112 2222 0020
04062220 DO0OL0020010

04062220 223 030

inelijelle

1 Active Directory binding

Brds 2 computer 10 an Active
Drectory server.

Automatic enrollment
Encolls & computer 1o 3 MDM
server a2 first boot

1 Disk image

Creares a disk image of a volume
or partition.

Firmware Security
[rables Firmware Security at boot

1 Hostmame form

Updates computer's same in the
DeploySted o catabase.

Lecalization
Corfigures the default system
Lnguage & keyboarc layoet.

New user form
Updates computer’s local users st

1 Alert

Pawses the woriflow by daplaying
an alert message.

Configure
Applies computer’s settings
defined in t»¢ DeploySiudio
database,

1 File copy

Copies files and folders 10 2
volume

Generic
Runs a script or any executable
fle

1 Ucenses form

Updates compuner's Server & Xsan
hcenses im the DeployStedio
database.

1 Network location form

e

Lourssampleworkilows are

Updates computer's network
locations in the DeployStudio
tabase.

Open Directory binding
Binds a computer 20 o Open
D .

e

(ereate a master:from a volume

Installiaipackage(ipke)

Restore a master-ona volume

* Triple-OS restoration



® DeployStudio Admin Server Edit Window Help

e0o0

®@

Runtime Control

Logs

Sample Workflow

DeployStudio Admin connected to mainserver.pretendco.com

Search

. ACTIVITY
v & COMPUTERS
Lab

s MASTERS
» & PACKAGES
BB SCRIPTS

Title

Create a master from a volume

Create Master Images

Install a package (pkg)
Restore a master on a volume
Triple-0OS restoration

Source:

Description

This simple workflow enables you. ..

This simple workflow enables you
This simple workflow enables you
This workflow shows the 4 tasks.

Type: Compressed - faster restoration, small footprint

Format:

Keywords:

Auto-detect

-
-

Access group

@ Try 1o create intermediate files on a local volume to preserve network bandwidth

@ Cleanup Mac OS X machine dependent files and caches

@ Image NTFS volumes with OS X built-in tools to allow multicast deployment

Try 10 shrink NTFS vo

Automate

|

$ Size before imaging

'+|_|§|

AE AR A A A

identifier

O4062220- 111188882222 000000050080
CE8ISTIC-DS28-4622-3138-87011205F32€
O40€2220-1111-0388-2222 000000000020
04062220 1111-8388- 2222 000000020010
O4062270-1111-R388-2227 000000000030

| Active Directory binding

Brds 2 computer 10 an Active
Directory server.

Automatic enrollment
Ercolls & computer to 3 MDM
server a2 first boot

Disk image
Creates a disk image of 2 volume
or partivon.

Firmyware Security
Erables Firmware Security at boot

Hostmame form
Updates computer’s mame in the
DeployStud o catabase.

Lecalization
Corfigures the default system
lnguage & keyboarc layoet.

New user form
Updates computer’s local users list
in the DeployStudio database.

Package install
Installs a package 1o 2 volume.

1 Alert

Pawses the woridlow by dsplaying
an alert message.

Configure
Applies computer’s settings
defined in the DeploySiudio
catabase,

1 File copy

Copies files and folders 10 2
volume

Generic
Runs a script or any executable
fle

Licenses form

Updates computer's Server & Xsan
hcenses in the DeployStedio
database.

1 Network location form

Updates computer's network
locations in the DeployStudio
tabase.

Open Directory binding

Binds a computer 20 a2 Open
Direciory server

7 Partition

Creates muitple partitions on a
specHic disk

s (greate a master from avolume




® DeployStudio Admin

e

YAl
Control Logs

Runtime

Sample Workflow

Server Edit

Window Help

DeployStudio Admin connected to mainserver.pretendco.com

Search

B ACTIVITY
v &8 COMPUTERS
Lab
o
a MASTERS
» & PACKAGES
R SCRIPTS

Title

Create a master from a volume

Create Master Images

Install a package (pkg)

Restore a master on a volume
~0S restoration

Target volume

Description
This simple workflow enables you

ACCess group

This simple workflow enables you
This simple workflow enables you
This workflow shows the 4 tasks. ..

First disk avallable

EE A A e

Identifier

04062220-2112

CER)STIC D528 4

04062220-1111%

O40€2220- 111108882222 000000000010
04062220-1111-8883-2222 -0000000000 30

v
LINUX
10C8

v
’0

WINDOWS
20%

Apply layout template:

Custom

Secure erase before partitioning with the algorithm

Automate

.

Add partition

| Active Directory binding

Binds a computer 10 an Active
Directory server

" Automatic enrollment

Enrolls 2 computer to a MOM
server at first boot,

Dvsk image
Creates a disk image of 2 volume
of partion

| Firmware Security

Enables Firmware Security at boot

| Hostname form

Updates computer's name in the
DeployStudio database.

Localization
Configures the default system
language & keyboasd layout,

1 New user form

Updates compuner's local users list
in the DeployStudio catabase.

| Package install

Instals 3 package %0 a volume.

Periodic NetBoot
Configures the computer to

1 Alert

Pauses the workflow by daplaying
an alert message.

« | Confgure

Applies computer’s settings
defined in the DeployStudio
catabase

File copy
Copies files and folders 10 2
volame

| Genaeric

Rums 2 sCript or any executable
Ne.

| Licenses form

Updates computer's Server & Xsan
hcenses in the DeployStudio
database

Network location form
Updates compater’s network
locations in the DeployStudio
database

| Open Directory binding

Binds a computer 10 an Open
Directory server.

| Partition

Creates multple partitions on a
specHic disk

Restore
Restores a disk image 10 a specific




®00

®@ wE

Runtime Control

Logs

Sample Workflow

® DeployStudio Admin Server Edit Window Help

DeployStudio Admin connected to mainserver.pretendco.com

W ACTIVITY
v B8 COMPUTERS
Lab
Q
a MASTERS
> & PACKAGES
B SCRIPTS

Title Description
This simple workflow enables you. ..

Create a master from a volume
Create Master Images

install 3 package (pkg)

Restore a master on a volume
Triple-OS restoration

Target volume: | Enter value...

Image: | HFS

HFS only options:
Rename volume to:
# Don't check restoration (faster)
E_ﬂ Rename ByMHost prefs
™ Restore system recovery partitions
Enable multicast restoration
Stream data rate:
Client disk speed:
Add generic BCD (Vista and later)
™ Set as default startup volume

Automate

This simple workflow enables you
This simple workflow enables you. ..
This workflow shows the 4 tasks...

identifier
04062220-1111-8888-2
CRRISTIC-D5IR-4422

Access group
000200000000
£7011205FR2F
O40(2220-1111.0808-2222.0

04062220-1111-3888-2222 - 000000000010
04062220-1111-2888-2222 000000000030

AF 4% 4 >

macosx.hfs.dmg

Ig Erase target for block copy restoration (faster)
@ Cleanup machine dependent files and caches

flow until multicast end
Startup trigger:
Timeout:
Expand restored NTFS volume

o Restorea

S -

Active Directory binding
Binds & computer 10 an Active
Directory server,

1 Automatic emrollment

Ercolls 2 computer 10 3 MDM
server at first boor.

| Disk image

Creazes 2 disk image of a volume
or parttion.

' Firmware Security

Erables Firmware Security at boot

' Hostname form

Updates computer's name in the
DeployStudio database.

' Localization

Corfigures the default yyytem
larguage & keyboasd layous,

New user form
Updases competer's local users list
in the DeployStudio catabase

T Package install

Inszalls a package 0 2 volume.

1 Periodic NetBoot

Corfigures the computer 0
NetBoot perodcaly.

Pauses the workflow by daplaying
an alert message.

| Configure

Applies computer’s settngs
defined in the DeployStudio
database.

1 File copy

Copies Mes and folders 20 2
volume.

| Caneric

Runs a scrpt or any executable
file.

Ucenses form

Upcates computer’s Server & Xsan
Icerses in the DeployStudio
datadbase.

Network location form
Upcdates compute’s network
kcations in the DeployStudio
datadase.

Open Directory binding
Bads 2 computer 10 an Open
Directory server

1 Partition

Creates multiple partitions o a
specific disk,

1 Restore

Restores 2 disk image 20 2 specific
parttion or disk.

master-from a volume




® DeployStudio Admin
® 00

&

Runtime

B BB

Control Logs

Sample Workflow

Server Edit

Window Help

DeployStudio Admin connected to mainserver.pretendco.com

Search

B ACTIVITY
v &8 COMPUTERS
Lab
Q
a MASTERS
> & PACKAGES
BB SCRIPTS

Title

Create a master from a volume

Create Master Images

Install a package (pkg)

Restore a master on a volume
le-0S restoration

Target volume:

Image: | NTFS

HFS only options:

Rename volume to

Enter value...

Description

This simple workflow enables you...

This simple workflow enables you

This simple workflow enables you...
This workflow shows the 4 tasks...

AcCCess group

windows.ntfs.gz

AR AF wr A

identifier

040622201111 -3888-2222 - 000000000000
CRRIS™
04062220 11110888 2222 - 000000000020
OM062270-1111-8888-2222 -00000¢
O4062220-1111-0080 -2 222 -000000000030

D528 4422-R133-8701120%5F02¢C

1 Active Directory binding

Bads 2 computer 1o an Active
Directory server,

1 Agtomatic enroliment

Enrolls a compuner 0 2 MDM
server at first boot.

| Disk image

Creates a disk image of 2 volume
or partiton

Firmware Security
[rables Firmware Securty at boot

Hostmame form
Updates computer’s name in the
DeployStedio database

Lecalization
Configures the defauk system
lnguage & keydboard layout

1 New user form

Updates computer’s local users list
in the DeployStudio database.

1 Package install

Installs a package 20 2 volume.

S

e

Y Alert

Pauses the workflow by displaying
an dert message.

| Configure

Applies computer’s settings
defined in the DeployStudio
database.

" File copy

Copies files and folders to a
volume

" Generic

Rurs a script or any executable
fe.

Licenses form

Updates compater’s Server & Xsan
licenses in the DeployStedio
database

7 Network location form

Updates computer's network
locations in the DeployStudio
database.

Open Directory binding
Binds a computer 10 an Open
Directory server

| Partition

Creates multple partitions on a
spechic disk

@ Don't check restoration (faster) @ Erase target for block copy restoration (faster)

Periodic NetBoot
Corfigures the computer to

" Restore
Restores a disk image 1o a spec®ic

M Rename ByHost prefs Liﬂ Cleanup machine dependent files and caches

# Restore system recovery partitions
Pause workflow until rr

100 MBs

125 MBs

WILICAST er

Enable multicast restoration

Stream data rate: Startup trigger:
Client disk speed: Timeout:
Add generic BCD (Vista and later)

@ Set as default startup volume

Expand restored NTFS volume

Automate




Sample Workflow

® DeployStudio Admin Server Edit Window Help

DeployStudio Admin connected to mainserver.pretendco.com

Runtime

Control Logs

Search

Description AcCcess group
This simple workflow enables you... -

W ACTIVITY Title
v & COMPUTERS Create a master from a volume
Create Master Images —
b Install 3 package (pkg) This simple workflow enables you -
Q 5 [Restore a master on a volume This simple workflow enables you... -
a MASTERS Triple-OS restoration This workflow shows the 4 tasks -

> & PACKAGES

B SCRIPTS (53]

Target volume: | Enter value...

Image: | DEV linux.dd.gz

HFS only options:
Rename volume to
@ Don't check restoration (faster)
W Rename ByHost prefs
E_f, Restore system recovery partitions
Enable multicast restoration Pause workflow until multicast
Stream data rate 100 MBs Startup trigger:

Client disk speed 125 MBs Timeout:

Add generic BCD (Vista and later) Expand restored NTFS volume
g Set as default startup volume

Automate

ah ar 4

.

Identifier

04062220 11110888 2222
CA33578C-D528-4622-8133-87011205F32€
4062220 11110888 2222 000000000020
04062220-3111-3888-2222-04
0406222011 1188882222 0000000000130

@ Erase target for block copy restoration (faster)
M Cleanup machine dependent files and caches

1 Active Directory binding

Birds 2 computer 10 an Active
Directory server

Agtomatic enrollment
Enrolls 2 computer 10 3 NDM
server at first boot.

Disk image
Creates a disk image of 2 volume
or partition

1 Firmyware Security

Enables Firmware Securnty at boot.

Hostname form
Updates computer’s name in the
DeployStudio database

7 Lecalization

Confgures the defaul system
Lnguage & keyboard layout.

New user form
Updates computer's local users list
in the DeployStudio database

1 Package install

I=stalis 2 package 0 2 volume.

Periodic NetBoot
Configures the computer to

| ANlent

Pauses the workflow by displaying
an alert message

Configure

Apoiies compuner’s settings
defined in the DeployStudio
datadase.

File copy
Coples files and folders to a
wvolume

1 Cameric

Runs a script or any executable
file.

| Ucenses form

Upcates computer's Server & Xsan
Icerses in the DeployStedio
database,

1 Network location form

Updates computer's aetwork
locations in the DeployStudio
datadase.

Open Directory binding
Birds 2 computer 10 an Open
Directory server

1 Partition

Creates mutiple partitions on a
specific ausi.

Restore
Restores a disk image 10 3 specific

s iriplel@5 Restorationi(Linux)
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® Casper Tools

5 ® Casper Admin

~® Composer

o Casper Imaglng_
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REPOSITORY
7 All Items

CONFIGURATIONS
.~ 10.9 Base
& 10.9 Recovery HD
.+ Broad 5.0
& B5-iMac (10.9.2)
2 B5-Mac Pro (10.9.2)
& B5-MacBook Air (10.9.2)
& BS5-MacBook Pro (10.9.2)
& BS-MacBook Retina (10.9.2)
.~ Mac Loaner (10.9.2)
L+ Target Mode Test

FALE SHARE DISTRIBUTION POINTS
> " NeonShare
© CasperShare
) LibertyShare

View Type

All

Packages

Scripts

Printers

Directory Bindings
Dock ltems

Adobe Installers/Updaters

st

v

g "0

i IS

Info

v Show Items from Parent Configuration

Name

.
-

a

AD Bind

05-10.9.2 13Ce4...

Fetch.dmg
FlipdMac.pkg

Coogle Chrome.d...
GraphPad Prism 6.
Java 7 Update 55....

¥ Siverlight pkg.zip
¥ VLC Player.pkg
- 3

R W a)

Type

Built-In AD
DMC Package
DMC Package
Apple Package
DMC Package
DMC Package
Apple Package
Apple Package
Apple Package
.

LS A T

Category

Operating Systems
FTP

Base Software
GCoogle

Base Software
Java

Base Software
Base Software

abfosnen

Casper Admin

Categories
All Categories
190 Printers
3018 Printers
320C Printers
SCC Printers
75A Printers
7CC Printers
Accounts
Adobe

Apple

Base Software
Chembio
DNA Anaylsis
Dropbox
FileMaker
FTP

Genomics Software

Coogle
Java
MP

Priority

-

5 00 00 00 00 00 00 00 »

Checksum

None
2bbd80292bc7310490...
d409%7e6228%612a .,
S9baldaS1c26ela3s6..
313%d9¢617708¢484...,

None
d4 1d8cd9800b204¢9...

None

AL -~
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® Create partitions on the drive for different
configurations._(i.e. BootCamp) e

® Allows you to ch@cas:e VWﬁ Ione ima
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® Ability to create compiled images

® Local or Cloud based

?‘
>
-
-

Casper Admin

dmg or .pkg formats

s . Wy

ccepts-commerical .pkg files

e cnmp———T

T— -

-

W
. aaa
a a = N

Packages

Scripts
CONFIGURATIONS Printers

Directory Bindings
o Dock ltems
& 10.9 Recovery HD Adobe Installers/Updaters

L+ Broad 5.0
& B5-iMac (10.9.2)
@& B5-Mac Pro (10.9.2)
& BS-MacBook Air (10.9.2)
& B5-MacBook Pro (10.9.2)
& B5-MacBook Retina (10.9.2)
.~ Mac Loaner (10.9.2)
L+ Target Mode Test

FILE SHARE DISTRIBUTION POINTS

© * NeonShare

¢ CasperShare Name Type

@ LibertyShare 4 AD Bind Built-In AD
4 05-109.2 13C64.. DMG Package Operating Systems
+ Fetch.dmg DMGC Package FTP

¥ FlipdMac.pkg Apple Package Base Software

s Google Chromed.. DMG Package Google

v/ Show Items from Parent Configuration

4 GraphPad Prism 6. DMG Package Base Software

¥ Jaa7Update 55... Apple Package Java

@ Sihveright pkg.zip  Apple Package Base Software

¥ VLC Player.pkg  Apple Package Base Software
Yo o0 o B coi "

e bt Aol Do boo.

ories
All Categories
190 Printers
3018 Printers
320C Printers
SCC Printers
75A Printers
7CC Printers
Accounts
Adobe
Apple
Base Software
Chembio
DNA Anaylsis
Dropbox
FileMaker
FTP
Genomics Software
Google
Java
MP

Priority

5 00 00 00 00 00 08 0O

None
2bbd80292bc7310490...
044099 7e6228%612a...
59balda51c26ela3se...
313%d9c617708¢484...

None
d41d8cd9800b204¢S...

None




asper Imaging

Caspe.r Imaging 9.31

-
Refresh Show Custom
. v ) WM31E-84C
2 0s-10.9.2 13C64-14030... Installation - / - diskOs2

2 Recovery HD.dmg
& Java 7 Update 51.pkg Target Drive: | WM31E-84C

w K2Client v7.1.0.5.pkg Erase target drive
2 uwe-Mavericks Desktop Pat...
w clearReg.pkg.zip
M hide_recover_drive.sh Configuration: | B5.1-MacBook Retina
& Set Name to WM31E-84C
+ 2 Fix ByHost Files

¥ 4 Prepare FirstRun Script Distribution Point: | NeonShare (smb://neon-cifs/CasperData)
2 Fetch.dmg

w Flip4Mac.pkg

2 Google Chrome.dmg Autorun Imaging Options

a GrapN’adPnschdng

« Silverlight.pkg.zip

« VLC Player.pkg Image automatically

2 Microsoft Office 2011 v... Cache files

«w RDC Installer.mpkg

w XQuartz.pkg
Update Inventory

Computer Name: WM31E-84C

.| Boot to target drive after imaging

. Store imaging settings as Autorun data in the JSS

Skip the delay configured in the Autorun Imaging settings




C‘er Imaging

P )

another partition or external drive

T

~~® Target Mode Imaging

Casper Imaging 9.31

® NetBoote ¢ X

Refresh Shoﬁv Custom

v :_\ WM31E-84C
2 05-10.9.2 13C64-14030... Installation - / - disk0s2

2 Recovery HD.dmg
& Java 7 Update 51.pkg Target Drive: | WM31E-84C

w K2Client v7.1.0.5.pkg Erase target drive
2 ue-Mavericks Desktop Pat...
¥ clearReg.pkg.zip
M hide_recover_drive.sh Configuration: | BS.1-MacBook Retina
& Set Name to WM31E-84C
.2 Fix ByHost Files
v 4 Prepare FirstRun Script
2 Fetch.dmg
« FlipdMac.pkg
2 Google Chrome.dmg Autorun Imaging Options
2 GCraphPad Prism 6c.dmg
& Silverlight.pkg.zip
« VLC Player.pkg Image automatically
2 Microsoft Office 2011 v...

w RDC Installer.mpkg
& XQuartz.pkg Skip the delay configured in the Autorun Imaging settings

Computer Name: WM31E-84C

.| Boot to target drive after imaging

Distribution Point: | NeonShare (smb://neon-cifs/CasperData)

| | Store imaging settings as Autorun data in the JSS

Cache files

Update Inventory
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Distribute Apple
App Store apps.

WAL

e FileTransfer Appliance

LI\ JAMF 155

@ JAMF Nation
% JAMF Wikis
‘ Web Help Desk

o Webex - One Click Meetin

Casper Suite

S

Casper Suite 8.7

Categories

Featured

Admn Tools

Adobe Software

Apple Apps

Browsers & Cloud Services
Casper Suite & J55 Core
Casper Suite Archive

Customizations
Developer Tools
Documents & Files
[atertainment
Fomts

Melp, Maintenance, Security
Nultimeda Apps
Ny Licenses

05 X nasaliers
Other O5 Installers
Primers
Prodectivity Apps
Software Updates
Tools & Unikies

1minetallors

Install any
application,
from any vendor,
via Self Service.

Update Apple
App Store apps.
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Conu ration Profiles

Configure Device Management
ACCOUI

'y You can use this server to manage your users' OS X and i0S devices. If

o Lo BN the devices have an Internet connection, you can remotely lock or wipe

- SERVICE them.

s ¢
T

l i€
Y Reading Settings...

o (

3¢

o Wiki

2>

Configure Network

Next Steps suggests some common tasks to perform before you start
using your server.

Click the buttons on the left to see what to do next.

Starting Profile Manager '




) Profile Manager

-~ n o s R 1 i B Devices

;/ Y r. N -\ .Y | - r\
Wl .”c.c.’"c.”.C/pOWJ

hasement

B4 Device Groups

S

® Supported by many third-
party MDMs
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Caching Server

. £

. . T '} Lo Ry T
R G ab -
. “f\ v

® |ncluded in Server.app 2.2
® No control overwhich e & o

Cache Used: Unavailable

u Pdates : ”""" - V Cache Size: Unlimited

® Useful if all clients access
Internet from single IP
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® Deployment

® Asset Management
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/[/code.google

® Google variant -

® http



http://code.google.com/p/munki
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http://www.puppetlabs.com
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http://images.apple.com/education/docs/l521219a_osx_deployment_guide_jan2013.pdf
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mailto:llincoln@broadinstitute.org?subject=MacTech%20Presentation

Leon H. Lincoln Il

Leon is a System Administrator for the Broad Institute of MIT and
Harvard which is a biomedical and genomic research center located
in Cambridge, Massachusetts.

As a Certified Casper Administrator; Certified Casper Mobile
Administrator, Apple Certified Technical Coordinator; and Microsoft
Mac Office 201 | Expert he designs and implements the Apple
environment at the Broad.

Along with the architectural responsibilities he also manages
accounts for users (Active Directory, NIS and Google), maintains the
Casper Self Service infrastructure, and provides many other services
related to the Windows and Linux environments and acts as the
senior escalation point for the Service Desk Team.

A featured speaker at many events including MacTech, MIT Partners
and Mass Medical Society, Leon brings his extensive knowledge in
the Apple arena to the New England area.
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