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- Edward Snowden!

Encryption works. Properly implemented 
strong crypto systems are one of the few 

things that you can rely on.













Symmetric Keys 

• Encryption and Decryption keys are the same!

• Oldest Type of Encryption!

• Computationally simple compared to public-key!

• still used all the time for things like session keys



Public-Key Encryption

• Cipher text generated with public key!

• Only private key is capable of decrypting!

• Computationally complex compared to symmetric key!

• very young - less than 40 year old













- Edward Snowden!

Encryption works. Properly implemented 
strong crypto systems are one of the few 

things that you can rely on…



- Edward Snowden!

…Unfortunately, endpoint security is so 
terrifically weak that NSA can frequently 

find ways around it.
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The Heartbleed Bug

Bug is in the OpenSSL's implementation of the TLS/DTLS 
(transport layer security protocols) heartbeat extension 
(RFC6520). When it is exploited it leads to the leak of 
memory contents from the server to the client and from the 
client to the server.



goto fail



Apple Technology



Filevault 2



Filevault 2
• Encrypts the entire partition!

• Supports master-key for easy multi-user decrypt!

• Has a flexible command line tool ( fdesetup )!

• Supports mass-deployable recovery key



ShadowHashes

• Hashes are one-way with fixed length output!

• OS X password hashes are stored in DSCL!

• Shadow Hashes us a Salted SHA512 HASH

dscl localhost -read /Local/Defaults/Users/USERNAME AuthenticationAuthority



How Certificates Work
Are you really https://cool-co.biz ?

cool-co.biz

4

1

Certificate granted to www.pretendco.com

Yes, here is my certificate and public key.

2

3

Is this certificate valid?

5
Yep

http://support.apple.com/kb/HT5012

https://unicorns.biz?
http://www.pretendco.com
http://support.apple.com/kb/HT5012


How TLS works



Certificate Driven Profiles

4 CA signs certificate and returns it to 
enrollment server.

5 Device receives and installs signed 
certificate.

3 Certificate signing request incorporating 
the device-generated public key.

2 Secure communication between device 
and management server.

1 Device generates public/private key 
pair.

Certificate 
Server

Device 
Management 
Server



Microsoft Exchange ActiveSync

Microsoft ISA Server Exchange Front-End or 
Client Access  Server

Active Directory

Exchange Back-End Server(s)

443

DMZ Private Network

Certificate Server

Private	
  Key

Public	
  
Key



Web Server

Proxy Server

Web Server - HR

Web Server - Internal

Web Server - Sales

VPN Auth/Token Server

VPN Server/Concentrator

DMZ Private Network

LDAP Server



How it Works

Exchange Server

File Server

Web Server

443
Cisco ASA

Active Directory

Certificate Server

Cisco 3315 - ISE




