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Topics

• MDM Overview

• Technological Components

• Importance of MDM

• Examples

• Q&A



MDM Overview

• Method to manage mobile devices
• Settings
• Applications
• Data
• Inventory

• How does this apply to iOS?

• What about OS X?



Need for MDM

http://static5.businessinsider.com/image/514b1aefecad04800900000b-960/internet%20connected%20devices.png

http://static5.businessinsider.com/image/514b1aefecad04800900000b-960/internet%20connected%20devices.png
http://static5.businessinsider.com/image/514b1aefecad04800900000b-960/internet%20connected%20devices.png


Need for MDM

• Increase in employee mobility

• Security

• Where do we start?



1. Policy

2. Data

3. Device



MDM Providers

• Apple

• AirWatch

• Absolute Manage

• Casper

• MaaS 360

• FileWave

• LightSpeed Systems

• Meraki

• Mobile Iron

• Robot Cloud

Check out enterpriseios.com



Other platforms

• Blackberry

• Android

• Windows Phone

• Symbian

• WebOS



Direction

Yesterday Today Tomorrow

•Email
•Contacts
•Calendar

•Yesterday +
•Inventory
•Profiles
•App Publishing
•OS X

•Today +
•Sandboxing
•Enhanced 
Provisioning
•“Open in”
•License 
Management



Components



iTunes

• Consumer Model of Management

• Only one real usage example
• Centralized Admin + End-user ownership

• “We” never touch iTunes



IPCU (v3.5)

• “Patient 0” of Managing iOS devices

• Cross-Platform

• Easy to read

• “Ron Popeil” method



What can we configure

• Restrictions

• Wi-Fi

• VPN

• Email

• Exchange

• LDAP

• CalDAV

• CardDAV

• Calendars

• WebClips

• Credentials

• SCEP

• MDM

• APN





When IPCU?

• Small device population

• Don’t need OTA or profiles

• No / Low security



Configurator 



Apple Configurator

• Builds on iPCU

• Focuses on deployment

• Adds in App Deployment

• Can prevent iTunes sync

• Ability to workflow MDM enrollment

• (More on this later)



When Configurator?

• Multiple Devices require same config

• Required consistency

• Updating iOS

• Almost always, really!



Why MDM?

• When do you need to make changes?

• App Self-Service & Licensing Compliance

• Cross-OS

• Multi-tiered admin

• Leverage Directory Services



Profile Manager

• Builds off IPCU

• Adds OTA

• Directory Integration















3rd Party MDM



Hosted / Managed / Cloud

• Hosted = License + Hardware + You

• Managed = License + Bandwidth + Someone

• Cloud = License + Bandwidth + You

• License / device + Bandwidth + Hardware + 
TIME



Apple vs MDM

• Apple tools (IPCU & AC) are not OTA

• Security?

• BOYD

• Think about YOUR phone



What about when ...

• Lost / Stolen Devices 

• HR Changes

• Not returned

• Disgruntled Employees



Opt-in and Enrollment

• Who owns the equipment?

• Who controls the equipment?

• What is the benefit?



Deployment of iOS



Preparing

• Remember Config Profiles?

• Remember Updating iOS?

• Remember Naming?



Actual Video of these next few slides 
will be available on a separate link.
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Considerations about ...

• Building and using profiles
• Benefits to Time Management
• Staff Turnover

• You
• Customer


