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ENGINEERING FACT

There are two kinds of people:

Those who can extrapolate
from incomplete data.



“As my wife says’

x “Hi My name Is Adam

% vour network sucks *



Concept

Monitoring

Monitoring

Monitoring

Monitoring

Analysis

Analysis

Long Term Analysis

Action

Analysis

Tracking/Support

Point in Time/Net

Point in Time/One

Network Scan/Mac

Network Scan/iOS

Forensic Analysis

Goal

Uptime

Uptime/Trend

ISsue Resolution

Issue Resolution

Who is there

Who Is there

Sample ALL or
Some Traffic

Tool

Watchman
Monitoring / R-U-On

Intermapper /
Solarwinds

Wireshark

Debookee

INet / LanScan/
ARD

Subnetlnsight

NetFlow / sFlow



Network Gabling

x Category Cable
x Cat 5, be, 6, 6e, ba ((Augmented)

x Summary: Fheretore, install Catc, OM3/4
x Best Practices

x Optimize for Maintainability



Network Dressing




OS| Model

(Open Systems Interconnection)

Layer Name Example
1 Physical 1000Base- T
2 Data Link 302.3 Ethernet
3 Network IP
4 Transport TCP
5 SEsSsIon Sockets
0 Presentation SoL
V4 Application HTTP



On reflection, allowmg Bll[l[l\l to
watch the end of OldiVeller may
not have heen the hestidea.



What’s in a packet ?

APPLICATION
LAYER

= Payload

® Header




WIE 2.4 & 5.8Ghz

= WiFi is shared medium, channels overlap
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IPv4 and IPVO

x Different layer 3 implementations; but same at layer 4
and above

x "Dual Stack™ is.common today, and will be for years to
come

x [Pv6 tunneling services, if you need to access vo with
only a v4 connection
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Traffic Shaping ,
VMlanagement

x QOS

x VLANS

x Client isolation

x Bogue AP Detection

x Client Bandwidth Management (from the AP)



Time Sensitive

EXPress



Time Sensitive : Media

x Alrplay Audio

x Airplay VIideo

x Streaming Content

x Uncompressed VIOeo

® Secure Content with Verification



00pS......0.8.8.8

x Apple TV issue

x nhttps://discussions.apple.com/thread/38841437
start=30&tstart=0



https://discussions.apple.com/thread/3884143?start=30&tstart=0
https://discussions.apple.com/thread/3884143?start=30&tstart=0
https://discussions.apple.com/thread/3884143?start=30&tstart=0
https://discussions.apple.com/thread/3884143?start=30&tstart=0

Traffic Shaping ,
VMlanagement

x QOS

x VLANS

x Client isolation

x Bogue AP Detection

x Client Bandwidth Management (from the AP)



NAIT and Port Forwading

x NAT = Network Address Translation
x RFC1918 block behind a single Public [P

x [ranslates the [P header, keeps track of state
x Port forwarding

x Allows ports inside network to be exposed to outside



Port Forwarding Example

x Airport Base Station

itry lype Pv4 Port Mapping

Description: |Mac OS X Server VPN - L2TP

Public UDP Ports: | 1701

Public TCP Ports:
Private IP Address: 10.0.1.201
Private UDP Ports: 1701

Private TCP Ports:

Cancel




Why can’t | find the problem 7

VWhat you aren’t seeing ....



Wireshark
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Watchman Vionitoring

Watchman Monitoring Server

Settings Logout

Download Your Client Installer

Latest Plugin Status

Clients

Client Group: Company’s nickname

Asset D
Machine Name:

Last User:

Serial Number:

Specified Teamviewer ID:
Control with LogMein:
Model Details:

OS Verslon:

Installed RAM:

SMC Version:

Current Uptime:

ClientiD:

Client Version:

Internal Notes:

Reported Notes:

Client last checked-in:
Last warning received:

Emall notices muted until:

Selected plugins muted until:

Edit Notes and Muting

Copyright © 2011 Waichman Monitoring Inc.

Asset Tag 58750
Receptionist

veronica

WaG081WYVJ3
123455678

Launch LMI Shoncut
MacBookPro1,1

Mac OS X 10.5.8 (S5L30
2GB

1210

10 days, 9 hours, 43 mins
20110130-KE31-OVNY26
42

Customer is ready for a new
computer

Call first before remotely
controling

06272011 931PM

/. Delete Client Record

Server Version 3.0

Check Laptop Batlery
Cycle count: 303 Condition: Good

Check Root Capacity
51% (15Gb of 30Gb) used on root volume.

Check SoftRAID Volumes
No problems found with any SoftRAID disks or volumes

Report CCC Errors
No new CCC logs

Report Client Status
The Update check found no problems.

Report Disk VO Errors
No Disk WO Ermors found

Report Kernel Panic Count
Amount of Panic Logs: 8

Report POST Errors
Post Passed

Report RAM Errors

BANK O/DIMMO: Size: 1GB
BANK 1/DIMM1: Size: 1 GB

Report SMART Errors
No Disk S.M.A.R.T. Errors found

Time Machine Reporter

This service check is all clear. Last Time Machine backup was
Today at 2011-06-27 08:06:02

View

.




The External World

o Static vs Dynamic Addressing
e Multiple IP Addresses

e Bonding IP addresses

e NAT



IPvo

x 128-bit address space, enough adaresses for
foreseeable future

x You'll likely get a /64, so
18,4406,744.,073, 709,551,616 addresses

x [SP’s probably aren’t ready

x Chicken and the Egg
x Much more important for mobile carriers, Asia, etc.

x Security Considerations
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2001:0db8:0000:0000:0000:0000: 1428:57ab standard notation
2001:db8:0:0:0:0:1428:57ab suppressing leading zeros
2001:db8::1428:57ab zero compressed notation
fe80::5efe:192.168.20.100 mixed notation, compressed

IPvé address types: Unicast prefixes

2001:  Globally assigned unicasts

2002: Reserved for éto4 encapsulation

fe80: Link-Local (not routed at all)

fc00:  Cenfrally Assigned Unique Local Address (ULA-central)
fd00:  Unique Local Address (ULA, not routed in the Internet)

IPv6 address ypes: Mullicast prefixes and Scopes
ffol:  Interface (does not leave local host)

ff02:  Link-local (does not leave local subnet)
ff05:  Site-local (does not leave local site)

ffoe. Global (does leave to the Internet)

10s1ts

All mobile agents
SSDP

All PIM router
RSVP-encapsulation
LLMNR

NTP server

Link name

All DHCP relay agents
DNS & LLMNR

fxxoox Solicited node multicast

vé address iypes: Multicast

1 All nodes
=2 Allrouters

3 unassigned

4  DVMPR router
=5 OSPFIGP
w6 QOSPFIGP DR
..7

8

9

a

G656

—

ST router

ST hosts

All RIP routers
All EIGRP routers

NSO o

—_

IPvé address types: Anycast
2001:620:20:1::  Anycast for Subnet-Router address
2001:7fd::1 Anycast for Root-Nameserver of RIPE NCC

IPvé address examples:
fe80::230:64ft:feéb:8532
2001:620::230:64ff:feéb:8532
ff02::2
ff05::1:3
ff05::101
ffOE:: 101

Link-Local unicast address
Global unicast address
Multicast to all routers on local subnet

Multicast to all DHCP servers within the site
Multicast to all NTP servers within the site
Multicast to all NTP servers in the Internet

IPvé special addresses:
=/128 unspecified address with all zero bits, used as
source gddress only

217128 local host (loopback address)

IPvé deprecated address prefixes;
WXy z/96Z€10 prefix was Used for IPv4-compatible addresses
fec0::/10 site-local prefix valid only inside local organization

3ffer/16  reserved for 6Bone (internet test nets)

add

0000 [0000 Jooo0 T1428 [57ab

["2001 T 0620 |0000
|

Prefix /16 |

ISP Prefix . . .. /32 -
Enterprise Prefix Interface Identifier
Net/Subnet Prefix

IPvé Stateless Address Autoconfiguration (SLAAC)

Ethernet MAC address  [00 :80:84 : &b : 85 : 32)

IPvé address: EUI-64 format ‘Q Q?
[0 [xox T | xxxx [02780] 84 ff [fe éb[8532 |

IPvé address: privacy format
[oox [x0ox Txox | xxxx [9c4a [e78a [2038 [a4dl |

\;___ﬂv,“_/

random value

IPvé Stateful Address Configuration (via DHCP)

[ 2001 | 0620 [0020 [ 0001 [ 0000 [0000 1428 [57ab |

DU SS— -
N

assigned by router assigned by DHCP

Solicited-Node Multicast Address (SNMA)
IPvé unicast address (example)
[ xoxx | xoooc | oo | xxxx |02 30] 64 ff [te 6b[8532 |

IPvé Solicited-Node Multicast Address (SNMA) @
| 02 | 0000 [ 0000 Joooo | 0ooo [ 0001 [ éb[8532]

SNMA derived from unicast address: ff02::1:ff6b:8532

Wireshark display filters:
eth.addr[0:2]==3333
eth.addr[0:3]==33:33:ff

filters MAC multicasts 33:33:xx
filters neighbor solicitations
ipvé.addr [0:2]==fd00 filters from/to prefix fd00/16
ipvé.host contains "fd00::3"  filters on exact string *fd00::3'
ipvé.addr [0:8]==fc00:0000:0000:0003

filters from/to prefix fd00::3/64
filters on 'Router Solicitation'
filters on 'Router Advertisement’
filters on 'Neighbor Solicitation’

icmpvé.type == 133
icmpvé.lype == 134
icmpvé.type == 135
icmpvé.lype == 136

icmpvé.type == 137 filters on ‘Redirect Message'

filters on ‘Neighbor Advertisement'

Neighbor Séii&fcﬂidn

Neighbor Advertisement
Router Saolicitation
Router Advertisement

Duplicate Address-
Detection (DAD)

Neighbor address resolution,

sent to Solicited-Node Multicast
Address (SNMA)

Response to ‘Neighbor Solicitat.’
sent back to requester

Router address resolution,

sent to ff02::2

Response to ‘Router Solicitation’
sent to ff02::1

Sent to own Solicited-Node
Multicast Address (SNMA)

Muliicast Listener Discovery (MLD)

Multicast Listener Query

Multicast Listener Report

Multicast Listener Done

Other ICMPyé messages

Sent by a multicast router to poll
a network segment for group
members

Sent by a host whenit joins
multicast group, or in response
fo an MLD Multicast Listener
Guery sent by a router,

Sent by a host wheniit leaves a
hest group.

Destination Unreachable  Error message

Packet Too Big
Time Exceeded
Parameter Problem
Redirect Message

Echo Request/Reply

Error message

Emror message

Error message

Router informs node about
belter next-hop address
Connectivity test

Tunneling/encapsulation methods:

6in4 (static)

IPvé-over-IPv4 Tunneling {(RFC4213)

6in4 (heartbeat) Automatic éin4 tunnel using AICCU clients
érd IPvé Rapid Deployment for ISPs (RFC 5569)
6to4d IPvé in IPv4 encapsulation, no NAT support

AYIYA
ISATAP
(::5efew.x.y.z)

Anything In Anything UDP Tunneling
Intra-site Automatic Tunnel Addr. Protocol
Address exampie: fe80::5efe.192.168.1.100

L21P Layer Two Tunneling Protocol (RFC2661)

Teredo tunnel

IPvé tunneled over UDP port 3544 (RFC4380)

TSP Tunnel Setup Protocol for IPvé Tunnel Broker

GRE tunnel
MPLS tunnel

IPA DG A teravelmbime
vo/IPv4 franslalio

IPvé inside Generic Routing Encapsulation
IPvé over Multiprotocol Label Switching

methods:

NAT-PT  Network Address Translation - protocol Translation
NAPT-PT Network Address Port Transiation - Protocol Transl.
ST Stateless IP/ICMP Translation
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