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“Hi My name is Adam 
  your network sucks “ 

“As my wife says”



Concept Action Goal Tool

Monitoring Analysis Uptime Watchman 
Monitoring / R-U-On

Monitoring Tracking/Support Uptime/Trend Intermapper / 
Solarwinds

Monitoring Point in Time/Net Issue Resolution Wireshark

Monitoring Point in Time/One Issue Resolution Debookee

Analysis Network Scan/Mac Who is there iNet / LanScan/ 
ARD

Analysis Network Scan/iOS Who is there SubnetInsight

Long Term Analysis Forensic Analysis Sample ALL or 
Some Traffic NetFlow / sFlow



Network Cabling

Category Cable

Cat 5, 5e, 6, 6e, 6a ( Augmented )

Summary: Therefore, install Cat6,  OM3/4

Best Practices

Optimize for Maintainability



Network Dressing



OSI Model
(Open Systems Interconnection)

Layer Name Example

1 Physical 1000Base-T

2 Data Link 802.3 Ethernet

3 Network IP

4 Transport TCP

5 Session Sockets

6 Presentation SSL

7 Application HTTP





What’s in a packet ?

Payload

Header 



WiFi  		 	 2.4 & 5.8Ghz

WiFi is shared medium, channels overlap

WiSpy and similar
 can let you peek 
into the RF spectrum



Layer 2 or Layer 3

Switching

Unmanaged 

Managed

Routers

Bridges



IPv4 and IPv6

Different layer 3 implementations, but same at layer 4 
and above

"Dual Stack" is common today, and will be for years to 
come

IPv6 tunneling services, if you need to access v6 with 
only a v4 connection



Routers / Firewalls

Routing as a service

Processing of Data  ( services )





Traffic Shaping , 
Management

QOS

VLANS

Client isolation

Rogue AP Detection

Client Bandwidth Management (from the AP)



Time Sensitive	



Time Sensitive :  Media

Airplay Audio

Airplay Video

Streaming Content

Uncompressed Video

Secure Content with Verification



oops......8.8.8.8

Apple TV issue

https://discussions.apple.com/thread/3884143?
start=30&tstart=0

https://discussions.apple.com/thread/3884143?start=30&tstart=0
https://discussions.apple.com/thread/3884143?start=30&tstart=0
https://discussions.apple.com/thread/3884143?start=30&tstart=0
https://discussions.apple.com/thread/3884143?start=30&tstart=0


Traffic Shaping , 
Management

QOS

VLANS

Client isolation

Rogue AP Detection

Client Bandwidth Management (from the AP)



NAT and Port Forwading

NAT = Network Address Translation

RFC1918 block behind a single Public IP 

Translates the IP header, keeps track of state

Port forwarding

Allows ports inside network to be exposed to outside



Port Forwarding Example 1

Airport Base Station



Why can’t I find the problem ?

What you aren’t seeing ....



Wireshark



Intermapper



Watchman Monitoring



• Static vs Dynamic Addressing

• Multiple IP Addresses

• Bonding IP addresses

• NAT

The External World



IPv6
128-bit address space, enough addresses for 
foreseeable future

You’ll likely get a /64, so 
18,446,744,073,709,551,616 addresses

ISP’s probably aren’t ready

Chicken and the Egg

Much more important for mobile carriers, Asia, etc. 

Security Considerations



ICMP Tools

IPv4 IPv6

arp ndp

ping ping6

traceroute traceroute6
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