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Who makes the standards’?’

x |EEE for OSl layers 1-2 (Ethernet, Wik, Bluetooth, etc.)
x |[ETF for OSllayers 3-7(IP. - 1CP, HI TP, etc.)

x RFEC’s are surprisingly:readable

x Many others



OS| Model

(Open Systems Interconnection)

Layer Name Example
1 Physical 1000Base- T
2 Data Link 302.3 Ethernet
3 Network IP
4 Transport TCP
5 SEsSsIon Sockets
0 Presentation SoL
V4 Application HTTP



What layer 1 and 2 networking
technologies does Apple support’?

x |EEE 802 Ethernet (wired/wireless)
x Bluetooth

x Frewire

x Serial (with-adapters), PPP

x Fibre Channel
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Network Gabling

x [he cost of any cable installation is-mainly: [awnor
x [herefore, install Cato,  OM3/4
® Best Practices

x Optimize for Maintainability



Debugging at Layer 1

x Basic continuity: testing

x More advanced will-identify-endpoints, diagnose
Miswired connections, distance via capacitance

x Highest end will certify cable for specific uses



Wikl at Layer 1

« WiFi is shared medium, channels overlap

Source: Wi-Spy DBx: INT 2.4 GHz Bond L Not Recording Users: None Port:2400 | ¥4

1 (] 1 =
NSOV AN S THERRRRE e o g S
. e e Quits ZerowAldi « sPouse +=nUSBWWi=Spys » s2dw s=sQuod & sRecord) Averoge:] 0 | CPU: 1.22
| -t k . , Resel. ZerowMaxi « wimage « WTCP: » WOSVs  + wB3dw « WWire o sServer: Dea::;- 24.0‘00- 'S;; g, (30 )
into the RF spectrum:

+Y 4

-19
-24
-29
-34
-39
-44
-49
-54
-59
-64 ¢om

89

99

£ & > a

TALr
QAast

{ mouse bution to Rotote/Tili. Right mouse to Zoom. Shift+left mouse to Pon
2013-04-16 EoKiu 6.2 (c) 2011 Cookwore Inc. hitp://www.EoKiu.com/ 20:58:28
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Debugging at Layer 2

Remote Device Summary

Local Port Port System Capabilities Capabilities

Interface Chassis ID ID Description Name Supported Enabled System IP

8 D4:85:64:DF:DE:40 13 13 2315C; (;-1 bridge bridge 10.124.110.4

n \\iFi: Kismac, IStumbler
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IPv4 and IPVO

x Different layer 3 implementations; but same at layer 4
and above

x "Dual Stack™ is.common today, and will be for years to
come

x [Pv6 tunneling services, if you need to access vo with
only a v4 connection
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IPvo

x 128-bit address space, enough adaresses for
foreseeable future

x You'll likely get a /64, so
18,4406,744.,073, 709,551,616 addresses

x [SP’s probably aren’t ready

x Chicken and the Egg
x Much more important for mobile carriers, Asia, etc.

x Security Considerations
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Subnetting

x Jse Base 2 subnets so you-can split as needed

x [ools like ipcalc can help do the math

$ ipcalc 10.0.10.1/26

Address:
Netmask:
Wildcard:
=>
Network:
HostMin:
HostMax:

Broadcast:
Hosts/Net:

10

255.255.255.192

.0.10.1

0.0.0.63

10
10
10
10
62

.0.10.0/26

.0.10.1
.0.10.62
.0.10.63

00001010.
11111111.
00000000.

00001010.
00001010.
00001010.
00001010.

Class A,

00000000.
11111111.
00000000.

00000000.
00000000.
00000000.
00000000.

Private

00001010.
11111111.
00000000.

00001010.
00001010.
00001010.
00001010.

Internet

o]0
11
00

00
00
00
00

000001
000000
I

000000
000001
111110
111111



NAIT and Port Forwading

x NAT = Network Address Translation
x RFC1918 block behind a single Public [P

x [ranslates the [P header, keeps track of state
x Port forwarding

x Allows ports inside network to be exposed to outside



Port Forwarding Example

x Airport Base Station

itry lype Pv4 Port Mapping

Description: |Mac OS X Server VPN - L2TP

Public UDP Ports: | 1701

Public TCP Ports:
Private IP Address: 10.0.1.201
Private UDP Ports: 1701

Private TCP Ports:

Cancel




Port Forwarding Example 2

x OpenBsSD’s pf

pass in on Sext if proto tcp \
from any to Sext If port 22 \
rdr-to $ssh server port 22
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How IS Apple different’?

x Uses MDNS (Bonjour) for service discovery

x DNS lookup isn't necessarily in-order

» Uses NetBoot instead of PXE for network booting

x [ricks to speed up DHCP: lookups



Debugging above Level 3

x telnet and openssl s client

n Curl - iStumbler - Bonjour

n iStumbler Wi-Fi - ~ |8 Andrea-Sniderman... » g Screen Sharing

Bluetooth & Bulldog-2 » & Apple File Sharing
& HERNAN-Js-iPad > |& Windows File Sharing
& JAKE-HODGESs-Ma... | Secure File Sharing

Location
)| nmap L & JMDs-MacBook-Pro » g Secure Shell
09 ElF e e AT LT (— Remote AppleEvents

Spectrum & MW-MacBook-Pro » = Apple Remote Desktop
& quine '




