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Network Security

e Designing a secure but usable system
o 802.1x authentication standards

o (erfificates

o 802.1x for your wifi network

o 802.1x for your wired network
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How Much Do You Want to Manage?

e Public Simple
o Private only

o Public and Private

o Segregated

o Nailed shut

Complex
o Wireless vs Wired P




What are the Zones?




What are the Zones?

— Inner Wired
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Inner Wireless
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Inner Wireless:
Complex

e Large, high risk
o WPA2-Enterprise
e 802.1X
o Per-user or per-Device authentication

o Security compromises mitigated
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802.1X Details

o Authenfication of network devices

o Prior to Allowing network access

o EAP - Extensible Authenfication Protocol
o (ollection of protocols

e Relies on Certificates or RADIUS server for actual
authentication
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What are the Zones?







Captive Portal
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Bandwidth Management

o Limit usage by any one device

o Monitor and cut off commonly abused protocols — see
IDS/IPS

o Wi-Fiis shared bandwidth
e cven with different SSID’s

o A bandwidth hog on the outer wireless will affect the
inner wireless directly




IDS/IPS

e |ntrusion Detection System
o Passive, detection only

e |ntrusion Prevention System
o Adtive, filters connections

o Unified Threat Management




Unified Threat Management

o Evolution of the Firewall
o Services Include:

o Gateway AV

e Antfi-spam

o \PN

o (ontent Filtering

e load Balancing W
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Unified Threat Management
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Demo
802.1X Profile Creation




802.1X Profile Creation

Settings for WPA Example Devices

1 Payload Configured — Created 07/17/12 at 10:34 PM

Mac OS X and i0OS

General
1 Payload Configured

Configure Network

Passcode
Use this section to define settings for Interfaces.

Network
Not Configured

VPN Configure




802.1X Profile Creation

1 Payload nhigure

Wi-Fi

Passcode Service Set Identifier (SSID)
Identification of the wireless network to connect to

" [~ My Company Wireless
1 Payload Configured Hidden Network

VEN Enable if target network is not open or broadcasting

'/ Auto Join

- Automatically join this wireless network
Certificate

Proxy Setup
Configures proxy settings to be used with this network

Security & Privacy b use when connecting

)

i0S WPA / WPA2
Any (Personal)
WEP Enterprise

WPA / WPA2 Enterprise

Any (Enterprise)

Restrictions
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802.1X Profile Creation

Network
1 Payload Configured

VPN

Security & Privacy

i0S

Restrictions

None

Security Type
Wireless network encryption to use when connecting

WPA / WPA2 Enterprise =

Use as a Login Window configuration (Mac OS X only)
User logs in to authenticate the Mac to the network

Network Security Settings
Configurations options for 802.1X network authentication

Protocols Trust

Accepted EAP Types
Authentication protocols supported on target network

TLS LEAP EAP-FAST
TTLS PEAP EAP-SIM
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Mac OS X and iOS

General
1 Payload Configured

Passcode

Network
1 Payload Configured

VPN

Certificate

Security & Privacy

i0oS

Restrictions

Protocols

Accepted EAP Types
Authentication protocols supported on target network

TLS LEAP EAP-FAST
™ TTLS PEAP EAP-SIM

Use Directory Authentication
Authenticate with the target machine's directory credentials

Username
Username for connection to the network

Password
Password for the provided username

Inner Authentication
Authentication protocol (for use only with TTLS)

MSCHAPv2 &

Outer Identity
Extemnally visible identification (TTLS, PEAP, and EAP-FAST)

IA
CON

802.1X Profile Creation
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802.1X Profile Creation

Network
1 Payload Configured
VPN

Certificate

Security & Privacy

Network Security Settings
Configurations options for 802.1X network authentication

Protocols Trust

Trusted Certificates
Certificates trusted/expected for authentication

No applicable Certificate payload is configured

Trusted Server Certificate Names
Certificate names expected from authentication server
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