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Topics

• Technology overview

• Implementation thoughts

• Apple tech demo

• Q&A



Mobile Device Management 
(MDM)

• In today’s parlance (from jamf)

• Inventory

• Configuration (Profiles)

• Security Management (Profiles)

• Distribution



Inventory



Configuration



Security Management



Distribution



MDM landscape

• Early it was all about email
• Blackberry BES
• Exchange ActiveSync

• Now a logical extension of desktop 
management (w/all the mobile requirements)

• Moving towards isolation of personal data/
apps from company data/apps



MDM innards
• Web Service/Database

• Directory (AD/LDAP)

• Certificates

• Profile Generator for all device functionality

• Connected to Apple Push Notification Service 
(APNs) to notify devices of updates

• Link to use Apple Volume Purchase Program (VPP)



Apple’s solutions

• Dare I say it - iCloud...

• Apple Configurator - the USBDM?

• OS X Server Profile Manager (10.8)



Third Party MDM solutions

• JAMF’s Casper Suite,  Absolute Software, 
Airwatch, MobileIron, and 10,000 others....

• Apple or Third Party MDM?
• Non iOS Devices
• Features

• Granular control
• OTA Application Deployment
• GeoFencing!!!

• Money



Yours vs. Hosted

• Building out the infrastructure

• Solution mobility

• Cost
• Yours - server+server software+you
• Hosted Casper - robotcloud.net = $5/

month/device



Business drives 
implementation

• BYOD (Bring your own device)?

• Who owns the equipment?

• Who controls the equipment?



Deployment

• Devices already out there

• Mass Deployment



iCloud MDM
• Inventory - self!

• Configuration - self!
• also does backups!

• Security Management
• Find My iThing

• Distribution - App Store
• You already have to use your Apple ID!
• Provide redemption codes via email 



Apple Configurator

• Everything you wanted in a MDM, except the M

• Prepare mode - imaging

• Supervise mode - imaging + app management
• The ONLY solution for app distribution 

where you can revoke applications and 
redemption code can be re-used



MDM vs Configurator
www.enterpriseios.com
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OS X Server Profile Manager

• Everything you wanted in an MDM, except 
app management

• Reference for IOS profiles

• Automatically sets up Apple Push 
Notification Service (APNs), and certs/
profiles for device enrollment 

• $49!  



BYOD Demo

• Apple Configurator
• Backup
• Name Device
• Install Profiles for auto MDM enrollment

• OS X Server Profile Manager
• Inventory
• Now Available to wipe/lock
• Set company passcode standards/webclip



Jamf Casper Suite 

• Casper App Management

http://www.youtube.com/watch?v=dweRDWashzc&list=PL902BAA678FB62342&index=14
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Issues

• Apple ID
• From MacWorld - “...An Apple ID is for an 

individual person, and Apple has no concept 
of a corporate ID. You don't get around that, 
you surrender to it.”

• You MUST have a strategy for managing

• Apple Push Notification Service integration



More Issues

• Application purchasing (see Apple ID)
• Apple’s Volume Purchasing Program
• You thought managing Adobe apps was 

hard...
• Certificates - Used everywhere to establish 

trust, and they are hard to generate, hard to 
import, hard to export, and they expire

• Wiping can destroy personal data
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Q&A






























