DNS (A War Story)
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What I'm Doing Today

® Exploring DNS by focusing on specific real-
- world examples of DNS failure and
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What is DNS?

® Domain Name Service

® Hierarchical distributed naming system fo
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Why DNS?

Instead of plugging an IP address into Safari,
75.101.132.77
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Why DNS?

Transform the “Connect to Server” dialog
from a bunch of ugly numbers:

e OO Connect to Server

Server Address:

vnc://192.168.214.29

Favorite Servers:

I} whoville.local
r"! 192.168.214.23
F'! 192.168.214.25

a2 vnc://192.168.214.29

K\ afp://192.168.214.29

(?) Remove Browse | Connect |




Why DNS?

Into something more readable, like this:

Connect to Server

Server Address:

afp://deploystudio.private.wheelwrights-llc.com

Favorite Servers:

[} afp://deploystudio.private.wheelwrights-llc.com

I\ afp:/ /files.private.wheelwrights-llc.com
) afp:/ /thingtwo.private.wheelwrights-llc.com
) vnc:/ /deploystudio.private.wheelwrights-Ilc.com

Remove Browse
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Don’t We Have
Bonjour!

New Remote Connection

Service Server

Secure Shell (ssh) Andrea Sniderman’s MacBook Pro (3)
Secure File Transfer (sftp) BELC02))2CUDKQ4
File Transfer (ftp) Dogito

Remote Login (telnet) Karen Wong
Kobayashi-Marul
M08091979
m08091993
MacTech's Event iMac 24"-1
MBP-160's MacBook Pro
Nathan Finch MBP
Neil's MacBook Pro
SamMBP2011
sea-it-lopezg
vilamba0333
XSE-CLIENT

SSH (Automatic)

| Connect |




Things Bonjour Doesn't
Work With

® Email

® VWeb Sites

o Apple Push Notlfcatlons (Dark Sky




What'’s the Point!?

® Domain Name Service makes the Internet
more human-friendly

® |t does so by converting human-friendly

v - \AZ 0 ] e [y | N/ a “TVY 1L 4 J pe ) lafalqgioga) e e AL N =k s
- WOTdAS LO COITIPDULCT=ITICIIUIY ITT dAUUlICaySCSy,

O | B
- -4




It's Not Magic

private.wheelwrights—1lc.com. IN SOA thingone.private.wheelwrights-11c

.com admin.private.wheelwrights-11lc.com. (
2013030402 ;Serial
86400 ;Refresh
3600 ;Retry
604800 ;EXpire
345600 ;Negative caching TTL




It's Not Magic




Engineered Simplicity

* Humans engineer simplicity all the time

go to CaffeVita in Fremont, not 4301
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Engineered Simplicity

private.wheelwrights—1lc.com. IN SOA thingone.private.wheelwrights-11c
.com admin.private.wheelwrights-11lc.com. (

2013030402 ;Serial

86400 ;Refresh

3600 yRetry

604800 yExpire

345600 ;Negative caching TTL




Essential DNS

® Client/Server System

® “Zones” organize data in delegated,
hierarchical fashion
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Four Critical Questions

|. Who is the client asking?

2. What is the client asking?
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A Real World Scenario
In Two Chapters

® This Actually Happened ™
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| Receive Email




Background

® Customer runs their own email server,
which is located on the office network

® Mail server known to be mail.ctdawe. com
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What | Want to See in
Terminal

Connect to the server using telnet

-l. . -l.
dawe$ telnet mail.ctdawe.com 25 |
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What | Actually See
The Symptom, Pt. |

Connect to the server using telnet
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What | Actually See
The Symptom, Pt. 2

Connect to the server using telnet
dawesy telnet /5.151.122.149 25
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Oh Bother

® Connecting by DNS name
(mail.ctdawe.com) fails

® Connecting by IP address succeeds
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Open the Toolbox

* Because connection by name fails but by IP
address works, it’s time to investigate DNS

dawe$ man dig

P . e f K
) . —
. o ’-‘4;.1_ m ‘: 2 ‘7 rx




Format

I
- ¥y

n
3 :. ‘ f’-e v-e.‘z &‘n -!---:, Lo _’—‘



http://www.mactech.com
http://www.mactech.com

Domain Name
Registrar

® Manages the reservation of Internet
domain names

® Common examples include Network
- Solutions, GoDaddy, Namecheap




DNS Zones

® A portion of the DNS name space for which
administrative responsibility has been
delegated

ctdawe. com.
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Back to T'heory

® Address (A) Record

[ ]
® all EXCNhanger ccor
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Start of Authority
(SOA)

Defines the DNS server or servers that are
authoritative for the domain
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Address Record

* Maps a name to an IP address
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Address Record
(A)

Let’s confirm the A record we have on paper

- dawe$ dig @dnsl.registrarservers.com mail.ctdawe.com a
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Mail Exchanger Record
(MX)

* Defines host(s) that accept mail for a domain
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Mail Exchanger Record
(MX)

What does the customer MX look like?

dawe$ dig @dnsl.registrarservers.com ctdawe.com mx
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Pointer, aka Reverse Record

(PTR)

® The pointer (PTR, or reverse lookup) record
returns a name when querying an |IP address.
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PTR Record

dawe$ dlg @dnsl reglstrarservers com —X
4
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What Do We Know?

® DNS Authority dnsl.registrar-servers.com

® [he authoritative DNS resolves the MX record
an unfamiliar set of servers




Clean Up the Mess

|. Access the authoritative DNS host
2. Configure a proper Address (A) record
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Why Did This Happen?

® [The human factor is a factor

“Our web designer called and asked if they

I“--L B




Conclusions

® Customer gave up critical management
information without understanding
intentions or implications.
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is Is Not Uncommon

" Zack Williams

2 Note to other tech people - please ask before you change DNS
settings at the registrar and inadvertently blackhole a domain's
email.
Expand <~ Reply t3 Retweet W Favorite e+ More

Chris Dawe viay
@zdw But we've got to make the new website available! The owner

is asking!

" Zack Williams
@ctdawe You sir are a mind reader - that's exactly what happened.
Also, password at the registrar was 3 characters long. High security!
® Hide conversation <~ Reply 13 Retweet ¥ Favorite e+ More




Fixed Now!







Split Horizon DNS

® Network Address Translation (NAT) broke
globally-routable Internet

® Some information shouldn’t be available on
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Split-Horizon DNS
The Fundamental Idea

e Offer dlfferent query results depending on




Split-Horizon DNS
Two Common Methods

|. Configure one set of DNS server with two
sets of records and offer different answers
depending on address of requesting client
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One Example of Split Horizon DNS

(simplified)

Each set of DNS servers believes it is Pri
ic DN rivate DNS Servers
Public S Servers authoritative for ctdawe.com. Each is
68.233.250.45 192.168.3.21

208.64.122.244 correct after a fashlon..SucceSf deper:'ds 192.168.3.27
on clients never querying the "wrong" set - - — " - T =
3 | .
of servers. Note that the sets of servers —

s 4— contain different A record information for . | il

db.cfdéwe.gaﬁ.zone mail.ctdawe.com. . . .
mail. IN. A. 75.151.122.149 ﬂgﬁfd?ﬁ? /i?m1gzagr.1i‘68.3.23

Private DNS Client
IP: 192.168.3.101

wan & Lan DNS: 192.168.3.21 /’

The Internet — ,
| $ host mail.ctdawe.com
mail.cslawteam.com has address 192.168.3.23

[ —

Internet DNS Client

SIES : 7%8333%4;55325 In many small business implementations of split-horizon DNS, a customer will host public

records for a domain on servers belonging to a DNS hosting company, and private records
\ on private servers connected to the customer LAN. In the example above, the customer
has a pubicly-reachable server on the LAN with a private IP address assigned, making for
interesting (and valid) lookup results:

$ host mail.ctdawe.com |..The Internet DNS client receives a response of 75.151.122.149 when querying the public
mail.cslawteam.com has address 75.151.122.149 | DNS servers for mail.ctdawe.com.

2..The private DNS client receives a response of 192.168.3.23 when querying the private
DNS servers for mail.ctedawe.com.

In order for this setup to function, the private client must not query the public server, and
the public client must not query the private server (and in this example can not query the
private server), as each would likely receive a response that would likely not be reachable.




Addressing the
Elephant

The private DNS server thinks
mail.ctdawe.com. IN A 192.168.3.23
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Is That All?




| Receive Email




reak Out the Tools

Network

{ Wi-Fi TCP/IP NS WINS 802.1X Proxies Hardware |

Search Domains:

guest.bh.loca

+ ~— |Pv4 or IPv6 addresses

Cancel




Break Out the Tools

® scutil

dawe$ scutil ——-dns
DNS configuration (for scoped queries)
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Break Out the Tools

Query the Public Server

dig @dnsl.registrar—-servers.com www.ctdawe.com a
+short

-~ 70.32.106.38
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Simple Fix

On the private DNS server, update A record
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Tools to Explore




Additional Record
Types

® CNAME (Canonical Name) aka Alias
R e




DNS (A War Story)
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