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iOS

The world’s most advanced mobile operating system.
IPhone, iPad, and iPod touch.
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Why Manage?

Cheryl Schneider, CEO The Mac Works

ORKS

Our Promise is in Our Name




Why Manage?

» Protect your information

» Protect your equipment

+ Keep your network secure



Why Manage?

- Reduce your risk

- Maintain Regulatory Compliance;

e.g. HIPPA, PCI



Why Manage?

MDM will certainly help you manage risk. There is no
way to do risk management of mobile devices by hand.
There are simply too many different security knobs to
turn and different users to deal with in most
organizations.

Michael Davis
Savid Technologies



Why Manage?

+ Enforce company security policies

- [Track and manage assets

(devices, apps, information)

- Reporting on assets & usage



Why Manage?

Simplifies everything: provision,
manage, secure and support

- Limit need for user intervention

» Locate and lock, or wipe, devices

anywhere, anytime



Why Manage?

» You can’'t completely avoid BYOD

- People and devices are on the move

+ Track and manage assets

» Reporting of assets & usage



Why Manage?

- Establish & enforce usage policies

with enrollment, “Carrot & Stick”™

- Manage updates & upgrades

- Modify settings over-the-air



Why Manage?

» It's your company’s stuff

- It's your company’s responsibility

» It's the smart thing to do

- It's probably required by regulation



Why Manage?

The bottom line...

You can'’t afford not to!



Why Manage?

Apple has shipped more 10S devices
than all the Macs shipped
over their entire history.




Apple Tools

Ben Greiner

International



Apple Tools

2

IPCU Apple 10.8 Server
Mac/Windows Configurator Profile Manager

FREE FREE $20*



Apple Tools

Welcome

An Apple ID is the login you use for just about
everything you do with Apple, including using
iICloud to store your content, downloading apps
from the App Store, and buying songs, movies,
and TV shows from the iTunes Store.

Apple ID



Apple Tools

000 Apple Configurator

“ - | General
2 8. Mandatory Passcode

M Passcode
1 Payload Configured | Allow simple value
Permit the use of repeating, ascending, and

% Restrictions descending character sequences

1 Payload Configured || Require alphanumeric value

Require passcodes to contain at least one letter
Global HTTP Proxy

Not configured Minimum passcode length
Smallest number of passcode characters allowed

Minimum number of complex characters
Smallest number of non-alphanumeric characters allowed
VPN

Not configured ., Maximum passcode age (1-730 days, or none)
. ] Days after which passcode must be changed

Mail o Auto-Lock (1-5 minutes, or none)
- 1 Payload Configured ‘ Device automatically locks when time period elapses

Exchange ActiveSync , ., Passcode history (1-50 passcodes, or none)
1 Payload Configured - L . Number of unique passcodes before reuse

| Grace period for device lock
Amount of time the device can be locked without
prompting for passcode on unlock

7 LDAP
2 Not configured

Calendar Maximum number of failed attempts
%5 \ot configured Number of passcode entry attempts allowed before all
data on device will be erased
#  Contacts
L. Not configured

1 validation error | Cancel l E




Apple Tools

00ee

‘| General
., Mandatory

Passcode
1 Payload Configured

Restrictions
1 Payload Configured

Global HTTP Proxy
Not configured

Wi-Fi
1 Payload Configured

VPN
Not configured

-1 Payload Configured

Exchange ActiveSync
1 Payload Configured

LDAP
Not configured

Calendar

1

Apple Configurator

Restrictions

[ Functionality = Applications Media Content |

™ Allow use of camera
g Allow FaceTime

G Allow screen capture
g Allow Photo Stream (disallowing can cause data loss)
g Allow Shared Photo Streams

™ Allow Passbook notifications while locked
g Allow iMessage (Supervised Only)

g Allow voice dialing
™ Allow Siri
|| Allow Siri while device is locked
|| Enable Siri Profanity Filter (Supervised Only)

| Allow Bookstore (Supervised Only)
Allow Erotica (Supervised Only)

__| Allow installing apps
| Alloass ramaving anne (Saunandeod Onlu)

1 validation error

[ Cancel | ﬁ




3rd Party Options

Peter Linde
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A Few Options
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A Lot of Options
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Really — a LOT of Options

3CX, Absolute Manage, Airwatch, AetherPal, Alcatel-Lucent, Amtel
MDM, Alef\)/lo, AppBlade, Appearian EASE, Angrack, Avoceen,
Blackbox Mobile, BMC Software, BoxTone, CA Technologies,
Capricode, Casper, Centrify, Cloud Systems, CommSolvn,
CommonTime, Cortado, Endpoint Protector, Equinox Software, Excitor,
FancyFon, FileWave, Finepoint Software, Gill Technologies, Good,
Google, Halosys, HP, iBoss, IBM, InnoPath, iPass, JAMF Software,
Juniper Networks, LabTech, LANDesk, LRW Technologies, MaaS360,
McAfee, Meraki, Mformation Technologies, MobiDM, Mobi Wireless,
MobileFrame, MobileNX, Mobiquant, Microsoft, NitroDesk, Notify
Technology, Novell, nuVizz, Odyssey, Perlego Systems, ProMDM,
PushManager, Robot Cloud, SimpleMDM, Smart Nomad, Sirrix,
smartMan, Sophos, SOTI, Sybase, Afaria, Symantec, Tangoe,
ITA%RMAC, Virtela, Wavelink, Wyse Technology, Zelog, Zenprise, and the
ist goes on.....




Acronyms

- MDM
- BYOD
- MAM



What Gartner Says

chaliengers cader

SAP
Symantec

McAfon
SOpPhos

Mobilelron
AirrWatch
Fiberink
- v
Zenprise

Good Technology
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- Trend Micro Sot
Tangoe BM
OpenPeak
SilverbackMDM |,
LANDesk © AHE
Smith Micro Software
MYMobile Security
venetian
Mche players visionaries




How Not To Choose

» | read an article.
- Gartner
* |t looks cool!

»  Our competitor uses it.
+ They are offering a great deal!
+ | saw a guy at CES.



Secret to MDM Success

Your Reqgs/Goals
Products that meet your regs

+ Testing and Piloting

= Successful MDM



Decision Criteria

- SMB vs Enterprise vs Education

- Company-owned devices vs BYOD

 10S-only vs heterogeneous

» On-premise vs hosted/SaaS



Decision Criteria

+ Free vs pay (product & support)

- Ease of use and management

- Beyond MDM (apps, content)



Useful Links

* enterpriseios.com

* macenterprise.org

* macenterprise.org

» consultants.apple.com

- apple.com/iphone/business/it-

center/deployment-mdm.html


http://www.enterpriseios.com
http://www.enterpriseios.com
http://www.macenterprise.org
http://www.macenterprise.org
http://www.macenterprise.org
http://www.macenterprise.org
http://consultants.apple.com
http://consultants.apple.com
http://www.apple.com/iphone/business/it-center/deployment-mdm.html
http://www.apple.com/iphone/business/it-center/deployment-mdm.html
http://www.apple.com/iphone/business/it-center/deployment-mdm.html
http://www.apple.com/iphone/business/it-center/deployment-mdm.html

Summary

- Know your reqgs & goals for MDM

+ Survey what's out there

» Match products to your regs

» Jest and pilot



