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Problem/Solution
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Secure Mobility Problem Characteristics

— Netbooks/Ultrabooks/Laptops
- End of XP

- Consumers (end users) are driving IT
— Consumers KNOW how it should work!

- But, IT still needs to secure corporate data
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Solution Characteristics

- VPN
- Web-based file-sharing
 No directory binding
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Are you really https://www.pretendco.com?
www.pretendco.com

Yes, here is my certificate and public key.

http://support.apple.com/kb/HT5012

How Certificates Work - BASIC pgcman sarcom
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device and allows access. Apple Push Third-party

Notification MDM server

Server sends push notification Service

prompting device to check in for tasks or
queries.

Device connects directly to server over
HTTPS. Server sends down commands or
requests information.

Mobile Device Management
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Private Network
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Exchange Back-End Server(s)

Microsoft Exchange ActiveSync
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Deployment example

DMZ Private Network
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Private Network

Proxy Server

Web Server - Internal
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Private Network

Web Server - Internal
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Cisco ASA e Cisco 3315 - ISE

File Server
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CONFIG X

Configure Enroll Query Manage

Mobile Device Management
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MDM Tiers

- Tier 3 - Profile Manager (Mountain Lion Server), over-the-air updates
- Tier 4 - 3rd party MDM (needed for any MDM scenarios that are not all iOS)
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