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FILEVAULT 2

Full-disk encryption
Make a Backup & Encrypt the backup!

Almost FIPS 140-2 data protection but you still need
a strong password

Apply all Software Updates and do maintenance
before enabling FlleVault 2 and Backup!

Tradeoffs with performance on standard HDs

For most users 1t Is best to escrow recovery keys
with Apple

Apple and JAMF can manage FV2 in the enterprise




FILEVAULT 2

® 00 Security & Privacy

FileVault secures the data on your disk by | Turn Off FileVault... |
encrypting its contents automatically.

FileVault is turned on for the disk “Macintosh HD".

A recovery key has been set.

@ Click the lock to make changes. | Advanced... | @




FILEVAULT 2

® [he performance trade-off on SSD, negligible!

Disk Speed Test
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S/MIME MAIL
CERTIFICATES

Secure/Multipurpose Mail Extension
Digitally Sign and Encrypt Email

Used with an email client such as Apple Mall
Low impact but an effective layer of security

The sender and receiver must both use S/MIME
certificates for mail encryption




S/MIME MAIL CERTIFICATES
& APPLE MAIL




HTTP://WWW.COMODO.COM/HOME/EMAIL-SECURITY/FREE-EMAIL-

CERTIFICATE.PHP

Free Email Certificate, Secure Email Certificate, Email Digital Sign- COMODO

cCOMODO

Creating Trust Online*

\.;. + (C hup://www.comodo.com/home/email-security/free-email-certificate.php

Home & Home Office » Emall Security » Free Emall Certificate

> Internet Security Software
> PC Support & Maintenance

v Emall Security & Messaging

Free Emall Certificate

> Browsers

> Backup & Online Storage

> Free Trials

Free Secure Email Certificate

Emall Certificate (S/MIME) protects your emalls with encrypting and digitally signning.

& PrintView

Want to keep your messages secure and private?
Protecting your digital communications is just this easy

v Encryption and digital signature
ensure confidentiality

v Protection against identity theft
v Integrates with Microsoft® Office
v Completely FREE

s Free SignUp

and get nail certificate

Download and install within minutes! Get now

Why risk yourself in data theft with zero protection?

Email certificates provide the strongest levels of confidentiality and security for your electronic
communications by allowing you to digitally sign and encrypt your mail and attachments.
Encryption means that only your intended recipient will be able to read the mail while digitally
signing allows them to confirm you as the sender and verify the message was not tampered with
en route. Our email certificates are free for personalhome users and are available from as little
as $12 per year for business users.

The Secrets of our Secure Email Certificate
« Ensure emall remains private by encrypting with up to 256 bit security
« Digitally sign your emall to ensure authenticity and integrity
= Trusted with major mall clients such as Microsoft Outlook, Windows Mall, Thunderbird
« Simple online application and installation means you can be set up in minutes

ER [or person QoMU QNS Are ht - 0O pexpensive

Experience
extreme
protection with
Comodo Internet
Security Pro with
GeekBuddy
GeekBuddy can remotely
instal any new software on
your PC, as wel as provide
Ive remote support for
virtually any computer
problem you face!
v Clean Malware
v Firewall Protection

v Defence+ Host
Intrusion Protection

v Auto Sandbox
Technology ™

» Try Rt FREE » More info

M Selection Wizard

Find the Comodo product that
best fits your needs or budget.
» Try it Now

Verify and secure your site
with COMODO. Get your SSL
Certificate FAST, Order
instantly and easiy!. Our SSL
is fully trusted by all known
browsers.

EV SSL SITE
AUTHENTIC & BECURE




800 Secure Email Certificates - Application 8 @
"+ (C mups://secure.comodo.com/products/frontpage?area=SecureEmailCertificate&currency=USD&region=North+Ar  COMODO CA Limited ¢ | (Q~

COMODO

Creating Trust Online

Application for Secure Email Certificate Secure Email Certificates

, Step 1: Provide details
Your Details for your certificate

First Name James
Step 2: Collect and
Last Name Alcasid install your certificate

Email Address Res, aAcask@gmail com
Country | United States

Private Key Options
Key Size (bits): 2048 (High Grade)

Revocation Password

If you believe the security of your certificate has been compromised, it may be revoked. A

revocation password is required to ensure that only you may revoke your certificate:
Revocation Password
Re-enter Revocation
Password
Comodo Newsletter [ Optin?

Subscriber Agreement

Please read this Subscriber Agreement before applying for, accepting, or using a digital certificate.
If you do not agree to the terms of this Subscriber Agreement, do not apply for, accept, or use the
digital certificate.

Email Certificate Subscriber Agreement

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE READ
THE AGREEMENT CAREFULLY BEFORE ACCEPTING THE TERMS AND
CONDITIONS.

IMPORTANT - PLEASE READ THESE TERMS AND CONDITIONS CAREFULLY
BEFORE APPLYING FOR, ACCEPTING, OR USING A COMODO EMAIL
CERTIFICATE. BY USING, APPLYING FOR, OR ACCEPTING A COMODO EMAIL
CERTIFICATE OR BY ACCEPTING THIS AGREEMENT BY CLICKING ON "I ACCEPT"
BELOW, YOU ACKNOWLEDGE THAT YOU HAVE READ THIS LICENSE
AGREEMENT, THAT YOU UNDERSTAND IT, THAT YOU ACCEPT THE TERMS AS
PESENTED, AND AGREE TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE
TO THE TERMS AND CONDITIONS OF THIS SUBSCRIBER AGREEMENT, DONOT
APPLY FOR, ACCEPT, OR USE A COMODO EMAIL CERTIFICATE AND CLICK




Secure Email Certificates - Application
+  (C hups://secure.comodo.com/products/!SecureEmailCertificate_Signup ¢

COMODO

Creating Trust Online

Application for Secure Email Certificate Secure Email Certificates

Application is successfull

Details on how to collect your free Secure Email Certificate will be sent to
james.alcasid@gmail.com.

Congratulations on choosing Secure Email Certificates to keep your email confidential.

© Copyright 2012. All rights reserved Tuesday June 26, 2012




® 0o () Your certificate is ready for collection! — Inbox

: Certificate Customer Services <secureemail@comodogroup.com> &
: Your certificate is ready for collection!

: June 26, 2012 2:04:23 PM EDT

: James Alcasid

14 Attachments, 51 KB Save v

COMODO Tel Sales  +1 888 266 6361

Fax Sales 1 +1.201.963.9003

Your Comodo FREE
Personal Email Certificate

is now ready for collection! ; -

Dear James Alcasid,
' How to encrypt mail

Congratulations - your Comodo FREE Personal Secure Email Certificate is now Step 1
ready for collection! You are almost able to send secure email! Create a new Mail

Simply click on the button below to collect your certificate.

Click & Install Comodo Email Certificate

Noto Ifthe abova bunon does not work. please navigata to

na 2 Enter your email
address and |he COIIectlon Pasword whlch Is

Your Comodo FREE Personal Secure Email Certificate will then be automatically ] e
placed into the Certificate store on your computer. -" AL ey : ot .X 5

S - -L‘l'u-—-

Cllck "Yes"if you see a "Potential S(:ripung Violation" window asking "Do you want this




Secure Email Certificates - Application
+ (C hups://secure.comodo.net/products/!SecureEmailCertificate_Collec2

COMODO

Creating Trust Online

Collection of Secure Email Certificate Secure Email Certificates

Your Collection Details
You must enter these details to be authorized to collect your certificate.

Emai Aderos

© Copyright 2012. All rights reserved. Tuesday June 26, 2012




N

The downloaded file

containing the certificates.
Double-click to install.

CollectCCC-1.p7s

gics Do you want to add the certificate(s) from the file
| “CollectCCC-1.p7s" to a keychain?

Click’Add’ to

add certificates

Keychain: [ login 3] to Keyc h ai n '
[ View Certificates ] [ Cancel ] E-—Md—}




CHECK OUT YOUR

CERTIFICATE!

G Vl'”lfﬂlll'
Kevebirnd

ot

james.alcasid@gmail.com
Issued by: COMODO Client Authentication and Secure Email CA
Expires: Wednesday, June 26, 2013 7:59:59 PM Eastern Daylight Time

@ This certificate is valid

p Trust
w Details

Subject Name
Email Address

Issuer Name
Country
State/Province
Locality
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before

james.alcasid@gmail.com

CB

Greater Manchester

Salford

COMODO CA Limited

COMODO Client Authentication and Secure Email CA

02 A2 F5 7D AB 2D 85 C7 94 1C 1A 0B 2C 13 D6 97
3

SHA-1 with RSA Encryption ( 1.2.840.113549.1.1.5)
none

Monday, June 25, 2012 8:00:00 PM Eastern Daylight Time




THETEST

This is a Secret Message!

(Helvetica  +][14:](m] (B2 u](=l=I=][:=x][=>~]

To: ~ James Alcasid

s

Bec:

Subject:! This is a Secret Message!|

v

]

From:| James Alcasid <james.alcasid@gmail.com> = Signature: | Credible Hulk = = %

THE CREDIBLE HULK

You wont like me when Im angry, because | always back up my
rage with facts and documented sources.

fakeposters.com

Message Size: 76 KB

Image Size: | Actual Size :




THE RESULT

® 00

This is a Secret Message! — Inbox

| @ | e

(& <> ]

From:
Subject:
Date:
To:
Security:

James Alcasid ¢

This is a Secret Message!

June 26, 2012 2:15:24 PM EDT

James Alcasid

@Encrypted, %Signed (james.alcasid@gmail.com)

1 Attachment, 66 KB Save v Quick Look

THE CREDIBLE HULK

You wont like me when Im angry, because | a back up my
rage with facts and documente

fakeposters.com




S/MIME MAIL CERTIFICATES
& APPLE MAIL DEMO




PASSWORD PROTECT
ZIP FILES

® Mac OS X and Windows compatibility
® [xecuted from Terminal

® % zip -e encrypted_filename encrypted file




PASSWORD PROTECT
ZIP FILE DEMO

>




ENCRYPTED DISK IMAGES

. 1 Diak ¥ | )
< \ | |
\ - |
\ ) “\ ‘\,\-\f“‘u“ ‘\

® Mac OS X only
® [xecuted from Disk Utility or Terminal

® [Useful as a secure container for sensitive data




ENCRYPTED DISK IMAGE




ICLOUD SECURITY

Encryption
Data In transit | On server Notes
Calendars Yes Yes
Contacts Yes Yes
Bookmarks Yes Yes
Reminders Yes Yes
Photo Stream Yes Yes A minimum of 128-bit AES encryption
Documents in the Cloud Yes Yes
Backup Yes Yes
Find My iPhone Yes Yes
Find My Friends Yes Yes
All sessions at iCloud.com are encrypted with SSL. Any data accessed via
iCloud.com Yes N/A _
iCloud.com is encrypted on server as indicated in this table.
Back to My Mac does not store data on iCloud. Data retrieved from other
Back to My Mac Yes N/A ) ) L )
computers is encrypted with SSL while in transit.
) ) Purchased or matched music files are not encrypted on server because
iTunes in the Cloud Yes N/A
they do not contain any personal information
All traffic between your devices and iCloud Mail and Notes is encrypted
) with SSL. Consistent with standard industry practice, iCloud does not
Mail and Notes Yes No
encrypt data stored on IMAP mail servers. All Apple email clients support
optional S/MIME encryption.




PASSWORDS

Hard to remember passwords decreases security
Backup your Keychain

Substitution does not improve password strength
Excessive password rotation decreases security

Increasing password entropy does improve password
strength




HTTP://XKCD.COM/936/

0000000000000000 ~28 BH'SQFEN'FROPY WAS IT TROMBONE? NO,
(N‘ggcgggag:ﬂ) SR’DER gogoooog TROUGADOR, AND OVE 0F
UNKNOWN Onc ono S ZERQ®
BASE WORD mm:ﬁ j ] O THERE \ . X
= 3o AT || st St
TF@U b4d or &3 1000 GUESSES/seC
(s
CAPS COMI"\G‘J N(M HASH 15 H\sw 11 NOT WHAT THE
) SUBSHTUTONS ERAL Dmm Tmm) DIFFICOLTY TO REM
Qoo IFAICOLTY T0 GUESS: IFFICOLTY EMBER:
('You ¢an AOD ammaza;rr'r‘sro Pl)\!(}{l}ﬁﬁON W HARD
IWM Acgsuc;?r\ougwrs) '
~ H4 BITS OF ENTROPY
O0oOoOnoonoo
correct horse battery staple F—
. »,47>;_J e JUuJUuuopuiadadg
;_Lj;lfji,l 1 0O _]‘_]ﬂq Qooooo _._E] 100 poOgooooaoo
] pooofo oooaan aooaco
Nm\ . | | / 2""':5?9YE‘>R$PW
1000 GUESSES/SEC
FOUR RANDOM
E ALREADY
HARD MEMORIZED |T

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT ERSY FOR COMPUTERS TO GUESS,




THANK
YOU!

James.alcasid@gmail.com
twitter@jamesalcasid




