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ENCRYPTION
• FileVault2

• S/MIME Certificates for email

• Encrypted Zip Files

• Encrypted Disk Images

• Cost/Benefit

• Impact on Performance



FILEVAULT 2
• Full-disk encryption

• Make a Backup & Encrypt the backup!

• Almost FIPS 140-2 data protection but you still need 
a strong password

• Apply all Software Updates and do maintenance 
before enabling FileVault 2 and Backup!

• Tradeoffs with performance on standard HDs

• For most users it is best to escrow recovery keys 
with Apple

• Apple and JAMF can manage FV2 in the enterprise 



FILEVAULT 2



FILEVAULT 2
• The performance trade-off on SSD, negligible!



S/MIME MAIL 
CERTIFICATES

• Secure/Multipurpose Mail Extension

• Digitally Sign and Encrypt Email

• Used with an email client such as Apple Mail

• Low impact but an effective layer of security

• The sender and receiver must both use S/MIME 
certificates for mail encryption



S/MIME MAIL CERTIFICATES 
& APPLE MAIL



HTTP://WWW.COMODO.COM/HOME/EMAIL-SECURITY/FREE-EMAIL-
CERTIFICATE.PHP











The downloaded file 
containing the certificates. 
Double-click to install.

Click ‘Add’ to 
add certificates 
to Keychain.



CHECK OUT YOUR 
CERTIFICATE!



THE TEST



THE RESULT



S/MIME MAIL CERTIFICATES 
& APPLE MAIL DEMO



PASSWORD PROTECT 
ZIP FILES

• Mac OS X and Windows compatibility

• Executed from Terminal

• $ zip -e encrypted_filename encrypted file



PASSWORD PROTECT 
ZIP FILE DEMO



ENCRYPTED DISK IMAGES

• Mac OS X only

• Executed from Disk Utility or Terminal

• Useful as a secure container for sensitive data



ENCRYPTED DISK IMAGE 
DEMO



ICLOUD SECURITY



PASSWORDS

• Hard to remember passwords decreases security

• Backup your Keychain

• Substitution does not improve password strength

• Excessive password rotation decreases security

• Increasing password entropy does improve password 
strength



HTTP://XKCD.COM/936/
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