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Getting Started with Profile Manager
Helpful resources for starting out

Managing iOS Devices with OS X Lion Server, by Arek Dreyer (Kindle, iBooks)

OS X Lion Server Essentials, by Arek Dreyer and Ben Greisler (Apple Pro Training Series) 

Anything and everything at http://krypted.com, by Charles Edge 
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The Goal
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Your settings, pushed to your
managed devices, over the air.

WiFi network access

App restrictions 

Configured email accounts

Web Clips

Passcode requirements

!THE CLOUD



Configuration 
Profiles
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XML files (.mobileconfig)

Payoads define groups of settings

Distributed via 

web

email

SMS

USB

OTA via MDM

!THE CLOUD





Profile Manager 
Create and edit Profiles

Push OTA to iOS and OS X (10.7+)

Web-based administration

Self-Service Portal for assigned or enrolled devices

Wipe

Lock

Reset Passcode
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APNS

Device Enrollment

iOS keeps open 
connection to APNS

APNS Notifications

Profile 
payload

Web 
Interface



8

Enrolling Devices in 10 Easy Taps
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Enroll vs Bind
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APNS

Device Enrollment

iOS keeps open 
connection to APNS
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Web-Based Administration
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Web-Based Administration
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Web-Based Administration
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Web-Based Administration



23

Web-Based Administration
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Web-Based Administration
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Disallow YouTube
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Disallow YouTube





Management Perspectives
Manage by User

Devices assigned to that user

Devices enrolled by that user

Manage by Group

Manages all devices assigned to or enrolled by users in a group

Manage by Device

Manage by Device Group
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Reporting from Profile Manager
Remotely view and verify setttings on devices

Device Details

Model, OS version, serial number

Installed Applications

Installed Configuration Profiles
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Open Ports for Profile Manager
See http://support.apple.com/kb/HT5302 

TCP 2195, 2196 Used by Profile Manager to send push notifications 

TCP 5223 Used to maintain a persistent connection to APNs and receive push notifications

TCP 80, 443 Provides access to the web interface for Profile Manager admin

TCP 1640 Enrollment access to the Certificate Authority
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APNS

Device Enrollment
TCP 1640

iOS keeps open 
connection to APNS

TCP 5223

APNS Notifications
TCP 2195, 2196

Profile 
payload
TCP 443

Web 
Interface
TCP 80, 443





Lion Server Fresh Install
See http://support.apple.com/kb/HT4766 

Format your disk Mac OS X Extended (Journaled) 

Prepare external drive with Lion and Lion Server installer apps in /Applications

Launch Lion Server installer once, and let it download additional resources

Install Lion on your formatted drive, and Customize button will offer Lion Server
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Apple Configurator
Top Features

Available on App Store

Create Configuration Profiles

Push to connected devices over USB

Easy to use to enroll a whole cart of devices into MDM

Icon isn’t blue
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Prepare
Use to prepare devices for individual use

Use for devices that will not return to you

Update to latest iOS

Optionally restore backup (set default settings)

Optionally install profiles
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Supervise
Sweet Spot - Use to prepare devices for community use

Name devices sequentially

Update iOS

Optionally restore backup (set default settings)

Install Free and VPP apps

Maintain control of VPP licenses
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Assign
Supervised devices checked out to individuals

Allows you to check-out devices 

Distribute documents

Gather documents
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Enrolling Devices with Configurator
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Apple Configurator + Profile Manager
Use Configurator to:

Update iOS on multiple devices

Push Enrollment and Trust Profiles

Manage Free and VPP Apps
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Use Profile Manager to:
Enforce policy and restrictions

Configure per-user or generic email accounts

Add Web Clips

Add or Configure Wi-Fi networks
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Thanks.
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