MANAGING WHO’S ON
YOUR NETWORK

PAUL SUH

PAUL.SUH@PS-ENABLE.COM

Enable.




CAUGE YOUR
NETWORK

> SIZE
PDATA
PTHREATS

P REQUIREMENTS

Friday, July 20, 2012



How MucH DO YOou
WANT TO MANAGE?

»PuBLIC

»PRIVATE ONLY
»PuUBLIC AND PRIVATE
») SEGREGATED
PNAILED SHUT

PWIRELESS VS WIRED

Enable.
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WHAT ARE THE ZONES?

#NNER WIRED

=

Enabl’




INNER WIRED

O
n

»PHYSICAL SECURITY

»DON’T BE STUPID @a
%

&

» BEWARE OF VISITORS

»801.1X
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WHAT ARE THE ZONES?
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INNER WIRELESS




HIDDEN SSID

PWORTHLESS

PWORSE THAN WORTHLESS
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INNER WIRELESS
SIMPLE

P)SMALL, LOW RISK

PWPAZ2-PSK

SINGLE, FIXED PASSWORD

P SECURITY COMPROMISES MEAN MORE WORK
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INNER WIRELESS
COMPLEX

»LARGE, HIGH RISK
PWPAZ-ENTERPRISE

»802.1X

PER-USER OR PER-DEVICE AUTHENTICATION

P)SECURITY COMPROMISES MITIGATED
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S02.1X DETAILS

PAUTHENTICATION OF NETWORK DEVICES
»PRIOR TO ALLOWING NETWORK ACCESS

PEAP - EXTENSIBLE AUTHENTICATION
PROTOCOL

COLLECTION OF PROTOCOLS

RELIES ON CERTIFICATES OR RADIUS SERVER FOR
ACTUAL AUTHENTICATION
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S02.1X DETAILS

PCONFIGURABLE ONLY VIA PROFILES

»3 MODES
DEVICE
USER

LOGINWINDOW
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DEMD
S02.1 X PROFILE
CREATION

Enable.




WHAT ARE THE ZONES?




ODUTER WIRELESS

PDIFFERENT SSID
»PUBLIC ACCESS
PUNTRUSTED

»CAPTIVE PORTAL

ACCEPTABLE USE POLICY

»BANDWIDTH MANAGEMENT
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CAPTIVE PORTAL

ai__ AT&T 3G 9:51 PM 7 R 44% ™

http://ezxcess.antlabs.com

A
-~ Cancel

iosclodge

»OPEN WI-FI NETS

PHTTP://WWW.APPLE.COM/
LIBRARY/TEST/
SUCCESS.HTML
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BANDWIDTH
MANAGEMENT

PLIMIT USAGE BY ANY ONE DEVICE

»MONITOR AND CUT OFF COMMONLY ABUSED
PROTOCOLS — SEE IDS/IPS

PWI-FI IS SHARED BANDWIDTH
EVEN WITH DIFFERENT SSID’sS

A BANDWIDTH HOG ON THE DODUTER WIRELESS WILL
AFFECT THE INNER WIRELESS DIRECTLY
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IDS/IPS

PINTRUSION DETECTION SYSTEM

PASSIVE, DETECTION ONLY

PINTRUSION PREVENTION SYSTEM

ACTIVE, FILTERS CONNECTIONS
PUNIFIED THREAT MANAGEMENT

»LOTS OF FALSE POSITIVES
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ONE MORE THING...
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THINK DIFFERENT
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THINK DIFFERENT




THINK DIFFERENT




STEVE JOBS
95550 = 2 L) ]
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QD& A

PAUL SUH

PAUL.SUH@PS-ENABLE.COM
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