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The Mobile Device 
Management Ecosystem
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The Evolution
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In the Beginning...
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iTunes
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Where Everyone Starts
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Backup/Restore
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App Deployment
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Content Synchronization
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Music
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Video
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App Data

Thursday, April 19, 2012



iTunes Challenges
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Settings Aren’t Customized 
Per User
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Not All Settings Copy 
(Encryption ?)
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Apps are Unlicensed
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One device at a time
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USB
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Profiles
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Property Lists 
(Similar to MCX)
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Automatic Configuration 
of Mail/ActiveSync
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Disable Features
(e.g. YouTube, App Store)
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Wireless
(e.g. 802.1x, SSIDs, etc)
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Configure VPN Clients
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Distribute Certificates

Thursday, April 19, 2012



Manage Passcode Settings
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Property Lists
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.mobileconfig
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Provisioning Profiles
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Installed over USB, from 
web pages or email/SMS
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Created with iPhone 
Configuration Utility
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iPhone Configuration 
Utility Challenges
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Changes Require 
Removing and Re-adding 
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Usernames and Passwords
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Apps?
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USB
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Profile Manager
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Mobile Device 
Management (OTA)
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Web Portal
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Enroll a Device
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Change Via APNS
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Wipe/Lock Devices
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Push Internally Developed 
Apps

Thursday, April 19, 2012



No USB Required!
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No content or App Store 
Apps
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Volume Purchasing 
Program

Thursday, April 19, 2012



But Codes Are Redeemed 
by Apple IDs
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Apple Configurator
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Deploy Profiles (Prepare)
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Deploy and Revoke Apps 
(Supervise)
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Free Apps
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VPP For Paid Apps
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Profiles Can Enroll Devices
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Deploy Content (Assign)
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USB
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Apple Configurator
Challenges

• App Handling

• Apple IDs vs Supervision

• Updates

• Content per App

• USB
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Xcode
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A Compelling Story

• Apple 
Configurator

• Trust Profile

• Enrollment Profile

• Name/
Background

• Apps

• Webclips

• Profile Manager

• 802.1x Certificate

• Wireless SSID

• Passcode Policy

• Configure 
ActiveSync

• VPN Client

• Show Users wipe

Thursday, April 19, 2012



BYOD Story
• Enrollment is optional

• What Happens to Data When You 
Remove an App?
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Configurator + Profile 
Manager

• Apple Configurator - $0

• Lion Server - $50 

• Over the Air Policy Updates

• Application Management

• Wipe and Lock Enrolled Devices
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Installing Profile Manager
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Q&A
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