Mobile Device
Management 101

Charles Edge
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Where Everyone Starts
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Content Synchronization
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Settings Aren’t Customized
Per User




Not All Settings Copy
(Encryption ?)
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Automatic Configuration
of Mail/ActiveSync




Disable Features
(e.g. YouTube, App Store)
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Installed over USB, from
web pages or email/SMS




Created with 1Phone
Configuration Utility
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New Share Export

iPhone Configuration Utility

0 Q' All

Hide Detail

LIBRARY
B Devices
e Applications
[} Provisioning Profiles

Lonfnc fon Profile:
v\-}----,\—-——\-’-» i
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Name

ipcu_none

Profile Name
S/MIME Certificate

| General

Passcode
Restrictions

Wi-Fi

& |dentifier

Created

com.pretendco.com 3/12/12 2:45 PM
[identifier not specified) 3/26/12 11:40 AM
com.pretendco.smime 2/27/12 5:47 PM

Email
Exchange ActiveSync

LDAP

Connection Name
Display name of the connection (displayed on the device)

OfficeVPN
Connection Type
The type of connection enabled by this policy

L2TP -

Server
Hostname or IP address for server

seldon.318.com

Account
User account for authenticating the connection

[harry

llser Authentication




1iPhone Configuration
Utility Challenges




Changes Require
Removing and Re-adding
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e 00 Profile Manager: User Group: Everyone

|‘< > + 3 https://mdm.pretendco.com/profilemanager/#/user_group/

Profile Manager Q Seach Administrator

LIBRARY Everyone

B3 Devices All Users n Evefyone

All Users

Ej Device Groups Workgroup

26 Members Profile Members

L Users

W0 NS
et

ACTIVITY

Demo

25 Members Settings for Everyone

: i} General 'm'l
&) Active Tasks

& Completed Tasks
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Volume Purchasing
Program




But Codes Are Redeemed
by Apple IDs
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Deploy Profiles (Prepare)




Deploy and Revoke Apps
(Supervise)
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Profiles Can Enroll Devices




Deploy Content (Assign)
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pple Configuratc

[C

Supen

, Unnamed User
1% Sales Staff P « — v % macOSXlionserver_ QC-AU
« userl

Check Out
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* App Handling 4

e Apple ID
p%& le 1(g)?flurator
« Content per l;lpallenges

e USB
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e Apple e Profile Manager

Configurator e 802.1x Certificate
o Tryst oflle
A elling 'St %ﬁ?
e Enrollm e e Passcode Policy
. Name/ e Configure
Background ActiveSync
e Apps e VPN Client

« Webclips e Show Users wipe
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Cmmeosters Featured

. I i: nr. eNextWeb twitter statistics Featured Twitter 1ear
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REG

- ' g oot w8 T Mobie N 122 \ =
455,929 33,986 8,367 Twimer follow stats, grapha and widgets | Twit
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Configurator + Profile
Manager

o Apple Configurator - $0
e Lion Server - $50
e Over the Air Policy Updates

o Application Management

o Wipe and Lock Enrolled Devices




Installing rofile Mana ger

® Podcast Publisher File Edit View Camera Share Window T X =) Charged) 4 @@ = 705PM Local Admin Q

viers

Croups

U Profile Manager

Settings
Device Management: Disabled

Sign configuration profiles

Default Configuration Profile

Name: Settings for Everyone

v Include configuration for services: |

Podcast
Time Machine
VPN
Web
Wiki
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