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SYSTEM IMAGING 
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SYSTEM IMAGING 

• Methodology

• Build & Prep Image

• Deploy Image
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METHODOLOGY 

• Programmatic vs Monolithic

• Disk Utility vs Carbon Copy Cloner

• Single Universal Build or Custom

• Best Practice
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BUILD IMAGE 

INSTALL OS X

5Wednesday, June 27, 12



BUILD IMAGE 

+ +

OS X UPDATES & OTHER SOFTWARE

6Wednesday, June 27, 12



BUILD IMAGE 

• Set Finder Preferences

• Install AppleJack

• http://www.macupdate.com/app/mac/15667/applejack

• Boot into Single Users Mode, ‘command + S’ keys

• Run Applejack Utility

• Boot System into Target Disk Mode, ‘T’ key during boot
7Wednesday, June 27, 12



BUILD IMAGE 

• Connect Target Disk System to Imaging Mac via FireWire

• Launch Disk Utility and Select TDM drive partition

• Select ‘Restore’ Tab

• Drag and Drop the Source Image and Destination Drive

• Scan Image for Restore and Restore
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DEPLOY IMAGE 

• Connect Imaging Mac via to Target System via FireWire

• Launch Disk Utility and Select Target drive partition

• Select ‘New Image’

• At the dropdown window select ‘compressed’ for Image Format

• Select ‘none’ for Encryption and Title Image and Save
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SYSTEMS MANAGEMENT
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SYSTEMS MANAGEMENT 
OPTIONS 

• Apple Remote Desktop

• JAMF Casper Suite

• Absolute Manage
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• Competitively priced

• Unlimited-Client license via the App Store

• Default Mac OS X management client

APPLE REMOTE DESKTOP 
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APPLE REMOTE DESKTOP
DEMO 
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MAC OS X SECURITY

14Wednesday, June 27, 12



THE MAC IS A TARGET

• Flashback

• Microsoft Office Malware

• Tsunami
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ANTI-VIRUS

• Apple’s posture on malware has changed

• Several free products

• There is no reason not to use AV

• Protect against more than just Mac malware
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ENCRYPTION

• FileVault 2

• S/MIME Certificates for email

• Encrypted Zip Files

• Encrypted Disk Images
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FILEVAULT 2

• Full-disk encryption

• Encrypt the backup

• Robust data protection but you still need a strong 
password

• Apply all Software Updates and do maintenance 
before enabling
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S/MIME MAIL 
CERTIFICATES

• Secure/Multipurpose Mail Extension

• Digitally Sign and Encrypt Email

• Used primarily with an email client such as Apple Mail

• Low impact but effective layer of security

• Sender and receiver must both use S/MIME 
certificates for mail encryption
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S/MIME MAIL CERTIFICATES 
& APPLE MAIL
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HTTP://WWW.COMODO.COM/HOME/EMAIL-SECURITY/FREE-EMAIL-CERTIFICATE.PHP
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http://www.comodo.com/home/email-security/free-email-certificate.php
http://www.comodo.com/home/email-security/free-email-certificate.php
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The downloaded file 
containing the certificates. 
Double-click to install.

Click ‘Add’ to 
add certificates 
to Keychain.
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CHECK OUT YOUR CERTIFICATE
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THE TEST
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THE RESULT
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PASSWORD PROTECT 
ZIP FILES

• Mac OS X and Windows compatibility

• Executed from Terminal

• $ zip -e encrypted_filename encrypted file
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PASSWORD PROTECT 
ZIP FILE DEMO

31Wednesday, June 27, 12



ENCRYPTED DISK IMAGES

• Mac OS X only

• Executed from Disk Utility and Terminal

• Useful as a secure logical container for sensitive data
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ENCRYPTED DISK IMAGE 
DEMO
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PASSWORDS

• 1Password

• Complex password implementations reduce Security

• Backup your Keychain

34Wednesday, June 27, 12



HTTP://XKCD.COM/936/
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THANK YOU!
james.alcasid@gmail.com

@jamesalcasid
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