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What we will cover:

Fundamentals
Configuration
Deployment
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The Fundamentals
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iPCU

Profile Manager
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iPCU

Profile Manager
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iPCU

Profile Manager

• Builds Configuration Profiles for iOS Devices
• Tether Sync of Profiles & Apps*
• Export Configuration Profiles
• Tethered Device Management

* Enterprise (in-house) or Development Apps
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iPCU

Profile Manager

Monday, December 19, 2011



iPCU

Profile Manager
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iPCU

Profile Manager

• Builds Configuration Profiles for iOS & OS X 10.7
• Over-The-Air Enrollment
• Over-The-Air Sync of Profiles & In-House Apps
• Web Based Device & Device Group Management
• Web Based User  & Group Management
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Configuration Profiles
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What are configuration profiles?
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What are configuration profiles?
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What are configuration profiles?

“Configuration Profiles are XML files that contain 
settings that permit the device to work with your 
enterpr ise systems, inc luding account 
information, passcode policies, restrictions, and 
other device settings.” 

iPhone and iPad in Business Deployment Scenarios, p.23
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What are configuration profiles?

• XML File (.mobileconfig)
• Contains Payload Data
• Plain text, Signed or Signed & Encrypted
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What are configuration profiles?

• XML File (.mobileconfig)
• Contains Payload Data
• Plain text, Signed or Signed & Encrypted
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Supported Configurable Settings
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Supported Configurable Settings
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Supported Configurable Settings

Accounts
PasscodePolicies
Security and Privacy
Device Functionality
Applications
iCloud
Content Ratings
Other Settings
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Supported Configurable Settings

Accounts
PasscodePolicies
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Device Functionality
Applications
iCloud
Content Ratings
Other Settings
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Supported Configurable Settings

Accounts
PasscodePolicies
Security and Privacy
Device Functionality
Applications
iCloud
Content Ratings
Other Settings

• Exchange ActiveSync
• IMAP/POP Email
• Wi-Fi
• VPN
• LDAP
• CardDAV
• CalDAV
• Subscribed calendars
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Supported Configurable Settings

Accounts
PasscodePolicies
Security and Privacy
Device Functionality
Applications
iCloud
Content Ratings
Other Settings

• Require passcode on device
• Allow simple value
• Require alphanumeric value
• Minimum passcode length
• Minimum number of complex characters
• Maximum passcode age
• Time before auto-lock
• Passcode history
• Grace period for device lock
• Maximum number of failed attempts
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Supported Configurable Settings

Accounts
PasscodePolicies
Security and Privacy
Device Functionality
Applications
iCloud
Content Ratings
Other Settings

• Allow diagnostic data to be sent to Apple
• Allow user to accept untrusted certificates
• Force encrypted backups
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Supported Configurable Settings

Accounts
PasscodePolicies
Security and Privacy
Device Functionality
Applications
iCloud
Content Ratings
Other Settings

• Allow installing apps 
• Allow Siri
• Allow use of camera 
• Allow FaceTime
• Allow screen capture
• Allow automatic syncing while roaming 
• Allow voice dialing
• Allow In-App Purchase
• Require store password for all purchases 
• Allow multiplayer gaming
• Allow adding Game Center friends
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Supported Configurable Settings

Accounts
PasscodePolicies
Security and Privacy
Device Functionality
Applications
iCloud
Content Ratings
Other Settings

• Allow use of YouTube
• Allow use of iTunes Store
• Allow use of Safari
• Set Safari security preferences
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Supported Configurable Settings

Accounts
PasscodePolicies
Security and Privacy
Device Functionality
Applications
iCloud
Content Ratings
Other Settings

• Allow backup
• Allow document sync and key-value sync 
• Allow Photo Stream
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Supported Configurable Settings

Accounts
PasscodePolicies
Security and Privacy
Device Functionality
Applications
iCloud
Content Ratings
Other Settings

• Allow explicit music and podcasts 
• Set ratings region
• Set allowed content ratings
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Supported Configurable Settings

Accounts
PasscodePolicies
Security and Privacy
Device Functionality
Applications
iCloud
Content Ratings
Other Settings

• Credentials
• Web clips
• SCEP settings
• APN settings
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A Note on Signing & Encrypting Profiles
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A Note on Signing & Encrypting Profiles
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A Note on Signing & Encrypting Profiles

Profiles can be exported as:
clear text
signed

signed and encrypted
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A Note on Singing & Encrypting Profiles

Clear Text and Signed Profiles 
generated to install on any device

Signed & Encrypted
generated to install on a single device
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Setting up iPCU and Profile Manager
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iPCU
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iPCU

• Trivial to install from .pkg or .exe
• Works well on 10.6 & 10.7, and XP
• Great “one off” config management
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Profile Manager
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Profile Manager

• Properly Configured Lion Server DNS
• Bound to AD or OD (or OD master)
• Properly Configured Certificates
• Apple Push Notification Service Account

Monday, December 19, 2011



Setting up Profile Manager
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Setting up Profile Manager

Prep-work
Certificates, DNS, Directory,

Apple Push Notification Service & Ports
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Setting up Profile Manager

DNS:
For proper TLS configure your server with a proper FQDN.
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Setting up Profile Manager

Certificates:
It is best practices to snag a certificate from a trusted CA.
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Setting up Profile Manager

Directory:
Your Server will need to host an OD master/replica
or bind to an existing OD or AD in your deployment
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Setting up Profile Manager

Apple Push Notification Service:
To allow over-the-air management, you will need an AppleID 

dedicated to APNS.
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Setting up Profile Manager

Ports:
You will need to open TCP ports 443, 1640, and 5223
in your firewall and NAT router (if you are behind one)
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Check (or load) your certificate
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Check to make sure your Host name matches your FQDN
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Activating Device Management

NOTE: If you arenʼt already bound to a directory, 
you will be asked to create a diradmin account

for your new OD network users.
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Activating Device Management

Monday, December 19, 2011



Activating Device Management
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Activating Device Management

Enable “Sign configuration profiles”
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Activating Device Management

Switch Profile Manager to “On”
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Checking the Web App
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Deployment & Enrollment
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Wired vs Over-the-Air
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Wired vs Over-the-Air

Wired, Over-the-Air Export for 
Web & Email

iPCU Profile Manager Both
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Wired
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Wired
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Wired
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Wired
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Wired
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Wired
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Wired
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Over-The-Air
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Over-The-Air

How the Profile Manager enrolls new devices
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Over-The-Air
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Over-The-Air
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Over-The-Air
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Over-The-Air

Login with user account to see enroll screen
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Over-The-Air

Here the end user sees the Install Profile Screen
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Over-The-Air
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Over-The-Air
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Over-The-Air

Monday, December 19, 2011



Over-The-Air
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Web Administration
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Web Administration

Manage Access & Profiles by User & Groups
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Web Administration

Manage Access & Profiles by Device & Device Groups
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Web Administration

Configuration Profiles are almost identical to iPCU
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Web Administration

Export Trust, Configuration, and Enrollment Profiles
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Web Administration

Pushing Profile Changes
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Web Administration

Lock, Wipe, etc
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Web Administration

Monitor Activity
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Web Administration

Remote Wipe & Lock
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Known Limitations
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Questions?

Additional reading:
http://tinyurl.com/mt-ipcu-pm

@rojoroboto
#ipcu&pm
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