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Opt-In & Enrollment

Who owns the
equipment?

Who controls the
equipment?

Who updates and backs
Managed vs. BYOD up the device?




Deployment
o0 One-off Deployment

o Mass Deployment

Minimum & maximum

Embedding the initial
profile




Over-the-Air (OTA)
Methodology

o SMS - Email - Web

o Advantages and
limitations of each




Configuration Profiles

Options
Creative ways to configure
Securing them

Restrictions

Query the device




Provisioning profiles

What are they for, and
why do | need them?

IPHUNE SDK

Monday, December 5, 11



Monitor, Wipe and
Selective Wipe

What is erased?

Security of this erasure.
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Passcodes
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Simple Passcode
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Limitations
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Apple Root Certificate Authority (CA)

Apple Push Notification Server (APNS)




Certificates and PKI

How complex do we
want to make our
security model?
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IOS Developer
Enterprise Program
(IDEP)

Does my company need
it?

Can | get away with no
dev account?
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Resources:

http://bit.ly/tsplsH
(Apple MDM Page)

http://bit.ly/tggw4u
(Enterprise 10S.com

MDM chart)
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