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First, Last, Always

® Validate your System State
® |dentify Deficiencies

® Determine Best Practices
® |mplement Solutions

® Validate your System State
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Infrastructure

|dentify Points of Intrusion

Examine Penetration Risks

Determine Access Requirements

Seal the Breach




Platforms

® |dentify End Points

® Determine Accessibility
® Establish Policy

® Examine Monitoring

® |mplement Solutions
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® |ntranet vs. Extranet
® |nternet Access

e TCP UDP and the Devil

® Port Level Security
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Threat

We'’re Here.
We're Coming In.
We're Persistent.

We're Knowledgeable.




What Ve Have

® Processes
® License
® Fiscals

® Plans
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VVhat T'hey Want

® Operational Data

® User Data

® F[iscal Data

® Plans




Data, data everywhere
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Intellectual Property

Future Proof

Recovery Proof

Litigation Proof <. )

Ownership Proof Dy




Personal and Confidential

® Friend & Family

® Under the Table

® [egalese

® Deniability




Disaster Recovery

Secure Data Stores <\

Offsite Paradigms ‘

Offline Paradigms

Zero-to-Sixty Recovery




Methods

Security isn't now and then.
It’s 24/7

=




Infrastructure

Experts

Interfaces

On the Dime

WWVW and You




Servers and Services

® [CP UDP and the Devil

® Managed Access
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® Ownership




End Points

® Desktops
® [aptops
® Tablets
® Phones

® |nternal vs. External
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Credentials

® Directory Services

® Kerberos and the KDC

® Authentication vs
Authorization




Certificates

® [TPand CA

<
® Web of Trust JL ! : '




Certificate Services

® OpenSSL

® Microsoft ADCS

® Public Infrastructure




Choices

Authentication vs. Authorization
Management Operations
Upkeep

Control

Scalability

Stability
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Private vs. Public

® Trust Chains
® TP and theWoT

® CRL and Online Responders




Obtaining

® Trusted Roots
® Request Paradigms
® TJemplates

® |[mplementation
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Revoking

CRL

Online Responder

Root Corruption

Breaking Wo'T




Tracking

® Operations

® Connectivity

® | egality




How & VVhy

® Managed Services
® Deployment

® Operational Engagement

® End User Experience
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Limitations

Throughput
Granularity

Accuracy

Scope




Considerations

® [egality

® Accessibility
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Questions

Considerations and Resources




