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Implementing one or two individual 
iPhones or iPads is relatively simple.

But what about 5? 50? Or even 500?
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(And that’s even before you find out that 
the devices aren’t all iOS-based!) 
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A sane integration 
project should start 
with meeting the 
client, identifying 
their true goals, and 
formulating a plan 
to get there.

Friday, July 29, 2011



Friday, July 29, 2011



Friday, July 29, 2011



Primary challenge:
Identify tasks, requirements & restrictions
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Secondary challenge:
Integrating with the back-end infrastructure
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Mac OS X Server’s Built-in Services

Friday, July 29, 2011



Introducing: Mobile Device Management

• Permits control over how devices are used

• Facilitates streamlined version/build management

• Provides the hook to invoke secure/remote wipes

• Some features useable with desktops & portables
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3rd Party Mobile Device Management tools
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Security and Encryption concerns

• VPN and SSL protection is a must!

• Shimo, VPNTracker, IP Securitas, WiTopia, Cloak

• Beware of older, weaker standards (PPTP,  WEP)
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Provisioning iOS devices for effect

• Even if it’s only for 5 devices, it’s a rollout! 
Learn a little from each time, grow as you go

• Explore & use iPhone Configuration Utility

• Note about Enterprise Developer Account...

• Once configuration profiles are built and ready, 
new iOS devices only need to be plugged in to 
be auto-configured
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Apple Article: TS3398
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Provisioning & Profile Best Practices

• Start with small groups of devices

• Create non-user and user-specific profiles

• Backup Keychains

• Backup ~/Library/MobileDevice
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Distribution of Profiles

• Direct USB, E-mail, Web or Over-the-Air

• Build a timetable for larger deployments

• Profile formats: Unsigned, Signed and Encrypted

• Policy considerations: promiscuous use of 
wireless, network policy over 3G, loss/theft/
termination actions, passcode policy, iTunes 
sync, ownership of device vs. contents
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Questions?
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