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‣Find apps that will pique your 
customers interests

‣Focus on vertical market solutions 
your customers would find useful

Common Uses Your 
Customers Want

!
$



‣AirPlay

‣BlueSLR

‣Mobile Mouse

‣L5 Remote

‣Savant

‣X10 Commander

‣Luminair

iOS as remote 
control for 

various devices

!



iOS for Business

‣POS terminal

‣iMerchant

‣Square

‣RingItUp

‣CRM portal

‣Catalog 
demonstrator

‣Medical data 
Client

‣Customer 
demonstrations

‣Mercedes-Benz

‣Freightliner

‣Restaurants $



Deployment Goals

‣Consistent view of user data

‣Protection against data loss

‣Protection against device loss



Technologies
Mac OS iOS

iTunes

File Sharing

E-mail

Contacts & 
Calendars

Mobile Device 
Management

Backup



iTunes

‣Direct bridge between iOS and Mac OS

‣Activates iOS device

‣Backs up iOS Device



iTunes Sync

‣Media – Music, Video, Podcasts, Books

‣Apps

‣May not transfer user data

‣contacts

‣calendars

‣Device backup

‣Encrypt the backup! 



Wired vs OTA Sync

‣Minimize wired sync – users are 
forgetful

‣Use a server that supports OTA sync 
for: 

‣Contacts

‣Calendars

‣E-mail



Wired Sync for 
Non-iOS Devices 

‣MarkSpace – The Missing Sync

‣Blackberry

‣Android

‣Palm

‣Windows Mobile

‣May not be needed if all sync is 
handled OTA



File Sync:
Local

‣WebDAV, SMB, SSH for iOS access 
(May require third party app)

‣AFP, SMB, or WebDAV for 
Mac OS access



File Sync:
Cloud

‣iDisk

‣SpiderOak

‣SugarSync

‣Windows CloudDrive

‣Not a comprehensive list



E-mail: IMAP

‣All e-mail stored on server

‣Server maintains “truth” for 
e-mail store

‣Clients automatically poll 
mail server — no push

‣Push does not matter for
MAc OS Clients



E-mail: mobile 
Me

‣IMAP plus push from Apple 
servers

‣Any Mac OS IMAP client will 
work

‣Push does not matter for
MAc OS Clients



E-mail: 
Exchange

‣ActiveSync push e-mail

‣Mail.app or Outlook as client

‣hosted, SBS, or full 
Exchange Server 



Contacts & 
Calendars: 
Mobile Me
‣Address Book

‣Calendars

‣More...

‣Does not work with 
Outlook 2011



Contacts & 
Calendars: 
Outlook 

2011

‣Sync requires Exchange 
server

‣CalDAV update to Mobile 
Me breaks Outlook 2011 
sync to Mobile Me



‣SSL to secure your communications

‣L2TP, PPTP, Cisco IPSec

‣Third-party VPN

‣Shimo, VPN Tracker, IP Securitas

‣Common problems with Apple Airport Base 
Station (VPN passthrough)

Security and 
Encryption



Server 
Support for 

Mobile Devices



‣Dovecot mail server – IMAP

‣iCal Server – CalDAV

‣Address Book Server – CardDAV

‣Mobile Access Server

Snow Leopard 
Server



‣Kerio

‣CommuniGate Pro

‣Zimbra

‣Microsoft Exchange

‣Hosted vs. Managed Solutions

Other 
Collaboration 

Servers 



Mobile Device 
Management: 

Mobile Me

‣Locate Device

‣Remote Wipe

‣Remote Lock



‣Over the air control of devices

‣Huge Industry Much larger than you may 
think.

‣AirWatch, Tarmac (Equinux), MobileIron, 
BoxTone, ZenPrise, Afaria (SyBase), Casper 
Suite (Jamf), Absolute Manage

‣Don’t look to support all of them: Just know your 
options

Large Scale Mobile 
Device Management



‣Make sure you need policy 
enforcement! 

‣Manages profiles and devices

‣Set up profile for the iOS for 
applications and configuration

‣Once setup, new device setup is plug 
it in and autoconfig

iPhone 
Configuration 
Utility (iPCU)



‣VPN setup

‣Restrictions

‣In-app purchase

‣Music store

‣Install apps

‣Lots of others

‣passcode policy

‣Encrypt backups

Configuration 
Profiles



‣Even if it’s only five devices, it’s 
a rollout. Learn a little from 
each one.

‣Need Enterprise iPhone 
Developer Account for push e-
mail

‣Use iPCU to automate device 
profile setup

Provisioning



‣Direct USB, Email, Web, Over the 
air deployment

‣Building a time table for 
deploying devices: Estimating time 
per device

Distribute Profiles



‣Start with small groups of devices

‣Non-user specific and user specific 
profiles

‣Backup keychains

‣Backup ~/Library/MobileDevice

‣Security? EAS and crypto requirement

Best Practices



Backup: iOS

‣iTunes handles backup of underlying 
device data and media to computer

‣Sync and cloud storage handles backup 
of user documents

‣IMAP or Exchange account handles 
backup of e-mail



Backup: Mac OS

‣Time machine

‣Third-party Internet

‣CrashPlan

‣Carbonite

‣Mozy

‣Not a complete list

‣Local server backup



Mac OS iOS

iTunes

File Sharing

E-mail

Contacts & 
Calendars

Mobile Device 
Management

Backup

Mac OS iOS

iTunes

File Sharing

E-mail

Contacts & 
Calendars

Mobile Device 
Management

Backup

Review

Consistent 
view

Data loss

Device loss



Q & A


