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Agenda

• Quick Google Apps Overview
• Structure Setup
• Preparing OD
• Configuration
• Lessons
• Q&A&S
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Resources

http://techrecess.com/mactech
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You are ...

OS X Server Administrators

Network Managers Directory Service Admins

Organizational Technology Leaders

Lead Geek

Whatever gets put on my desk

Technology Nerd

Keeping Current-ers

Single-handed reason local coffee shop is still open
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... and here 

we are going to deploy 
Google Applications

we are looking to deploy 
Google Applications

I want to learn more about 
ways to leverage Open 

Directory

I want to bring a solution 
back to work

of another reason

A professional looking 
to learn more
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Google Apps Overview

• Standard, Premier and Education are 
major editions.

• Differences relate to cost and storage.

Cost Storage Limitations

Education $0 7GB email Need to be Edu. or 
501(c)3

Standard $0 50 accounts
Does not to SSO

Premier $50 per user 
per year 25GB email
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Services

Mail Sites Moderator Video

Google Chat Calendar Docs Mobile

Google Labs Marketplace 
Tools

Extends ability of Google Apps 
with other services

Extends ability of Google Apps 
with other services
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Google Applications

• Emphasizes Collaboration
• Service Control
• Remote Access
• Sharing and permissions
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Calendar

• Web-based calendar
• Mobile device synchronization
• Supports iCal, Outlook, CalDAV
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Chat

• Jabber protocol
• Organizational IM capability
• Voice & Video Supported
• Offline messaging & archiving
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Docs

• Documents
• Presentations
• Spreadsheets
• Forms
• Drawing
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Docs

• Word / Excel support (.docx, xlsx)
• PowerPoint (.pps, ppt)
• Other common formats (.rtf, .csv, odt)
• Template support
• Store & share other files
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Forms

• Simple survey mechanism 
• Results collected in spreadsheet
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EMail

• Provides domain eMail services
• Many users already know GMail
• POP, IMAP, web
• Sync to devices
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Sites

• Access Controls
• Users, groups, domain, public

• Share Knowledge in a wiki typed setup
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Sites
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Sites
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Sites
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Tech Overview

• SAML
• GADS
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Domain Structures

• Single Domain
• Single Domain with sub-organizations
• Multiple Domains
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Single Domain - 
Flat Structure

One domain to manage ... Loss of control to differentiate 
service access

Need to tweak OD for 
password syncing ...

Allows OD password to work 
with Google Apps

No tweaks needed for 
SAML ...

I’ve got nothing
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Single Domain with 
sub-organizations

One domain to manage ... Control services on (sub)
organization(s) level

Need to tweak OD for 
password syncing ...

Allows OD password to work 
with Google Apps

Need to tweak OD 
for SAML ... 

Only one SAML
install required 

Only need one SSO 
configuration ...

Caveats with GADS
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Multiple Domains

Multiple domains 
to manage ...

Control services on 
domain level

Need to tweak OD for 
password syncing ...

Allows OD password to work 
with Google Apps

No tweaks needed 
for SAML ...

Again, nothing

Need SSO configuration 
per domain ...

Flexibility in SSO 
configuration and options
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Requirements
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One or Multiple 
Domains with SAML

• Configure SAML Identity Provider 
(IdP)

• Determine attribute mapping for 
identifying user in Google Apps

• Accounts need to exist in Google Apps
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SubDomains with SAML

• Configure a SAML Identity Provider 
(IdP)

• Determine attribute mapping for 
identifying user in Google Apps
• This needs to be the full user ID

• Accounts need to exist in Google Apps
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Domains using GADS

• Password Server External Command
• Attribute for SHA1 hash of password
• Configure GADS

• Users can be created in Google Apps
• Determine GADS run frequency
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Configuration
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Syncing OD Passwords 
via GADS

• What do we need to do?
• Get password on user record
• Send to Google

Oh, and in a secure manner
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Capturing The Change

/Library/Preferences/com.apple.passwordserver

External Command relative to /usr/sbin/authserver/tools/
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Getting Password on 
User Record

Wednesday, November 10, 2010



Sending Change to 
Google Apps

• Google Apps Directory Sync
• Windows XP, Vista, Solaris, Linux

• Configurable on a schedule
• Execute from password change script
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Sending Change to 
Google Apps
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Security Warning!

• Protect file system access to script!
• Use Directory Access Controls (DACLs)
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Google Apps 
Directory Sync
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Domain Setting
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Exclusion Rules
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LDAP Connection
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LDAP Attributes, PT I
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LDAP Attributes, PT II
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User Sync Options, PT I
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User Sync Options, PT II
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Delete Limits
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Other Sync Settings

• Groups
• Profile data
• Shared Contact data
• Email notifications of sync status
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Sync

• Run manually
• Run via schedule task or cron job
• Command in password change script
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SAML

• Similar to Kerberos for web
• Requires an IdP (OD) and SP (Google)
• Extensible to other products using this 

architecture 
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Pre-Requisites
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Pre-Requisites

• Users present in Google Apps

Wednesday, November 10, 2010



Pre-Requisites

• Users present in Google Apps
• Import via CSV
• Use Provisioning Toolkit to create and 

delete users from LDAP.
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CSV Import

eMail Address First Name Last Name Password

UserAy@example.com User Ay ,alas

UserBee@example.com User Bee honey

UserSea@example.com User Sea OldMan&
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Provisioning Toolkit

• VMWare image
• Does the heavy work for you
• Queries LDAP to creates accounts
• Specifies default password
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Provisioning Toolkit

• Required Configuration Information:
• Google Apps Domain
• Database Type (LDAP)
• LDAP server and mappings
• Default Password for users
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Google Apps
Provisioning Toolkit

• Free Download from SADA Systems
Link on http://techrecess.com/mactech
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Provisioning toolkit 
Configuration
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Provisioning toolkit 
Configuration, Cont
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Provisioning toolkit 
Configuration, Cont

• Once toolkit is configured, navigate to 
http://ip/GoogleAppsToolKit/admin/

• Walks you through process with options
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SimpleSAMLphp

• Open-source PHP SAML solution 
• Download from:

• http://simplesamlphp.org/
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SAML Overview

Source: http://code.google.com/googleapps/domain/sso/saml_reference_implementation.html
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Installation

• Unpack files
• Create web alias in Server Admin (SA)
• Enable php module in SA 
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/config/config.php

• Set Administrative Password
• Hash Value
• Technical Contact
• Enabled Services

• 'enable.saml20-idp'! ! => true,
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/config/config.php
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Enable SAML LDAP

• Navigate to modules directory > LDAP
• Enable by placing file

touch /path/to/saml/modules/ldap/enable

Wednesday, November 10, 2010



Securing the Trust

• Generate RSA keys
• Upload .crt to Google Apps
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/config/LDAP.php

• Specify dn pattern
• LDAP host
• attributes to retrieve 
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/metadata/saml20-idp-
hosted.php
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/metadata/saml20-idp-
hosted.php

• Define Entity ID
• Define Host
• Specify Certificates previously created
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/metadata/saml20-sp-
remote.php

• Create metadata array
• Define ACS
• Set nameid format
• Define nameid attribute
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Nameid attribute

• Defines attribute passed to Google 
Apps once user and password verified

• Can be any LDAP attribute
• Single domain setups can use uid
• Subdomains should use attribute 

specifying user@domain
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Security Warning!

• Limit your Directory Admins
• nameidattribute will be your linked 

Google Apps Account
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Configuring Google 
Apps for SAML

• Advanced Tools in cpanel -> SSO
• Sign-In page
• Sign-Out page

• Can specify a redirect with ?
RelayState=URL

• Network Mask (Good for testing!)
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Configuring Google 
Apps for SAML
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Testing

• Include small IP range to test
• Login with one machine prior to 

enabling SSO
• Test with secondary machine
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Lessons
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In Relation to Setup

• Having a test domain
• Determine service implementation and 

enablement schedule
• Access methods
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In Relation to 
Passwords

• Access methods determine passwords
• Find a web-based password reset

• Built into 10.6 Server.
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In Relation to Users

• Establish a migration schedule
• Ample bandwidth for mail migration
• Calendar management
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