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Lion Server Overview

• “Install Media”

• Update to 10.7.2

• Pricing

• EULA Changes

• Recovery Partition



EULA

to install, use and run up to two (2) additional copies or 
instances of the Apple Software within virtual operating 
system environments on each Mac Computer you own or 

control that is already running the Apple Software.

2,B,iii



Recovery Partition 

• 650MB hidden partition

• Option or Command + R

• Allows for Internet Restore

• Mid-2011 MacBook Air, Mini & 
Early 2011 iMac (FW Update)

• WPA/WPA2, DHCP, Ethernet



Lion & iOS Philosophy

• Shift to focus on “personal devices”

• Stressing ease of service accessibility



Installing Server

• Update / Install 

• Update to 10.6.8

• Purchase through AppStore

• New Install

• Prerequisites



Offline Install

• “Show Package Contents” > Contents > 
SharedSupport > InstallESD.dmg

• Copy Server (AppStore Download)



WGM vs SA vs 
Server.App

• Server Admin Tools is an additional 
download

• DL1457 (10.7.2)



WGM SA Server.App
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WGM

• Modify U,G,C,CG

• Set / Modify Manageable Items (MCX)

• Edit Address Book Information

• No more Inspector*



Directory Editor



Directory Editor



Directory Editor



Directory Editor



Directory Editor



Server Admin

• “Network Services Admin”

• Setup group and fine-tuned SACLs

• View Multiple Server Stats
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Server.App

• Users

• On / Off Service Control

• File Sharing Options

• AutoMounts

• Services moved here lose GUI config







User Creation Oddities

• Local vs. Network User creation

• AltSercurityIdentities









Enabling Services



Sharing Options



Sharing Options



Lion AFP

• AppleFileServer -v

• afpserver-580.2 

• http://www.jammed.com/~jwa/hacks/security/asip

• AFP3.4,AFP3.3,AFP3.2,AFP3.1,AFPX03

• 3.4??!

http://www.jammed.com/~jwa/hacks/security/asip
http://www.jammed.com/~jwa/hacks/security/asip


Where are connections?
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GUI “Config” Option(s)



GUI Config - Web

• All other web settings are in 
httpd.conf

• SSI

• Aliases

• Server threads, etc



Gotchas

• Each Lion service applies a SACL

• Server.App auto-does this

• WGM does not



Directory Services

• DirectoryServices replaced with 
opendirectoryd

• OpenDirectory is still here

• Setup & Monitor in SA

• ActiveDirectory Support



odutil

• OpenDirectory logging

• odutil set log debug

• Persistent across reboots

• odutil set log default

•  Files moved to

•  /S/L/OpenDirectory

• /var/log/opendirectoryd.log



Kerberos

• 10.7 Kerberos is based on Heimdal

• 10.6 and 10.7 kadmin don’t talk



Client Management

• “Line in the sand”

• WGM / MCX for 10.6 and lower

• Profile Manager (PM) for 10.7 & iOS



Profile Manager Features

• PM instant*

• Ability to enroll devices by the user

• Also means ability to un-enroll

• Goes back to “personal device” 
mindset



Profile Manager

• More robust iPCU 

• Requires

• ODM

• CA signed SSL Certs

• APNS Ports- 2195, 2196, 5223 

• PM Ports - 80, 443, 1640



Profile Manager

• Create payloads and associate

• Many WGM items are now here

• Upload plist for advanced settings



Profile Manager Guide

• http://help.apple.com/profilemanager/mac/10.7/

http://help.apple.com/profilemanager/mac/10.7/
http://help.apple.com/profilemanager/mac/10.7/


Profile Manager
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Profile Manager

• Preference manifests don’t work

• Loss of “Always, Once, Never”

• If it is set in PM - it is “Always”

• Leave the Everyone Group alone

• iPCU may open your profiles



Profile Manager & WGM

• PM Settings apply over WGM

• View MCX in System Profiler

• View PM in System Preferences



WGM & PM



Profile Manager



Profile Manager



User info in Profile Manager



PM - “My Devices”



Other Services



Services Removed

• Mobile Access

• Push Notification

• Tomcat

• QTSS - Use HTTP Streaming

• Samba* (More in a bit)



NetBoot

• 10.5+ Images are reusable

• Can use other imaging products with 
more Lion-centric features



FTP



FTP

• Enable by loading launchd item

sudo launchctl load -w /System/Library/LaunchDaemons/ftp.plist



FTP

• Enable by loading launchd item

• /etc/ftpd.conf

sudo launchctl load -w /System/Library/LaunchDaemons/ftp.plist



mySQL

• Download from mySQL and get 10.6 
(x86, 64-bit)



Postgres

• Included database

• DON’T TOUCH



Backup & Restore

• sudo -s PGUSER=_postgres /usr/bin/
pg_dumpall > ~/postgress.dump

• /usr/share/devicemgr/backend/
wipeDB.sh

• sudo -s PGUSER=_postgres /usr/bin/
psql -d template1 -f ~/postgress.dump



Print Server

• Manage via CUPS Interface

• http://localhost:631

• Does not have samba support

• If you really need a print server ... Use 
something other than OS X

http://localhost:631
http://localhost:631


Windows Support



AD Integration

• 10.6 had AD / OD Golden Triangle

• 10.7 has AD / PM

• Avoid AD / OD / PM
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The “Rusty Cluster”?



AD & 10.7 Clients

• Better support of multiple Kerb 
realms

• Bind clients to AD

• Use PM for Management

• AD + OD AFP Mount :(



Useful Links

• Configuring services for users of Active 
Directory or third-party LDAP servers  
Article HT4851

• Unable to connect to a Mac OS X v10.6 Open 
Directory Server (Golden Triangle)      
Article TS3861



10.7 OD and Windows

• Stick with 10.6 for OS X PDC / BDC

• For 10.7

• Enable SMB on OS X Server

• Connect with OD user / password






