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Why Security?

• Protection 

• User Data 

• Intellectual Property 

• Controlling risk 

• Third-party software flaws



 





Macs have never been more popular in business.  But if 
Apple is indeed no longer supporting security updates for 
older OS X versions, outdated workflows and sysadmins 

supporting them won’t have any place left in the 
enterprise office.



Managed Updates









Secure Your Macs!

• Create, implement, and document a security policy. 

• Ensure this policy is generally in-line with existing IT 
policy. 

• Enforce policy to ensure security. 

• Test, test, test!



Security in Mavericks



Safari Plugins

• Sandboxing 

• Granularity between sites 

• Insight into plugin needs



FileVault 2

• Full disk encryption 

• Archivable, rotatable recovery 
keys 

• Deferrable, allowing self-
service encryption



/etc/authorization

• Deprecated in Mavericks 

• On upgrade, moved to /etc/authorization.deprecated 

• Replaced by /var/db/auth.db



/var/db/auth.db



/var/db/auth.db

• SQLite3 database. 

• Checked through 
Authorization Framework for 
system-level changes. 

• Generated from /System/
Library/Security/
authorization.plist



‘security’ command

• security authorizationdb write system.preferences.energysaver 
authenticate-everyone 

• security authorizationdb read system.preferences.energysaver



‘security’ command



Creating a Policy

• Ask questions: 

• Should all users be local admins? Should some of 
them? 

• Should secure settings be enforced, or simply set 
once? 

• Should IT be the solution to HR issues? 

• What will give the best user experience?



What to Control
• App Store 

• iCloud 

• Printers 

• Package installs 

• Software Update 

• Bluetooth 

• AirDrop 

• Dictation 

• Time Machine 

• Single User Mode 

• Startup Disk 

• Account creation 

• Location Services 

• Back to My Mac 

• Sharing Services 

• Date & Time 

• Infrared 

• Remote Management 

• SSH 

• Screensaver time



Managed Security?





Puppet Uses
# Creates the localadmin account  
class standard_users::localadmin { 
  user { 'localadmin': 
    ensure     => 'present', 
    comment    => 'localadmin', 
    gid        => '20', 
    groups     => ['_appserveradm', '_appserverusr', '_lpadmin', 
'admin'], 
    home       => '/Users/localadmin', 
    iterations => '50000', 
    password   => 
‘sldfhjhfiuhweiouhvnb21kl3j512lk5jbl2iuyh3521klj3h5bl12kb5lk2b35lk21h
b5lk21h35pguvvu9x8ucnhw9h8e98sdf7685sg784dsg578sdfg6097sdg87dsg985sd8
9fb5s9b86x5968b5xzc87b6sb985xb5dfn‘, 
    salt       => 
'j9u0v98cxzv6718623ghksgvxcquisyerbkj7824e1c9c9c2b39c29b', 
    shell      => '/bin/bash', 
    uid        => '499', 
  } 
}



Puppet Uses

# Manages infrared Preferences  
class osx_infrared::preferences { 
  include macdefaults 
!
  mac-defaults { 'Disable Apple IR Remote'  : 
    domain       => '/Library/Preferences/
com.apple.driver.AppleIRController', 
    key        => 'DeviceEnabled', 
    value      => FALSE, 
    type => 'bool', 
  } 
}



Puppet Uses

# disables icloud  
class osx_disable_icloud::profiles { 
!
  mac_profiles_handler::manage { 'com.afp548.disable_icloud' : 
    ensure      => present, 
    file_source => 'puppet:///modules/osx_disable_icloud/
com.afp548.disable_icloud.mobileconfig', 
  } 
}



Do not forget why they bought a Mac!



Q&A

http://www.afp548.com/2013/11/08/security-making-mavericks-work-for-you/
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